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set max-bind-time = none;
set bind-idle-time = 3600;
set max-op-time = 600;

e A4e = gar,

3. U eEe s o5

DXHOME/config/settings

S8

4 TE AYS FBHIA L

a. default.dxc I} o] A}
dsarouter-adrouter.dxc
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c. dsarouter-adrouter.dxc 39S &1 o} o} Lol v} S A==

A

# directory information base
set alias-integrity = true;

# distribution controls

set multi-casting = true;

set always-chain-down = false;
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# security controls

set min-auth = clear-password;

set allow-binds = true;

set ssl-auth-bypass-entry-check = false;
# general controls

set op-attrs = true;

set transparent-routing = true;

30 & AGe F Eroh
Ue HEE e = o] s gtk
DXHOME/config/lknowledge

dsarouter-adrouter.dxc 34 & & A} 7HE- 31 auth-levels A1 7k
"anonymous"E A| 71 &}o] ek oF s 2 1 e1wk 3] -&3 t}, o

set dsa "cadirhost-adrouter” =

{
prefix =<
dsa-name = <cn “cadirhost-adrouter>
dsa-password = "'secret"

address  =tcp "cadirhost” port 25389
disp-psap =DISP
snmp-port  =25389

console-port =25390
auth-levels = clear-password

J—]-O]

A %

g5y,

Z>Q11Pv4a 2 IPV6 Tiﬂ L7 A o] ¥l A 8] 9] CA Directory = 4 %] &t
745 tep akoll 1Pva 2 IPve 24 38 S A A3 Al L. oll: address = tcp
"fe80::20d:56ff:fed4:8300%5" port 19389, tcp "192.168.1.1" port 19389
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adrouter.dxa gF o] &
Agslal g5 U

source "dsarouter-adrouter.dxc';
source "acdirl-dxlink.dxc";
source "acdir2-dxlink.dxc";
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DXHOME/config/logging
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0. The A &SP 2
a. default.dxc 3} o] AHE S w5,
b. Y 3}l 9] o] &2 dsarouter-adrouter.dxc = 74 S+ T}
c. ReadOnly B} L= A A &Y o}
10. & HHE Y 2 o] F g .
DXHOME/config/servers
11. 93 2 S T L
a. cadirhost-adrouter.dxi & ¥ 4 3}l
the S A gsta gL
#
# Initialization file written by DXnewdsa
#
#logging and tracing
source "./logging/cadirhost-adrouter.dxc";
#schema
clear schema;

source "../schema/default.dxg";

# knowledge

clear dsas;

source "../knowledge/adrouter.dxg";
# operational settings

source "./settings/cadirhost-adrouter.dxc™;
# service limits

source "./limits/cadirhost-adrouter.dxc';
# access controls

clear access;

source "./access/default.dxc";

#ssl

source "./ssld/default.dxc";

# replication agreements (rarely used)
# source "./replication/";

# multiwrite DISP recovery

set multi-write-disp-recovery = false;
# grid configuration

set dxgrid-db-location = “data";

set dxgrid-db-size = 1;

set cache-index = all-attributes;

set lookup-cache =true;

Z31: cadirhost = CA Directory 22~ E 0] 5 0 2 t] A5} 4 A &

CA Directory 2}-9-E] A o] = AF&x} x| A gl5 Y T}
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CA Directory IO E{HIIO|AE XH<K DIT Bt=D)|

g#aE g JHE EQ(DIT)E 77| 913l CA Directory Hj o] E{ H| o] ~ &
JdHEZ A= A 5= AHF5YT DIT © 3182 () o2 =24
AL TF2E ENE 5 JA & YT

o dAE T L.
1. CADirectory 2H-$-El & S 229 3F= AW ol A input.Idif T o] 5] 3+
THE a1 op el of o] v QBB & F7F T

dn: dc=com
objectClass: domain
objectClass: top

dc: com

o

dn: dc=company,dc=com
objectClass: domain
objectClass: top

dc: company

dn: dc=demo
objectClass: domain
objectClass: top

dc: demo

dxloaddb cadirhost-adrouter input.Idif

4. v H®S A8 ato] CADirectory 2H-H S Al A3 T

dxserver start cadirhost-adrouter

Z31: cadirhost = CA Directory &~ E o] 5 0 & ] 4| 3} 4 A] 9.
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o} X 2 A 2~ CA SiteMinder & E315F= WS A sy o
1. <lg=Zefo]= #Ae A E AX T

3. Qe Zefo] = Ha] AW 2 AR5ty Aol Wk A Qa2 AR
% ko] HAFEE Sl L

2. slgrefo] = FHe] Ao A Apache Web Server & -4 &1t}
(¥ 21+ 65)

3. CASiteMinder % & AW & A2 gt}

4. <lE]Z o]l = 3he] Aol o &) CA SiteMinder S 7-4 3t}
(o] A 69)

5. CASiteMinder §] o o] I EE A gt} (5] 0] #] 70)

6. slEzelo]= Fe] Ao BeHS 745l =5 CASiteMinder &
T3 FH . (F o] A 71)

7. CASiteMinder & AF-8-310] AL &AL & Q1551 =5 Sl 3 glo] = 7]

MBS T gL (s 0] A 74)
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Of: A Z 2Ol X 22l ABHOIA Apahce & M 25 Al 2211 2 4

o] of of] A = Windows 2008 Server ©f] 1|32} o] = #e] B =

AXPFH vt g ssLA o] DAd st e Zefo] = k] A B ol Apache
Web Server H %1 2.2.19 & A 2] 8l oF LI t}. ©] Al Apache Web Server 32 5-A]
Y2 0S AR H e A FAA AL

ol 3 2} o] = 32| A1 o A JBoss Application Server & &2 &4 T}
Ua HEE g & ol s gt

APACHE_HOMEcon

APACHE_HOME

1.
2.

Apache Web Server 7} A X] ¥l t] &l E] 2]

y
httpd.conf 91 & A 5}o] X EA) 2ES B shala b33} g
54 FHE AU,

a.

Fo) 24 A5 AATI .

LoadModule proxy_module modules/mod_proxy.so
LoadModule proxy_http_module modules/mod_proxy_http.so

Global 4] A A o] ol t}g =& F71g

Include conf/extrashttpd-proxy-entm.conf

ohe lelE el 2 o B g o,

APACHE_HOME/conffextra

httpd-proxy-entm.conf & ©| &-& IS THE31 tF5 Ul &

o

Fhe e

& Agsta Eay

# Proxyto CAAC ENTM
<IfModule proxy_module>
<IfModule proxy_http_module>
# fiam section BEGIN
<Proxy f/iam>
Order allow,deny
Allow from all
</Proxy>
ProxyPass /iam http://acentmnode.example.com:8080/iam
ProxyPassReverse /iam http://acentmnode.example.com:8080/iam
ProxyPass /iam/ http://acentm.examplenode.com:8080/iam/
ProxyPassReverse /iam/ http://acentmnode.example.com:8080/iam/
# fiam section END

A 6 %F: CA SiteMinder 2} 53} 65
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# Icastylesr5.1.1 section BEGIN
<Proxy /castylesr5.1.1>
Order allow,deny
Allow from all
</Proxy>
ProxyPass /castylesr5.1.1 http://acentmnode.example.com:8080/castylesr5.1.1
ProxyPassReverse /castylesr5.1.1 http:/acentmnode.example.com:8080/castylesr5.1.1
ProxyPass /castylesr5.1.1/ http://acentmnode.example.com:8080/castylesr5.1.1/
ProxyPassReverse /castylesr5.1.1/ http:/acentmnode.example.com:8080/castylesr5.1.1/
# Icastylesr5.1.1 section END
</IfModule>
</IfModule>

Z31: acentmnode.example.com:port = SNE X glo] = #g] ¥ =
Aok A o] AA| 54E o] 53 XER A 5 A L.

6. Apache Web Server & TFA] A 25ty T}
7. JBoss Application Server & T}A] A 23t T},

8. JE Zglo]= e A E E-A3Lo] Apache Web Server 7F 8.3 S
A o2 ddel=A] FRIg T tha URL & AFE- U T

http://enterprise_host:port/iam/ac
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Gl : Apache Web Server 0l CHoll CA SiteMinder /4

o] of o] A= ol B 3Z g} o] = k2] A 1] ol 4] Apache Web Server XX = A| =] 1
Q1S -4 3} o] Z-of] o] A Apache Web Server ol t)&ll CA SiteMinder =
TP

1. CASiteMinder Te| =} 1B #| o] 25 A}-§-3ho] thg-& A .

a. "A|Zr rRE S 7 "CA" "CA SiteMinder", "CA SiteMinder
Administrative UI"= ©] &3+ Tt}

CA SiteMinder Administrative User Interface 7} & 2] 1L A}-8- %} o] &3}
S LR

b. CA SiteMinder Administrative Ul o] = 12134t}

C. QI TEln G mEN wE E A G mE LA GRS nE e
T FE Y A AL RETE A9

d. DefaultHostSettings 7l #l| & A &5} a1 "1 S8 gt o},

e. T =& SEsIHAIL.
- ©]E - webservernode-HCO
- AY-A A T2E T4

oA g el o o) B o o) 2
SiteMinder 4 & AB] o] S A~E o] 8 &

5 2~E: policyserver.company.com
g "AEE YT
S2E A MAE R REH .

2. "?_12‘74—", "Oﬂ O] ﬁEu' "Oﬂ O] %j_}:_;:"' "Oﬂ o] %j}:_;“ %%7] u’ "Oﬂ O] @E _'Qrﬁé]ij/‘l
A A FE7E A S .

3. e s st AE"s 2L
- ©]& - webserver-agent
- AR -G A == P ele]HE
- Y olHE {3 A - SiteMinder
- AHE FFH - ollo]HE
- 4xd°]AE A Y - clear

P ool AE MAE ARSI
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4. "ol o] AE FA", wol o] AE T4 WE], o] AE TA ] A
AR HE Y] A g,

5. ApacheDefaultSettings & A1 813 U}-5- "&R1"S- S8l 8lal U=
Nk =h
a. O IZ=E a3y

- Name - webservernode-ACO

b. wi7§ W= B-=of A #DefaultAgentName B =2 HH s}l o] &

Aol A # EAHE Al A g Tk
c. T3 ol ool HE o]F& Attt

- DefaultAgentName - webserver-agent
d. #logoffUri & HF 3} o] & Fholl A # =+ A Al ATY o}
e. #& the ol Ay

- LogoffUri - /iam/logout.jsp

Zha1: o o] A E w7l W S=of] off $F 2} A 3k ] -8--2 CA SiteMinder Agent
Configuration Guide(°l| ] 1 E -4 SHA) & 2354 Al &

6. "AE"g FEFTL
o] HAE T4 MA S HEASFY ]
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1. CASiteMinder &2 2} Q1 E] H] o] A2 A}&-5}0] T}&-& A5 AIA S

2. "A|Fp nRLE SR 73 "CA", "CA SiteMinder", "CA SiteMinder
Administrative UI"= ©] &3t Tt}

CA SiteMinder Administrative Ul 7} & ] 3L AR-&-2} o] 537} 9t 5. 9] 9 &
gy

3. CA SiteMinder Administrative Ul ] = 19134},

4, TUEE, B AEY VEAE T, B AE P4 MEI),EAE T4
G ) A A RS A e,

5. DefaultHostSettings 71| #l| & 4 & 5} a1 "<l &2 3t o},

6. Tha =& dmstidr L

ftlo
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s AW-ENTMEX2E 74

7. A T 02 o Bafel 3o 2
SiteMinder 4 3 A1 o] S AE o]&& QJ&H sk},
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S 2~E "o o] d E A -4 S AF8-3lo] Apache Web Server ol T g+ ]
o o] =2 P4 L.
1 g A9 FAIAL.
a. UFe tleE g & o] 5t} o 7| X APACHE_HOME S Apache Web
Server & A X ¢t o] I H g & YEFE U T
APACHE_HOME/conf
b. Tk 7Fo] WebAgent.conf 35 HF st §] ol o] I EE
4 315 o,
4$EnableWebAgent="Yes"
¢ TAL AYT F BHU
2. Apache Web Server = Tt}A] A] 2}l
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HobS FA sk AFEAF A A E T sl oF FU T
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a.

"A) R nELE S 13 CA, CA SiteMinder, CA SiteMinder
Administrative Ul 2 o] =3},

CA SiteMinder Administrative Ul 7} & @] 3L Steve ol 4] AF-&2} o] &3}
doodgs aTdYH
CA SiteMinder ZH&] A} AF&2} A4 o] 214 =9
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"Rk e Qlo M v B =S Y
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"TEE g A" ZY O R o]Fate] v B=E AT

- YYEH o] - LDAP
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ofo
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- XY - directory_hostname:port
" A} A SO R o] Fete] thg A= e
- ABFH LT -

- AR&AL o] F - AHEAL WA DN W =

- %3 - password

- 3% 891 - password

"LDAP A" | ¢ 0 = o] F3lo] v
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i}
[
]
e
oX,
i)
A
v

- FE -searchroot
- H9| -Sub-Tree
- AlZ - (&(sAMAccountName=

L
- E

- )(objectclass=top)(objectclass=person)(objectclass=organizationalp
erson)(objectclass=user))
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0l : CA SiteMinder A5 AI2XE QISSIE2 HIH 20| X &2

Nt 7

o] of| o] A = CA SiteMinder 35 ¢ 3l dE]Zglo]= ] AHE
T

1.
a.
b.
C.
d.
2. U=

e Zfo] = whe] M| T AEXA ta& Fa g

JBoss Application Server & %A &4 T},

oS gE g 2 ol 5yt o] 7] A JBOSS_ HOME < JBoss =
A& v eE e s eyt

JBOSS_HOME/server/default/deploy/IdentityMinder.ear/user_console.war/WEB-INF

web.xml 3-8 & 31 FrameworkAuthFilter A 48 2F<5 1 T}
S false = 4% th 9t d & A et @5 .
<filter>

<filter-name>FrameworkAuthFilter</filter-name>
<filter-class>com.netegrity.webapp.authentication.FrameworkLoginFilter</filter-class>
<init-param>
<param-name>Enable</param-name>
<param-value>false</param-value>
</init-param>
<ffilter>

EEEEERSES S

JBOSS_HOME/server/default/deploy/IdentityMinder.ear/policyserver.rar/ META-INF

3. U Ads AL

a.

Cher 3 2ol raxml 9H2-& AL g true = A A8l AA S
&g sk,

<config-property>
<config-property-name>Enabled</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>true</config-property-value>
</config-property>

th&3} 2E o] CA siteMinder 74 2] 1] -/ o whe} FIPS R =E
TAEU

<config-property>
<config-property-name>FIPSMode</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>false</config-property-value>
</config-property>
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<config-property>
<config-property-name>ConnectionURL</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>policyservernode.example.com,44441,44442 A4443<[config-property-value>
</config-property>

ohg 3} o] #He AR A AL A o gk

<config-property>
<config-property-name>UserName</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>siteminder</config-property-value>
</config-property

tg tEE e g s e AU
JCAJAccessControlServer/IAMSuite/AccessControl/tools/Password Tool

o :
pwdTools -FIPS -p <clear_text_password> -k
JBoss_ HOME/server/default/deploy/IdentityMinder.ear/config/com/netegrity/config/keys/FIPSKey.dat

o}&- 3} 7Z+Fo| AdminSecret = TF2- A 53 Wao &Ho 2
el

<config-property>
<config-property-name>AdminSecret</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>{ AES}:gSez2/BhDGzEKWvFmzcadw==</config-property-value>
</config-property>

AgentName S CA Access Control S1E] X g}o] = #ha] == o o] H E
o] 5o = FoFTh

config-property>
<config-property-name>AgentName</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>webserver-agent</config-property-value>
</config-property>

t}S oFE E T W 3-8 X}-8-3}Fe] CA Access Control Sl E] 32 2}o] =
oy TH 45 s et

ACServerInstalIDir/IAMSuite/AccessControl/tools/Passwordtool/pwdtools.bat -FIPS -p <your_shared_secret> -k
JBoss_ HOME/server/default/deploy/IdentityMinder.ear/config/icom/netegrity/config/keys/FIPSKey.dat
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<config-property>
<config-property-name>AgentSecret</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>{AES}:gSez2/BhDGzEKWvFmzcadw==</config-property-value>
</config-property>

g e A4 T es,
R EEEET E =
JBoss HOME/in

S8
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run_idm.bat = ¥ § 5}o] %PATH% = JBoss 22| A =& A A
o :
set

PATH=%PATH%;C:\jboss-4.2.3\server\default\deploy\ldentityMinder.ear\library;%SystemRoot%6\S Y STEM32;%6Syst
emR0oot%;%SystemRoot%\SY STEM32\WBEM
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