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2o g3t BE A ZEE Yyt 8 A9 o2 3 AR
2= o)l 2=

T }v\\:lqr/]f'-

seaudit - Audit log lister

3 Apr 2008 16:48:53 D WINSERVICE  bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHost1.comp.com

3 Apr2008 16:48:53 D WINSERVICE  bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHost1.comp.com

3 Apr2008 16:50:53 D WINSERVICE  bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHost1.comp.com

3 Apr2008 16:50:53 D WINSERVICE  bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHost1.comp.com

3 Apr2008 16:53:53 D WINSERVICE  bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHost1.comp.com
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3 Apr 2008 16:53:53 D WINSERVICE  bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHost1.comp.com

03 Apr 2008 16:54:10 D WINSERVICE  bigHost1\Administrator Read 69 2

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHost1.comp.com

03 Apr 2008 16:54:10 D WINSERVICE  higHost1\Administrator Read 69 2

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHost1.comp.com

03 Apr 2008 16:54:19 D WINSERVICE  higHost1\Administrator Read 69 2

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHost1.comp.com

03 Apr 2008 16:54:26 D WINSERVICE  higHost1\Administrator Read 69 2

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHost1.comp.com

03 Apr 2008 16:54:26 D WINSERVICE  bigHost1\Administrator Modify 69 2

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHost1.comp.com

Total records displayed 11

Windows di XIAEC| ES

CA Access Control ©l| 4] = Windows @ A| ~E ¢] 9] 3} &S H & &

.

REGKEY 2 &l 29 g A2 E 7)o dsto] A 2EY 7|5 Bt
T8 TS thE A v A 2 ) of] T3t A PEkS X e 4=
AU Th

716l o2 A 5e AP 79 31 7)ol vl ool YR e
F7 51 o, 7100 thal 9)7) A aE Baw 8, 59l 7]
Q7 (c}el) ool

4

CA Access Control = Windows Server 2003 2! 71 0] % Windows A] Z~E1 2] AC
3173 9 H REGVAL ] A 2=1TF 2| 43ty T}, o] 2] gk A ~El o] A CA Access
Control = REGVAL 2| =9} SHA| e A 2~ E 2] k-8 B 35}, REGKEY 2 A 2~
UL 719 gholl o g A 2o F 33 T4 5T

o] A Al 2~ El o] A CA Access Control = AC $+74 ol 4] REGVAL 2] A=
A ekA] % o w, REGKEY Hl =0l 485 NA| 2~ A7 7] 9] ghol| thgh
N 2ol S FUT

A 47 2]

[
\)‘

2 e 67



Windows d| A ~E 2] H&

rlo

REGKEY %! REGVAL B ZE=9] 72+ FUULh Zt 2= & oh5 7 2
NA| 2= A o] F-Fo] EFFE| o] JFU T

= ACL
= CALACL

= NACL

= PACL

REGVAL 3 REGKEY #| == B v 28 5 A3 A~ 795
38y

= READ

= WRITE

= DELETE

= NONE

ZF31: CA Access Control Bl A ~E 2] H$ = sl HE 2= W AR =51+
AR ~E T 21 & H 5314 &5 YT Windows Server 2008 ©] 4

Al 22 Bl A AL 7F NONE Al 2= {ohS ARg-3le] HEH g~ Ed
Zholl A 2~ = 2] =3} CA Access Control ol 4] REG_NONE Zto] ¥kshs v o},
REG_NONE #t-2 kol a5 SRlskA| gk gho] F-3lQ1A] #] 4 s1#] 5T

68 Windows & &7 ¥2] o A



Windows d| A ~E 2] HS

Windows G X 2E 8] 58 B 355

1. REGKEY % REGVAL Zd| X~ g7 =E A&
AFEf 1] gkl ), o] &2 7] A o H

2. H3S3H = dAAED 7] BB Y] o] 5 0 & REGKEY B+ REGVAL
dIZ=E vyt
a7 e kS A4t AA gR2Ed 2 o] ES
AESIA A QL L ETLE S AR S 7)o T E BE SHe 7] e
591 7] S A - 4 dF YTk

o] A YA 2=E 2] 52 CA Access Control ¢ @l Z=of #| & 3}= 7] &

o M| 29} 317 WS H T,

3. (A¥ Abah A]—Q-X]—Q]— I5S 3 A2 Aska} $HA| REGKEY &
REGVAL | =0 = dld A 2 A o] E-Fof g,

12

24

ol

O_u rﬂ,
rl o,
iy

é‘é

—r‘

mﬂ

O_|_,

E__

ojz
&

Hu
r au)

o: NONE 9] 71E A A2E HRA2EF 7|9 AF

& selang ™ &2 NONE 9] 7] A M| A5 YA 2= E g 7]of A&t}

er REGKEY HKEY_LOCAL_MACHINE\SOFTWARE\Test\Key! defacc(NONE) owner(nobody)

1 A keyl o] ek 7] Al A= v 25U T

=3z Windows Server Windows Server  Windows Server
2003 ©] A A28 2003 A| 2 o]} 2008 A| 2 o] 4

skl 71 EA AN AR AR

7194, 4, AF e 7

o] & k7]

= A

7]l th et e R 7

sfolH 2E

TeddEe

A 74 e 5§

A 472 A2 2] 69



Windows d| A ~E 2] H&

=2} Windows Server Windows Server  Windows Server
2003 o] A A]2F] 2003 A|2H o]/ 2008 A| 2H o]
2k, 7% 34 a4

w5 7], °ol&

v B
A

R EEC L Y Y
7] 217

5191 7| Y] 5% 5%

skel 71 #2318 518 58
54, 0 &

v B

244

ake] 710l tigt E8 518 518
slojlH 2=

FeddREE

d: READ &) 7] & A AE R AEF 7)) A&
U} selang ™ %2 READ 2] 7| ¥ A M| A5 YA 2~ E g 7)ol A&t}
er REGKEY HKEY_LOCAL_MACHINE\SOFTWARE\Test\Key1 defacc(READ) owner(nobody)

1A} Keyd o g 7] OA) 2 Thgt B,

3 Windows Server Windows Server Windows Server
2003 o] A A|2~¥l 2003 ©]/¢ 2008 °]%

a9l 7194 §& 58 58

7] ¢171 5§ 5§ 58

71 4, olF A 75 75

v 7] e

/\1—11]

7]l o gk 7 7 A5

SfolH 2=

EedRE

A 58 58 58

70 Windows & #7 8] ehiA



Windows d| A ~E 2] HS

=2} Windows Server Windows Server Windows Server
2003 ©] A A]2E] 2003 °]%+ 2008 °]¢

w27l 58 5§ 5§

eI, A+ 5§ 5&

o] & w7

= A

a9l 719l a9l 518 3% 38

71 47

skl 71 W7 &8 G 38

skel 71 A, 3% 5-& 58

T4, °olF

v 7] B

A

a9l 719 @ 54 38 =

slolH 2=

EeEddERE

ak91 7] @ 5§ 5§ 5§

a7

A7z e 38 38

RHE7]

Al 472 #e 71



Windows d| A ~E 2] H&

o: NONE ¢] 7] & AN AE HAAEF 7] dUEFled A=F

T}S selang 3 S NONE &) 7] A AE YA AER 7)o BE 519 7]
A& .
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