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CA Technologies Product References

This document references the following CA Technologies products and components that
are part of CA Chorus:

CA Chorus

CA Chorus for Security and Compliance Management

Contact CA Technologies

Contact CA Support

For your convenience, CA Technologies provides one site where you can access the
information that you need for your Home Office, Small Business, and Enterprise CA
Technologies products. At http://ca.com/support, you can access the following
resources:

Online and telephone contact information for technical assistance and customer
services

Information about user communities and forums
Product and documentation downloads
CA Support policies and guidelines

Other helpful resources appropriate for your product

Providing Feedback About Product Documentation

If you have comments or questions about CA Technologies product documentation, you
can send a message to techpubs@ca.com.

To provide feedback about CA Technologies product documentation, complete our
short customer survey which is available on the CA Support website at
http://ca.com/docs.
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Chapter 1: Welcome

This Release Notes lists items specifically for the CA Chorus for Security and Compliance
Management. For platform information, see the CA Chorus Release Notes.
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Chapter 2: New Features and
Enhancements

CA Chorus for Security and Compliance Management Version 04.0.00 includes the
following new features and enhancements.
CA Chorus Bookshelves are Split for Version 4.0

Individual bookshelves are now available for CA Chorus and the CA Chorus
disciplines. Note that each discipline bookshelf includes a Release Notes and
Administration Guide specific for that discipline. The Installation Guide and
Message Reference Guide are included in the CA Chorus platform bookshelf and
include platform and discipline topics.

The CA Chorus 4.0 bookshelf has been split into 5 separate bookshelves:
m  There are now individual bookshelves for each discipline and the platform.
m  Release Notes and Administrator Guide exists for each discipline.

m  The Installation Guide and Message Reference Guide continue to include
platform and discipline topics.

Change Password

Security administrators can reset a user password from the Investigator Launcher
pane. This makes it possible to review password violations and reset passwords
from the same Ul pane.
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IBM RACF Support

CA Chorus for Security and Compliance Management 4.0 provides support for IBM
RACF. You now have the ability to collect IBM RACF users, groups/roles, and
permissions in the CIA database and view the data in the CA Chorus Investigator.
The collected data helps system programmers and security administrators
understand the state of their security environment and identify what actions to
take, saving time and cost in administrating security and meeting compliance
objectives. Unlike CA ACF2 and CA Top Secret users, IBM RACF users cannot edit
object details. The edit icon in the Details pane of the Investigator and Investigation
Launcher remains disabled for IBM RACF users.

Unified Install Process

The unified install process unloads and configures the CA Chorus security discipline
software prerequisites as a single set, simplifying and expediting the install process.
The unified method supports CA Datacom on a single system. If you wish to install
on multiple systems or want to use DB2 as your database, you must use the manual
method.

We recommend that you perform the following steps in sequence::

m  Download and apply all required CA Security Product Maintenance (Section
2.2)

m  Download Unified Install Pax file (1407.pax.Z) and perform steps to create the
product libraries and CSI. The steps are documented in the Unified Install
Process chapter of the CA Chorus™ for Security and Compliance Management
Site Preparation Guide. Perform the steps up to the running of the STAG****
job.

m  Download and apply any maintenance that is available on the beta site for the
unified install. Maintenance can be applied using CSM if the unified install was
imported into CSM. If it was not imported, there are jobs on the FTP site that
can be used to receive and apply any maintenance.

m  Download the Security and Compliance Discipline Pax file (E1M40B0.pax.Z)
from the FTP site. Install this Pax file using CSM selecting SEC/CO. Do not do
any configuration at this time.

m Install the Chorus 4.0 Platform using CSM. Do not do any configuration at this
time.

m  Download and apply any maintenance that is available for the CA Chorus
Security and Compliance Discipline.

m  Download and apply any maintenance that is available for the CA Chorus
Platform.

m  Continue with the steps to install and configure the unified install using the
appropriate STAG**** job for your site. These steps are documented in the
Unified Install Process chapter of the CA Chorus™ for Security and Compliance
Management Site Preparation Guide.
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m  Complete the configuration of the CA Chorus Security and Compliance
Discipline and the CA Chorus Platform using the documentation in the CA
Chorus Site Preparation Guide.
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Chapter 3: Third Party Acknowleddgements

Third-party software was used in the creation of CA Chorus for Security and Compliance
Management. All third-party software has been used in accordance with the terms and
conditions for use, reproduction, and distribution as defined by the applicable license
agreements.

Third-party license agreements are provided in the CA Chorus bookshelf and in the CA
Chorus installation directory.
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