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Chapter 1: Introduction

This guide describes the processes for a Service Provider to configure the CA
Automation Suite for Clouds Base Configuration with the CA Automation Suite for
Clouds Foundation.

CA Automation Suite for Clouds Base Configuration is a set of integrated CA Products
that when combined with prebuilt content gives clients an operational server
provisioning solution. CA Automation Suite for Clouds Base Configuration offers a simple
user interface for ordering and approving new servers. An approved virtual server is
automatically built, customized, and loaded with software based on the user
requirements.

CA Automation Suite for Clouds Base Configuration base model includes the capabilities
of CA Service Catalog, CA Process Automation, CA EEM, CA Business Intelligence, and CA
Server Automation products. This base model is a starter pack if you do not have CA
Server Automation but would like to take advantage of its capabilities.
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Chapter 2: Pre-installation
Requirements

Before you begin installing the solution components, be sure to review
the information in this chapter.

This section contains the following topics:

Review the System Architecture (see page 12)

Review System and Hardware Requirements (see page 14)
Review Interdependency Chart (see page 16)

Review Implementation Best Practices (see page 16)

Plan Components Installation (see page 17)

Installation Worksheet (see page 19)

Access Information for CA Products (see page 23)
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Review the System Architecture

Review the System Architecture

The following graphic illustrates the high-level system architecture for

the CA Automation Suite for Clouds Base Configuration:

CA Automation Suite for Clouds Base Configuration

System Arihitecture

CA EEM Configured with
Active Directory™

FED

I

CA Process Automation™

FRID

CA Service Catalog**

CA Business Intelligence™

CA Server Automation

CA IT Client Manager

Bl FBID FAm)

*Maon CA Technologies Praducts

FHCA futomation Suite for Clouds Foundation compaonents
***Optional infrastructure, not provided with CA Automation Suite for Clouds

-
e

SQL Server™ ™

Windows Active
Directory™ **
[

Microsoft Exchange
Mail Server™

WMware ESX and
vCenter Server®
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Review the System Architecture

The following flowchart shows how the CA Automation Suite for
Clouds components works together to build and customize a new
server:

CA Automation Suite for Clouds Base Configuration Architecture

Active
Directary

ASC Workflows

1
Virtual Center

| Templates |

Custam |
Spedificalicng

1
Machine
Created

2
Uniquely
Configured

3
Software
Installed

Virtual Machine Build Process
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Review System and Hardware Requirements

Review System and Hardware Requirements

The following table provides the minimum system and hardware
requirements for the solution:

Product Name Product Version and Platform OS SP Level Memory, CPU Disk
Patches Space
CA Service Catalog r12.8 CP03 with Microsoft Windows 4-GB RAM 80 GB
RO70135 patch Server 2008 R2 x64 2x vCPU
Standard Edition
CA Process r4.1 SP1 orr4.2 SP1 Microsoft Windows 4-GB RAM 80 GB
Automation Server 2008 R2 x64 2x vCPU
Standard Edition
CA EEM r12.5 CR1 Microsoft Windows 4-GB RAM 80 GB
Server 2008 R2 x64 2x vCPU
Standard Edition
CA Business r3.3 Microsoft Windows 4-GB RAM 80 GB
Intelligence Server 2008 R2 x64 2x vCPU
Standard Edition
CA Server r12.8.2 Microsoft Windows 8-GB RAM 80 GB
Automation Server 2008 R2 x64 2x vCPU*
Standard Edition
CAIT Client r12.8 C1 Microsoft Windows 8-GB RAM 80 GB
Manager Server 2008 R2 x64 2x vCPU
Standard Edition
VMware vCenter vSphere Virtual Center Microsoft Windows 8-GB RAM 80 GB
5.0 or vSphere Virtual ~ Server 2008 R2 x64 2x vCPU

Center 5.5

Standard Edition
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Review System and Hardware Requirements

Product Name Product Version and Platform OS SP Level Memory, CPU Disk
Patches Space

Microsoft SQL SQL Server 2008 R2 SP2  Microsoft Windows 8 GB 80 GB

Server for following Server 2008 R2 x64 4x vCPU

databases: Standard Edition

m CAServer
Automation

m CAMDB

m CAProcess
Automation

m CA Business
Intelligence

* Processor Speed per Server: Intel Xeon 51xx 2.6 GHz or equivalent,
or Intel Core 2 Duo 2.6 GHz or equivalent.

Note: Install the patches in the same order that is mentioned in the
Plan Components Installation section.

Chapter 2: Pre-installation Requirements 15



Review Interdependency Chart

Review Interdependency Chart

The following chart shows the interdependencies that are based on
the installation process:

Install
4 Business
Intelligence
Install
CA EEM
Install
Inztall
CA Process )
Automation CA Server Automation
Install
p CAIT Client
Manager
Inztall
CA Service Catalog

Review Implementation Best Practices

Before you start the installation process, we recommend the following
steps to ensure a successful installation and implementation:

m  Turn off Windows Firewalls. If this recommendation is not
acceptable in your organization, then set the Windows Firewalls
to Notify. The Notify setting informs you when a port or
application is blocked so that you have the opportunity to create a
Rule to permit access. For more information, see Windows
Firewall (see page 360) in the Appendix section.
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Plan Components Installation

m  Additionally, Windows Firewall by default blocks ICMP (PING)
communication. We recommend that you turn off the option (if
only temporarily). This option validates all the CA Automation
Suite for Clouds servers can communicate with each other using
Hostname (DNS Resolution) and IP Address.

m  Add the user account that installs CA Automation Suite for Clouds
as a member of the Local Administrators Group on each server.
Perform this step even if your domain account is a domain
administrator.

m  Turn off Internet Explorer Enhanced Security Configuration. This
setting allows all of the users to open the product web interfaces
without having to set and configure access. For more information,
see Turn off Internet Explorer Enhanced Security Configuration
(see page 359).

m  When installing on the Windows 2008 R2 operating system with a
local administrative user ID, turn off User Account Control (UAC)
for the installation process.

Plan Components Installation

We recommend that you install the CA Products and MS SQL Server
database on different servers. The recommended production-type
architecture for the CA Automation Suite for Clouds Base
Configuration Base Model is as follows:

Thase Frasucts could be
combined if the installatian
B temnparary of for 8 POC

ASC Forms

=1 &

ASC Workflows
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The following list provides a breakdown of the system components
that are based on the server installation:

Server CA Technologies Products
Server 1 CAEEM

Server 2 CA Business Intelligence
Server 3 CA Process Automation
Server 4 CA Server Automation
Server 5 CA Service Catalog

m  CA Service Catalog

m  CA Service Accounting

Server 6 CAIT Client Manager

Prepare the installation worksheet (see page 19) before you begin
installing the components.

The best practices for installing each CA Technologies product and
performing the initial CA Automation Suite for Clouds post
configurations are as follows:

Note: The following procedures assume that SQL Server is installed,
and the SQL Client Tools are installed on each server.

Follow these steps:
Install CA EEM (see page 26).

Install CA Business Intelligence (see page 37).

1
2
3. Install CA Process Automation (see page 74).
4

Install CA IT Client Manager (see page 110).
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5. Install and create the database (MDB) for Software Delivery and
CA Service Catalog.

6. Install CA Server Automation (see page 111).

7. Install CA Service Catalog (see page 134).

8. Perform CA Automation Suite for Clouds post configuration (see
page 153), including loading prebuilt content.

9. Configure Software Delivery (see page 257) for installing Software
Packages.

10. Configure Reservation Manager and Virtual Center so that they
can quickly and properly build virtual machines according to user
specifications.

Installation Worksheet

The installation worksheet lets you take note of particular server
names and credentials as you install each product. During some
product installations and configurations, you provide specific data
from other products such as server names, administrator credentials.
You can refer to this worksheet to complete the required fields easily.

Local Computer Access

Local Administrator Account

Local Administrator Account
Password

CA EEM

EEM Server Host Name

EEM Administrator (EiamAdmin)
Password
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Active Directory

Domain Controller Host Name

Active Directory Port

389 (LDAP) or 3268 (GC — Global Catalog)

Domain Name
(xyz.com)

Base Domain Name
(dc=xyz,dc=com)

Domain Administrator
(jdoe@xyz.com)

User Domain Name
(cn=jdoe,cn=users,dc=xyz,dc=com)

Domain Administrator Password

SQL Server

SQL Server Host Name

SQL Port

1433

Named Instance

Dynamic Port

SQL Authentication (sa) User

SQL Authentication User’s
Password

Windows Authentication SQL User

Windows Authentication SQL
User’s Password

CA Business Intelligence/Objects (BOXI)

Host Name

Administrator Password (blank)
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CMC Port 6400
Node Name

Port 6410
Connection Port 8080
Shutdown Port 8005
Redirect Port 8443
Shared Secret

CA Service Catalog ODBC Name

CA Process Automation

Host Name

Administrator Name
(pamadmin)

Administrator Password
(pamadmin)

Certificate Password

Display Name

Server Port 7001
HTTP Port 8080
INDI Port 1099
RMI Port 1098
SNMP Port 162

CA Service Catalog

Host Name

Administrator Name spadmin

Administrator Password (spadmin)
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MDB Administrator Name

usmuser

MDB Administrator Password

Business Unit (case sensitive)

Start-up Port (default 8080 MUST
change)

8090

Shutdown Port

8095

CA IT Client Manager

Host Name

Installer/Administrator and
Password

CA IT Client Manager Database
Administrator Password

Tomcat Startup Port

8090

Tomcat Shutdown Port

8095

Tomcat apjl3 Port

8020

CA Server Automation

Host Name

Network Discovery Gateway Port

8082

Service User ID (sys_system or
admin)

Service User Password

Apache Port

443

Tomcat Server Port

8443

Tomcat Shutdown Port

8005

Apache ActiveMQ Message Broker
Server Name
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Apache ActiveMQ Message Broker
Port

61616

Virtual Center Server Host Name

Virtual Center Administrator Name

Virtual Center Administrator
Password

Virtual Center Port and Protocol

443 HTTPS

Windows Administrator Name and
Password

Linux root User Name and
Password

SNMP Read Community String

public

SNMP Read-Write Community
String

snmp_admin

SystemEDGE Agent Port

161

SystemEDGE Agent Trap
Community String

Public 127.0.0.1162

Remote Monitoring User Name
and Password

Access Information for CA Products

Use the following links to access the various components of this

solution:

CA EEM

http://<CA EEM Server>:5250/spin/eiam/eiam.csp

CA Process Automation

http://<CA Process Automation Server>:8080/itpam
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CA Service Catalog
http://<CA Service Catalog Server>:8080/usm/wpf

CA Business Intelligence (BOXI Client Management Console)
http://<BOXI Server>:8080/CmcApp

CA Business Intelligence (BOXI Information View Application)
http://<BOXI Server>:8080/InfoViewApp

CA IT Client Manager (CA ITCM Software Delivery)
Access DSM Explorer (Client Tool)

CA Server Automation
https://<Server Auto Server>:8443/Ul

Reservation Manager

https://<Server Auto Server>:8443/ssrm
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Chapter 3: Install the Components

This chapter describes how to install CA Automation Suite for Clouds
Base Configuration components.

This section contains the following topics:

Install CA EEM (see page 26)

Install CA Business Intelligence (see page 37)
Install CA Process Automation (see page 74)
Install CA ITCM (see page 110)

Install CA Server Automation (see page 111)
Install CA Service Catalog (see page 134)
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Install CA EEM

CA EEM is a required component of CA Automation Suite for Clouds.
CA EEM grants access to other solution components, such as CA
Service Catalog, and CA Process Automation. CA EEM can be
configured to stand alone or it can be integrated to use an external
directory like Microsoft Active Directory.

Install CA EEM

Review the Prereguisites

v

Install CA EEM

I

Verify Installation

v

(Optional) Configure CA EEM

Service Provider

Verify Users and User Groups
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To install this component, complete the following steps:

1.

2
3
4.
5

Review the Prerequisites (see page 27).

Install CA EEM (see page 27).

Verify Installation (see page 31).
(Optional) Configure CA EEM (see page 32).

Verify Users and User Groups (see page 34).

Review the Prerequisites

Install CA EEM

Refer to the Review System and Hardware Requirements section for
general installation requirements. Complete and verify the following
requirements before you begin the installation:

Review the recommended CA Automation Suite for Clouds
architecture (see page 12).

Review the CA EEM section and the Microsoft Active Directory
section of your Installation Worksheet (see page 19).

Verify that Microsoft Active Directory is installed and running.

If you plan to install CA Process Automation on this server, install
Java JDK Version 1.7 or above (64 bit).

Perform the following steps to install CA EEM.

Note: As you step through these installation instructions, refer to the
Installation Worksheet (see page 19) to find server names, file paths,

login credentials, and port values. Use the given default values or note
your changes on the worksheet.
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Follow these steps:

1.

Log in to the CA EEM server as an administrator.

Note: The CA EEM installer (r12.5 CR1) is available on the CA
Support Online.

Extract the media to a folder on the target CA EEM server.
Execute EEMServer_12.51.1.8_win64.exe.
The Installation Wizard for CA EEM opens.

Click Next.
The License Agreement page opens.

Slide the scroll bar to the bottom of the page, select | accept the
terms in the license agreements, and click Next.

The Destination Folder page opens.

A CA Embedded Entitlements Manager [_ O]

Selectthe destination location for the required server camponents
to be installed

Shared Components:
Ci\Program Files\CALSC

Restore Default | Choose... |

CA Directory:
IC:'I,PrUgram FileshCalDirectory

G

technologies

Restore Default | Choose... |

InstallAmpwhere

Cancel | Previous |

Verify the installation location, or click Choose to change the
location.

Click Next.

The CA Directory Information page opens.
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F CA Embedded Entitlements Manager [_ |0}

CAEmbedded Entitlements Manager stares its internal data with
CA Directory. To configure the services enter the following
infarmation.

Data DSAPort  [509

DB Size(in My, [256

G

technologies

InstallAmpwhere

Cancel | Previous Mext

8. Accept the database information and click Next.

The CA EEM Password page opens.
9. Type Password, Confirm Password for EiamAdmin, and click Next.

Note: Record the EiamAdmin password in Installation Worksheet
(see page 19).

The FIPS security page opens.

A CA Embedded Entitlements Manager M= B

To enable FIPS 140-2 certified cryptographic module far encryption,
selectthe check hox

Default configuration does nat enable FIPS 140-2 compatibility.

[ Enahle FIPS 140-2 compatibility

G

technologies

InstallAmpwhere

Cancel | Erevious
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10.

11.

12.

Ensure that the Enable FIPS140-2 compatibility option is cleared
and click Next.

Note: CA Automation Suite for Clouds uses MD5 as the default
algorithm to encrypt and decrypt sensitive data.

The Installation Summary page opens.
«i CA Embedded Entitlements Manager A=

Pre-Installation Summary

To install with the following settings, click Install.

Shared Components Folder:
ChAProgram Files\CANSC

CA Embedded Entitlements Manager Folder:
C:Program
Files\CAVSCAEmbeddedEntitiementstanager

CA Directory Folder:
C:\Program Files\CAWDirectory

CA iTechnology Folder:
CProgram Files\CASCYTechnology

G Data DSA Port:

technologies ano LI

InstallAmywhere

Cancel | Previous |

Click Install.

The CA EEM installation begins and usually takes few minutes to
complete.

The Installation Complete page opens.
Click Done.

The CA EEM installation is complete.
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Verify Installation
Log in to CA EEM and verify that the component installed correctly.

Follow these steps:
1. Do one of the following tasks:

m  Select Start, All Programs, CA, Embedded Entitlements
Manager, Admin UL.

m  Type https://<EEM_Server>:<Port_Number>/spin/eiam in a
browser and press Enter.

The Login page opens.

CA Embedded Entitlements Manager

Application: |EIETTETEYE|

Bl Activate Acc =zibility

Bl rRemember my settings

G

Copyright @ 2010 CA. All rights resarved.

2. Verify that Application is set to <Global>.

3. Loginto CA EEM as the Administrator (Default Admin Username:
EiamAdmin).

If you can log in and access CA EEM, the installation was
successful.
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(Optional) Configure CA EEM

Configure CA EEM to use Microsoft Active Directory so that users can
access the other components of CA Automation Suite for Clouds.

Note: Linking CA EEM with Microsoft Active Directory is not
mandatory for CA Automation Suite for Clouds.

Follow these steps:

1. Access the CA EEM dashboard.

2. Click Configure, User Store.

3. Click User Store.

The Userstore Configuration page opens.

Ugeraiors Configuration s || Elmen

4. Select Reference from an external LDAP Directory.
5. Select Basic LDAP Directory in Configuration Type drop-down.
6. Click Add external LDAP directory.

The LDAP Directory Configuration page opens.

LOWP Directory Configuraticn Sawe || Dl |

westaanh finar

U B
ar Pasrmards | " et Fuavmerd: [

Sava || Chmen |

Note: Gather the necessary directory information beforehand to
fill the form.
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Complete the following fields and use the arrow to move the Host
to the Selected Hostnames table.

Name

Specifies the LDAP directory name.
Attribute Map

Specifies the directory service that CA EEM uses.
Host

Specifies the host name of the domain controller. Host Name
cannot be modified once assigned.

Port
Specifies the TCP port number for the Active Directory.
Default: 389 or 3268.

Protocol
Specifies the protocol that is used for communication.
Default: LDAP

Base DN (Domain Name)
Specifies the LDAP DN that is used as the base.
Note: No spaces are allowed.

Example: If the Domain Name is ASC-FORWARDINC.COM,
type the following information:

DC=ASC-FORWARDINC,DC=COM
User DN
Specifies the DN used to attach to the external directory host.

Note: Enter the domain user only, domain administrator is
not required.

Example: If the domain user name is Administrator, type the
following information (spaces allowed):

CN=Administrator,CN=Users,DC=ASC-FORWARDINC,DC=COM

User Password and Confirm Password
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Specifies the password for the User DN that is used to attach
to the external directory host.

8. (Optional) Select host to delete and click the Bin icon to delete a
connection to host.

9. (Optional) Use the arrows to move the host connection up/down
the preference order.

10. Click Save.

A confirmation message appears. A list of available LDAP services
appears in the Directory Information grid.

11. Click Close.

CA EEM is configured to use Microsoft Active Directory.

Verify Users and User Groups

Verify users and user groups in CA EEM so that users can access the
necessary components of CA Automation Suite for Clouds.

Follow these steps:

1. Access the CA EEM home page.

2. Select Manage Identities, Users.
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Complete the following details in the Search Users section and
click Go.

Attribute
Specifies the attribute for the search.
Value: User Name
Operator
Specifies the operator type.
Value: LIKE
Value
Specifies the value for the search. Leave this field blank.

Verify that the Microsoft Active Directory users for your site
appear in the Users section as shown in the following sample
graphic and then select Groups.

Home l Manage Identities I Manage

T Users Groups

Search Users [
Global Users

nttribute:lUser Marmne ;l

Operator:ILIKE -l

Value: |

[T Shaw empty folders

Users

== Users
= Users

%F\dmin
Adrministrator
ca

%catalyst
catalystadmin

%Guest
parmadmin
pamuser

s cmadrmin
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5. Do the following steps in the Search Groups section:

a. Select Show global groups.

b. Accept the default values for the Attribute, Operator, and

Value fields, and click Go.

c. Verify that the Microsoft Active Directory user groups for
your site appear in the User Groups section as shown in the

following sample graphic.

Home Manage Identities I Manage Acce
b Users <~ Groups
Search Groups E
¥ Show global groups
Attribute: INarne vl
Cperator: I LIKE vl
WValue: |
User Groups
Replication Group ;l [
Development
Development Mgrs
DHCP Administrators
DHCP Users
%Distributed COM Users
DnsAdmins
DinsUpdateProxy
Demain Admins
Domain Computers
Demain Controllers
Domain Guests
Domain Users
Enterprise Admins
Enterprise Read-only Domain LI

6. Click Log Out to exit CA EEM.

The necessary users and user groups are in CA EEM.

You have installed CA EEM and configured it to use Microsoft

Active Directory.
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CA EEM manages your windows users. Enter other CA Automation
Suite for Clouds domain users and assign them to the Local
Administrator Group. Create the spadmin user for the CA Service
Catalog. Create the pamadmin and pamuser users for CA Process
Automation. Any CA application that leverages an authorization in CA
EEM requires you to create the associated groups in the user store.

Install CA Business Intelligence

CA Business Intelligence is a set of reporting and analytic software that
is used for presenting information and supporting business decisions.
The solution uses CA Business Intelligence to integrate, analyze, and
then present, through various reporting options.

CA Business Intelligence requires a database and ODBC connection
before you can begin the installation.

The following diagram illustrates how a Service Provider installs the
product and its components:

Install CA Business Intelligence

Create CA Business Intelligence Database

Service Provider Y

Create DSN and ODBC Connection

Y

Install CA Business Intelligence

Y

Verify Installation
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Follow these steps:

1. Create CA Business Intelligence Database (see page 38) in
Microsoft SQL.

2. Create DSN and ODBC Connection (see page 41) for CA Business
Intelligence Central Management System Database.

3. Install CA Business Intelligence (see page 50).

4. Verify Installation (see page 72).

Note: Complete the configuration of CA Business Intelligence after all
products required for the Solution is installed.

Create CA Business Intelligence Database

You can create a Microsoft SQL database before installing CA Business
Intelligence.

If MS SQL is installed on a different server, perform the following
procedure on that server. However, since the MS SQL Client Tools are
installed on the CA Business Intelligence server, it is recommended
that you performed the steps remotely. Thus validates the SQL
connectivity between the two servers.

Follow these steps:

1. Loginto the server where you want to install CA Business
Intelligence.

2. Open Microsoft SQL Server Management Studio.
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Log in using a SQL Administrator account (for example, sa).

The Microsoft SQL page opens.

",:. Microsoft SQL Server Management Studio

File Edit Vew Debug Tools Window Commu
L Newouery | [ [0 ¢ 5 |3 |5 H &

Comnect~ & & w T [2] ;
= Ld asc-sgl (SQL Server 10,50.1600 - sa)
|l Databases
[ System Databazes
|l Database Snapshots
[ Security
3 Server Objects
[d Replication
[ Management
[ SQL Server Agent

Ready
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4. Right-click Databases and select New Database.

The New Database dialog opens.

E New Database

M[=1 E3

ecta S Script - m Help
%A General
A Ot
= | Fi::hgorzzps Database name: IBOXI
o Cwner: |<defau|t> |
¥ | Use fulltext indexing
Database files:
Logical Name I File Type I Filegroup I Initial Size (MB} I Autogrowth
BOXI Rows ... PRIMARY 3 By 1 MB, unrestricted growth
BOX_log Log Mot Applicable | 1 By 10 percent, unrestricted growth
Server:
asc-sql
Connection:
sa
2 View connection properties
| | 2
Add | Eemave |
ok | Canca |
4

5. Click General in the Select a page panel.

The General dialog opens.

6. Enter a Database name (for example, BOXI) and click OK.

Note: Update your Installation Worksheet (see page 19) with the
installation values. You need this information for subsequent

installations.

You have created the CA Business Intelligence database in

Microsoft SQL.
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Create DSN and ODBC Connection

You can create an ODBC connection to the CA Business Intelligence
Central Management Database.
Follow these steps:
1. Runthe odbcad32.exe file from the following location:
c:\Windows\SysWOw64\
The ODBC Data Source Administrator dialog opens.

24 ODBC Data Source Administrator

"User DSM  System DSN | File DS I Drivers | Tracing | Connection Poaoling | About |

System Data Sources:
MName | Drriver |

Bemove

Canfigure. ..

Il

- An QDBC System data source stores information about how to connect to
D; the indicated data provider. A System data source is visible to all users
° on this machine, including NT services.

QK Cancel Smplp Help
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2. Click the System DSN tab, and click Add.
The Create New Data Source wizard opens.

Create New Data Source E |

Select a driver for which you want to set up a data source.

Mame I V'il

| Microsoft Paradax-Treiber (~.db )
GER Microsoft Test Driver "hd; ~.csv)
Microsoft Text-Treiber (" td; ~.cav)

Microsoft Visual FoxPro Driver

Microsoft Visual FoxPro-Treiber
SCL Server
S0L Server Mative Client 10.0

a| | 3

ba o7 = — o o &

¢ Back I Finish I Cancel
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3. Select SQL Server from the driver list and click Finish.

The Create a New Data Source to SQL Server page opens.

Create a New Data Source to SQL Server E

This wizard will help you create an ODBC data source that you can use to
connect to SAL Server.

E‘ What name do you want to use to refer to the data source?
P rl Name: IEOXI
e

How do you want to describe the data source?

Description: [EOX| Database

Which SQL Server do you want to connect to?
Server: [ASC-SQL |

Finish Mexd = Cancel Help

4. Enter the following parameters.

Name
Specifies the name of the database.
Example: BOXI

Description
(Optional) Specifies the description of the data source.
Example: Business Objects CMS Database

Server

Use the drop-down list and select the server where the
database resides. If a Named Instance of SQL is used, then
enter <SQL Server>\<Named Instance>.

Default: localhost
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5.

Click Next:

The Create a New Data Source to SQL Server page opens.

Create a New Data Source to SQL Server E

How should SQL Server verify the authenticity of the login ID7

£ With Windows NT authentication using the netwark login 10,
jv:_l o With SQL Server authentication using a login |D and password
i entered by the user.
To change the network library used to communicate with SQL Server,
click Client Configuration.

Client Configuration ..

7 Connect to SGL Serverto obtain default settings for the
addtional configuration options.

Login 1D: ISEI

Password: Innnn.

< Back Mexd = Cancel Help

Select the With SQL Server authentication using a login ID and
password from the user option.

Select the Connect to SQL Server and obtain default settings for
the additional configuration options.
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8. Type a Login ID and Password with access to the BOXI database,
and click Next.

The Microsoft SQL Server DSN Configuration page opens.

Create a New Data Source to SQL Server m

[V Change the default database to:
=
[~ Attach database filename:

&)

(eate temporary stored procedures for prepared SUL statements
and drop the stored procedures

~

0

& Only when you disconnect
Whenyou disconnect and as appropriate while you are

connected
[V Use ANSI quoted identifiers.
[V Use ANSI nulls, paddings and wamings.

< Back Next > Cancel Help
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9. Select the Change the default database to check box and select
the database name from the drop-down menu.

10. Click Next.

Create a New Data Source to SQL Server E
[~ Change the language of SGL Server system messages to:

||:J'|g|i$|'| j

II [~ Use strong encryption for data

¥ Perform translation for character data

Use regional settings when outputting cumency, numbers, dates and
r times.

[~ Save long unning queries to the log file:

[c:\TEMP\2\QUERY.LOG oz |
Long query time (milliseconds): Ig::::

[ Log ODBC driver statistics to the log file:

IC MTEMPYASTATS LOG Browse... |
< Back IWI Cancel | Help |
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11. Click Finish.
The ODBC Microsoft SQL Server Setup page opens.
ODBC Microsoft SOL Server Setup

A new ODBC data source will be created with the follawing
configur ation;

Microzoft SGL Server ODEC Driver Version 08,01, 7607 ﬂ

Data Source Mame: ASC

D ata Source Description: Catalog databaze
Server; CatalogServer

Databaze: mdb

Language: [Default)

Tranzlate Character Data: ves

Log Long Running Querigs: Mo

Log Driver Statistics: Mo

Uze Reqgional Settings: Mo

Frepared Statements Option: Drop temporany procedures on
dizconnect

Use Failover Server: Mo

Uze AMSI Quoted [dentifiers: ez

Use AMSI Null, Paddings and W arnings: es
D ata Encryption: Mo

I

Test Data Source. .. I ak. | Cancel |
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12. Click Test Data Source and verify the connection.
A confirmation message appears.

SQL Server ODBC Data Source Test |

— Test Results
Microsoft SAL Server QDBC Driver Version 06.01.7601 ;I

Running connectivity tests ..

Attempting connection
Connection established
Verfying option settings
Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!
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13. Click OK to close the message and click OK to close the ODBC
Microsoft SQL Server Setup page.

The ODBC Data Source Administrator page opens.
ﬂ ODBC Data Source Administrator

UserDSH System DSH IFiIe DS I Driversl Tracingl Connection P'l:u:ulingl About |

Syztem Data Sources:

Mame | Diiver | Add.. |

SOL Server

Configure...

An ODBC Syatem data source stores information abaout how ta connect to
D; the indicated data provider. & System data source iz vizible to all users
= on thiz machine, including MT services.

k. Cancel Spply Help

14. Click OK.

Note: If the MDB Database used by CA Service Catalog and
Software Delivery are created, a second ODBC Connection needs
to be created to this MDB Database. This step is performed in the
Post-Configuration section, but you could perform now if
products are installed and the MDB Database is created.

The DSN and ODBC connection are complete.
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Install CA Business Intelligence

After you create the Microsoft SQL Database and configure the ODBC
connection, install CA Business Intelligence. The installation is
comprised of two installation wizards that must be executed
sequentially.

Follow these steps:

1. Open the CA Business Intelligence media.

2. Extract the CA Business Intelligence media to a folder on the
server and open the media folder.

3. Right-click cabiinstall.exe and select Run as Administrator.

The CA Business Intelligence installation wizard opens.

¥ CA Business Intelligence

G

technologies

CA Business Intelligence

IEninsh - I
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Select your installation language and click OK.

The introduction page opens.

A CA Business Intelligence HE B3
Introduction

Copyright @ 2012 CA. All rights reserved.
This wizard will install CA Business Intelligence 3.3,

Farimportant systemn requirements, installation prerequisites and configuration
details, see the Installation Guide.

Itis strongly recommended that you quit all programs befare continuing with this
installation

Click the Mext button to proceed to the next screen. To change a selectionon a
previous screen, click the Previous button

*fou may cancel this installation at any tirme by clicking the Cancel button

G

technologies

Install&mpwhere

Cancel | Brevigus Next
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5. Click Next.
The License Agreement page opens.

6. Scroll down the license text, select the | accept the License Accept
option, and click Next.

The Sample Database and templates page opens. You can use the

CA Sample templates for testing your CA Business Intelligence
installation.

Al CA Business Intelligence = B3

Sample Database and Templates

Da you want to install Ca Sample Templates?

* ves O No

Installanywhere

Cancel | Erevious [
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Verify that Yes is selected, and click Next.

The Generate Response File page opens. You can provide your
installation settings to CA Support if necessary, using the response

file.

Y3 CA Business Intelligence [_ [T x]

Generate Response File

Do you wank to save the response file?
@ Yes " Mo

Enter the directory where the response file should be created.

|C:1Program Files (xa6)\Ca\sChCommonReporting3icabiresponse. ini

Browse... |

a

technologies

Install&mpwhere

Cancel | Previous Next
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8. Verify Yes is selected.

9. Accept the location of the response file or click Browse to change

the location of the response file and click Next.

Note: If you save the response file, you can provide your
installation settings to CA Support if necessary.

The Review Settings page opens.

S\ CA Business Intelligence

= E3

Review Settings

To install with the following settings, click Install.

Installanywhere

=l
Product Name:
C4 Business Intelligence 3.3
Response File Location:
CProgram Files (EENCANSC\CommonReporting3icabiresponse. ini
Click Install to invoke the BusinessCbjects Enterprise installer.
[

Cancel |

Previous |

Ingtall |
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10. Click Install.

The CA Business Intelligence Installation wizard opens.

Note: Verify the task bar as the CA Business Intelligence Setup
wizard sometimes opens behind the CA Business Intelligence
installation wizard.

i CA Business Intelligence Setup [_ (O] x|

Welcome to the CA Business Intelligence
Installation Wizard

It is strongly recommended that vou exit all Windows
programs before running this Setup Program

Click, Cancel to quit Setup and close any program wou have
running. Click Mext ko continue with the Setup program,

WARNING: This program is protected by copyright law and
inkernational treaties,

Unauthaorized reproduction or distribution of this program,
or any porkion of it, may result in severe civil and criminal
penalties, and will be prosecuted ko the maximum extent

m possible under law,

technelogies

= Back |

Zancel |

11. Click Next.

The License Agreement page opens.
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12. Select the | accept the License Agreement option and click Next.

The Choose Language Packs page opens.

|:._:-1: CA Business Intelligence Setup

| Partuguese (Brazian)
|| Simplified Chiness
| Traditional Chinese ;I

™ Al Languages

< Back | Cancel I
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13. Select the language packs you want to install and click Next.

The Install Type page opens.
i'-;‘ CA Business Intelligence Setup =] B |

G

technologie:

o New Install & new SAP BusinessObjecks Enterprise Syskem.
" Inskall MyS0L Database Server

* Lse an existing database servert

[¥ Erable servers upon inskallation

Custom or Expand

Tnetal Use this opkion to choose which application Features wou wank

installed and where they will be installed, Recommended For
advanced users.

" web Tier Install the Web Tier Features

Destination Folder

C:\Program Files (x860Ca\SCCommonReporting3h, Browse |

< Back | Mext = I Cancel |

14. Complete the following details and click Next:
a. Select New.
b. Select Use an existing database server.

c. Select the Enable servers upon installation check box.

o

(Optional) Click Browse to select the Destination Folder.
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The Server Components Configuration page opens.

i'-;‘ CA Business Intelligence Setup M= 3 |

technologies
Flease specify the port numbers and the passward Faor the SAP BusinessObjects Enterprise

Adminiskrakor
CMS pork I &400

—Parts

—Adminiskrakor account

Password I |

Canfirm passward I

r Configure the 58P BusinessiObjects Enterprise
Administrator password ak a later time

< Back | [ext = Cancel

15. Complete the following details and click Next:
a. Type the Port number (for example, 6400).
b. Type a password, confirm the password.

Note: Record the password in the Installation Worksheet (see
page 19).

c. (Optional) Select Configure the SAP BusinessObjects
Enterprise Administrator at a later time to set password later.

d. Click Next.
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The Server Intelligence Agent page opens.

{& CA Business Intelligence Setup M= |

a

technologie:

Server Inteligence Agent is the visible component of Server Inteligence, the service
Functionality of SAP BusinessObjects Enterprise X1 3.1, This utiliky simplifies the deployment and
management of the AP BusinessObjects Enterprise servers and improves Faulk-tolerance by
aukomating the starting, reskarting and stopping of those servers,

The Server Inteligence Agent Node Mame can be any name that identifies this node of your
deployment. Mote: spaces, dashes or periods musk nok be part of the chosen Mode Mame.

Made Mame: I |

Port: |541|3

< Back | hext = I Cancel
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16. Type the Node Name (for example, Server name), Port (for
example, 6410), and click Next.

Default Node Name: localhost

The CMS Database Information page opens.

{5 CA Business Intelligence Setup M=

technologies

— M3 Database r'nuditing Database
Select existing CM3 database: Select existing Auditing database:
S0L Server (ODBC) =] [rrvscL |

—
Database
ODEC DS I I—

SEryEr

Park I
|setmarnne: I
Fassword I

[¥ Reset existing database

< Back Mext = Cancel
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17. Select SQL Server (ODBC) from the drop-down list and click
Browse to select CA Business Intelligence database.

The SQL Server Logon dialog opens.

Inpust Microsoft SQL Server user credential through system ODBC DSN

B BOXI Database

Data Source:  BOX] Login ID: 5a

Server: ASC-50L Password: [wessnense
¥ Consume DSN created under WOWSA Datsbase: BONI -
I™ Use Trusted Connection ™ Show system database

mefesh | [ ok | concel

18. Complete the following fields, and click OK:

a. Highlight the Data Source Name that is created earlier
“BOXI”.

b. Verify (sa) is the Login ID.
c. Enter the Password for the Login ID.

d. Select the Database “BOXI” for the drop-down list that was
created for BOXI.

e. Verify Consume DSN created under WOW®64 is selected.
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The CMS Database Information page opens.

Q',; CA Business Intelligence Setup H=l 3

|sQe server (0DBC) =l Jmysad |

[V Reset existing database
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19. Click Next.

The Select Web Application Server page opens.

h;‘ CA Business Intelligence Setup

[V lava Web Appication Server:

& Instal Tomcat appication server and deploy to it.
¢ Automatcally deploy to a pre-nstaled Web Applcation Server. Please choose ane

from the following kst.
fromeatss =]
I wall deploy the web components after installation,
I™ (115 Wb Apphcation Serer (ASPINET v1.1 8 regured);
Deploy to the following website:
| =

sk [T oo |

20. Verify the following settings and click Next:

a. Verify that the ava Web Application Server check box is
selected.

b. Verify that the Install Tomcat application server and deploy to
it option is selected.
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The Configure Tomcat page opens.

i CA Business Intelligence Setup M=

technologies

Connection port I 2080
Shutdown pork I 3005

Redirect port I A4

< Back | Mhext = I Cancel

21. Enter the following parameters and click Next.

Note: If a port is in use by another service, change the port
information accordingly.

Connection port
Specifies the port number for the connection.
Value: 8080
Shutdown port
Specifies the shutdown port number.
Value: 8005
Redirect port
Specifies the port number to redirect.

Value: 8443
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The Start Installation page opens.

{i CA Business Intelligence Setup = e

technologies

Press the Mext button ko Beqgin or the Back button to reenter the installation
information.

< Back Cancel
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22. Click Next.

The installation begins. Installation process can take several
minutes to complete.

CA Business Intelligence Setup [_ O] <]

CA Business Intelligence has been
successfully installed.

Press the Finish button to exik this inskallakion.

G

technologies

Launch SAF BusinessOhijects Administration
v
Console

< Bark Zance|
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The Install Complete page opens in the background.
\J CA Business Intelligence M= B3

Install Complete

Congratulations! CA Business Intelligence 3.3 has been successfully installed in the
following location:

CAProgram Files xBENCASC\CommonReporing3

Click Done to exitthe installer and complete the install process.

ou need to restart the systermn to complete the installation.

G

technologies

" Yes, restart my system

Installampwhere

Cancel | Erevious Doaone

23. Select No, I will restart my system myself and click Done.

Note: In the background, the installation Complete page opensin
the main installer. Complete the CA Business Intelligence
configuration and then restart the server.

The main installer page closes and you can configure CA Business
Intelligence using the second installation wizard.
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24. Select the Launch SAP BusinessObjects Administration Console
check box and click Finish.

The Central Management Console login page opens.

G

fechrdopirs

Log On to the Central Management Console

Enter your user information and click Log In.
(If you are unsure of your account information, contact your system administrator.)

5v5tem:| |

User Name: | Administrator |

Password: | l

Authentication: Enterprise -
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25. Complete the following details:

a.

Log in as Administrator.

Note: The password is the same as you provided during the
installation. Refer the Installation Worksheet (see page 19)
for the password.

Select Enterprise in the Authentication drop-down menu.
Click Log In.

The Central Management Console Home page opens.

CENTRAL MANAGEMENT CONSOLE

|Authenticatinn El

= Type Title
5 Enterprise

w | LDAP
= | &  Windows AD
5| (1  Windows NT
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26. Select Authentication from the drop-down.

The Authentication page opens displaying a list of authentication
options.

CENTRAL MANAGEMENT CONSOLE

|Authenticatinn El

4= Type Title

= Enterprise

= LDAP
Windows AD
Windows NT

BEEERE
Ep EP [EE

27. Double-click Windows AD.

The Windows AD settings page opens.

CENTRAL MANAGEMENT CONSOLE

Windows Active Directory

™ [ Enable Windows Active Directory (AD)
AD Configuration Summary
- E To change a setting, click on the value.

AD Administration Name: "
Default AD Domain:

Mapped AD Member Groups

Add AD Group (Domain\Group): Add

- ~| Delete
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28. Complete the following details:
a. Select the Enable Windows Active Directory (AD) check box.

b. Click the double quotes “ “ next to configure the AD
Administrator Name.

The Windows Active Directory page opens.

Loading...

f
Please enter your Active Directory credentials,

AD Administration Credentials

MName: I
Password: I

Default AD Domain: I
Update Cancel

c. Enter your Active Directory credentials.
d. Click Update.

e. Close the Windows AD configuration window.

29. Double-click Enterprise.
The Enterprise settings page opens.
Synchronize Data Source Credentials with Log On
("] Enable and update user's Data Source Credentials at logon time
Trusted Authentication
Trusted Authentication is enabled

Shared secret:|

:Shared Secret Validity Period:
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30. Complete the following details:
a. Select the Trusted Authentication is enabled check box.

b. Enter astring in the Shared secret field. Update this value in
the Installation Worksheet (see page 19), CA Business
Intelligence section.

c. Click Update.
d. Click Log Out and close the window.
31. Restart the server.

You have installed CA Business Intelligence.

Verify Installation
Log in to InfoView and verify that the component is installed.

Follow these steps:

1. Login to the BusinessObject Enterprise Java InfoView server as an
administrator.
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Do one of the following tasks:

m  Select Start, All Programs, BusinessObjects XI 3.1,
BusinessObjects Enterprise, BusinessObjectsEnterprise Java
InfoView

m  Type http://<CABI_Server>:<Port_Number>/InfoViewApp, in
a browser and press Enter.

The Log On to InfoView page opens.

G

Log On to InfoView

Enter your user information and click Log In.
(If wou are unsure of your account information, contact your system administrator,

User Name: | |

Password: | |

Log In |

Log in to CA Business Intelligence as Administrator (Default
Username: Administrator).

If you can log in and access CA Business Intelligence InfoView
page, the installation was successful.
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Install CA Process Automation

The CA Process Automation component of CA Automation Suite for
Clouds automates work flows and processes within an organization.

The CA Process Automation r4.2 SP1 installation requires two ISO
images:

The CA Process Automation r4.2 SP1 Third Party Prerequisites —
DVD 1 is used to install third-party prerequisites (JBoss, Hibernate,
JDBC Jar, and TAPI Jar). Install the prerequisite software from the
installation ISO. Do not use preexisting versions that are already
installed on your system.

Note: The CA Process Automation installation depends on certain
third-party components being present on the server. Install all the
necessary third-party requirements before installing the CA
Process Automation software. The third-party prerequisites
require at least 8 GB of disk space.

The CA Process Automation r4.2 SP1 Product Installation — DVD 2
is used to install the CA Process Automation component.
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This scenario describes how to install the CA Process Automation
component for the CA Automation Suite for Clouds solution.

Install CA Process Automation

Review the Prerequisites

v

Prepare Microsoft SOL Server

-

Install Third Party Preraquisites

T

Install CA Process Automation

!

Verify Installation

'

Verify CA EEM Application and Users

Sarvice Provider
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Follow these steps:

Review the Prerequisites (see page 76).

Prepare Microsoft SQL Server (see page 77).

Install Third-Party Prerequisites (see page 78).

Verify Installation (see page 105).

1.

2.

3

4. Install CA Process Automation (see page 85).

5

6. Verify CA EEM Application and Users (see page 106).

Review the Prerequisites

Refer to the Review System and Hardware Requirements section for
general installation requirements. Complete and verify the following
requirements before you begin the installation:

m  |[nstall Java JDK Version 1.7 or above (64 bit).

m  Prepare Microsoft SQL Server (see page 77).
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Prepare Microsoft SQL Server

The Microsoft SQL Server must fulfill the prerequisites for installing CA
Process Automation.

The SQL Server must be installed or configured with the mixed
mode authentication. You can specify an account with the SQL
Server authentication during the Orchestrator installation.

The Orchestrator installer requires user credentials with
Administrator privileges to create the CA Process Automation
databases.

The SQL Server collation for CA Process Automation databases
must be SQL_Latin1_General_CP1_CI_AS. By default, the CA
Process Automation installer creates databases with this collation.

Follow these steps:

1.

Navigate to the ConfigurationFile.ini file, which is created in a
path similar to the following text:

C:\ Program Files\Microsoft SQL Server\100\Setup Bootstrap\Log\
yyyymmdd_hhmmss

Verify that the security mode setting resembles the following text:

The default is Windows Authentication. Use "SQL" for Mixed
Mode Authentication.

SECURITYMODE="SQL"

Verify that the setting for the SQL system administrator account
credentials resembles the following text:

; Windows account(s) to provision as SQL Server system
administrators.

SQLSYSADMINACCOUNTS="hostname\Administrator"
Verify that the setting for collation resembles the following text:

; Specifies a Windows collation or an SQL collation to use for the
Database Engine.

SQLCOLLATION="SQL_Latin1_General_CP1_CI_AS"
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Install Third-Party Prerequisites

Perform these steps on the machine where you intend to install CA
Process Automation:

Important! The CA Process Automation installation depends on
certain third-party components being present on the server. Install all
the necessary third-party requirements before installing the CA
Process Automation software.

Note: Ensure Java Runtime Environment-64 bit is installed.

Follow these steps:

1. Open the CA Process Automation r4.2 SP1 Third Party
Prerequisites — DVD 1 media and run the
Third_Party_Installer_Windows.exe.

The file initiates the installation and prompts you to select a

language.

Elanguage Selection [_ 0]
Please select a language:
-

Cancel |

2. Select English from the drop-down list, and click OK.

The Welcome window opens.
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CA Process Automation 4.2 SPO1 N ]

Welcome to the CA Process Automation 3rd Party
Installer Setup Wizard

This will install CA Process Automation 3rd Party components on vour
cornputer

1t is recommended that vou close all other applications befare continuing,

Click Mext to continue, or Cancel o exit Setup.

Mext = Cancel

Click Next on the Welcome window to continue.
The License Agreement window opens.

Select | accept the terms of the License Agreement, and click
Next.

The Destination Directory window opens.
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[ ca Process Automation 4.2 SPOL =T
Select Destination Directory ‘:N
—
!

Select destination directory, then click Mext.

~Destination direckor

|C Program Files\CaPam] Browse.., |

Required disk space: &,192.0 ME
Free disk space; 30,902 MB

Mext = | Cancel

5. Accept the default Destination Directory or Specify the
Destination Directory for installing CA Process Automation and
click Next.

Note: The length of the path name for the destination directory
must not exceed 255 characters. The best practice is to keep the
field length to fewer than 64 characters.

The installer creates the folder automatically.

The Prerequisites for CA Process Automation Installation window
opens.
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[#5] CA Process Automation 4.2 SPO1 =]

Prereguisites for CA Process Automation installation

¥4 JBoss Installation

&3 Hibernate Installation

o2 IDBC lar Installakion

< Back Mext = Caneel

Click Next.

Monitor the installation of JBoss and third-party components.

The JDBC Jars Installation window opens.
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[ ca Process Automation 4.2 SPO1 M= 3 |
JIDBC Jars Installation -:w

IDBC Jars for Installation
i
4

Flease provide jdbc jars.

Use Damain, [

Mz 50 | [014_03_11\0vD032251 27  driversijtds-1.3.1.jar | Browse Remove

Add Files |

Mext = Cancel

% Back |

Click Add Files and select MS SQL from the drop-down list to
accept the default jdbc.jar path and click Next.

Note: Do not change the jdbc jar path (The Installation Wizard
defaults to the correct location).
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The Prerequisites for CA Process Automation installation window
opens.

A Process Autom. 4.2 5P01 T =t I

Prerequisites for CA Process Automation installation

Prerequisites for CA Process Autamation installation is successfully done. Click
Mexk to install CA Process Automation,

JBoss Installation =
Hiberniate Installation

IDEC Jar Installation

|

< Back | Mext = | Cancel |

Click Next to progress to the CA Process Automation Setup
Wizard.

The Completing CA Process Automation Setup Wizard opens.
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EEA Process Automation 4.2 SPO1 P =]

Completing the CA Process Automation Setup Wizard

Prerequisites installation has been completed successFully,

Insert A Process Automation installer DYD, or browse to the location with the
contents of C& Process Automation installer, Click Finish bo launch CA Process
Automation installation.

Use Domain [~

Direckory Iwares'l,PnM 4,21 2014_03_11'\DVD03223450E

Firish |

9. Change the directory to CA Process Automation r4.2 SP1 Product
Installation — DVD 2 to install CA Process Automation and click
Finish.

Note: The CA Process Automation installer takes several minutes
to appear.

The third-party prerequisites are installed and the CA Process
Automation Installation window opens.
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Install CA Process Automation

After you install the third-party prerequisites, install the CA Process

Automation component.

Follow these steps:

1. Click Next on the CA Process Automation installation window.
The License Agreement window opens.

2. Read the License Agreement, select the | accept the terms of the
License Agreement option, and click Next.

The Java Home Directory window opens.

EEA Process Automation Domain 4.2 SPO1 M= B3
CA Process Automation Domain ‘N‘
Please set Java Home Directory =

Flease select the rook directory of the DK installation

Java Home Directory

| C:\Program Files\Java\yydk1.7.0_51\bin

Next = | Cancel

3. Specify the file path of the Java Home Directory, or click Browse
and navigate to the directory path, then click Next.

The installation begins.
Note: The files take several minutes to copy.

The CA Process Automation Domain Configuration window opens.
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ECA Process Automation Domain 4.2 SP01 = B3 I

CA Process Automation Domain W
Configuration Screen

=y
!
[~ Support Secure Communication
[ Configure CA SiceMinder Single Sign-on (5500
Secure Proxy Server Host I
Secure Proxy Server Port I
Tivpe off server INew Orchestratar LI

[~ Corfigure Load Balancer

The load balancer worker nade name is required by the load balancer to uniquely identify this Crchestrator node in
the cluster. User needs to add an entry for this name in the corresponding configuration File of load balancer befare
running this Orchestrator

Load Balancer Worker Mode |

Public Hosk MName I

Fublic Hosk Part Number IED

Fublic Host Secure Pork |443

< Back | Mext > | Canicel |

Verify that the Configure Single Sign-on and Configure Load
Balancer check boxes are cleared. This functionality is not needed
in CA Automation Suite for Clouds. Click Next.

The Please enter company window opens.
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\=]CA Process Automation Domain 4.2 SPO1 (=[O =]

CA Process Automation Domain
Please enter Company.

Company ICA\

< Back, Mext > Cancel

Type your company name, and click Next.

The Set Certification Password window opens.

E A Process Autom.

Set Certificate Password
Set Certificate Password

This is the passwaord used to control access to the keys used ko encrypt passwords and other critical data, You wil
need to provide this password when installing any Orchestrator or when adding cluster nodes ko an existing
Orchestratar, Please note that if vou Forget this password, vou will need ko rerun the CA Process Automation
installation for all Orchestrators, starting with the Domain Orchestrator in arder ko generate new keys.

Certificate Password I**********

Confirm Certificate Password I*"‘*"‘*"‘***"‘

< Back Next = Cancel
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6. Type the Certificate Password twice, and click Next.

Important! This password controls access to the keys used to
encrypt passwords and other critical data. Record this password
on the Installation Worksheet (see page 19) to refer during the
installation.

The Select Start Menu Folder window opens.

[#5] CA Process Automation Domain 4.2 SP01 !E E
Select Start Menu Folder ‘W
‘Where should setup locate program shortcuks? =

‘4

Select a foldet or type a new name in which to locate program shorkcuts on the start menu,

CA Pracess Automation Doma\n‘

Accessories

Administrative Tools

A

dava

1ava Development Kit
Maintenance

McAfee

Microsoft SQL Server 2008
Microsoft SQL Server 2008 R2
Microsoft Visual Studio 2005
WMware

W Create shortcuts for all users

[~ Donot create a Stark menu Folder

< Back, | Mext > Cancel

7. Create a folder named CA Process Automation Domain.
a. Select the Create shortcuts for all users check box.

b. Ensure Do not create a Start menu folder check box is
cleared.

These options create a folder that stores program shortcuts
and is accessible from the Start Menu.

8. Click Next.

The General Properties window opens.
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ECA Process Automation Domain 4.2 SP01 M= E3 I
CA Process Automation Domain W
General Properties
=

7

Server Host Iserver_name.ca.com

Display Mame Iserver_name.ca.cum\

I Support Secure Commurication

Server Part  [a0

HTTP Port  [a0E0

HTTRS Port 8443

¥ Install as Windaws Service

MDIPort (1099

RMIFort  [1055

SHIP Port 162

< Back | Next = | Cancel |

Type the General Properties for the CA Process Automation
domain. Use the appropriate default values that are found on the
CA Automation Suite for Clouds Solution Worksheet.

Note: CA Process Automation and CA Service Catalog both use
HTTP Port 8080 by default. If installed on the same server, change
one of the port numbers to avoid a conflict.

a. Ensure that the Support Secure Communication check box is
cleared, selecting this option changes the port number.

b. Select Install as Windows Service.
. Click Next.

The Set the temporary directory to execute scripts window opens.
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EEA Process Automation Domain 4.2 SPO1 !E[ E
CA Process Automation Domain ‘:N
Sek the bemporary directory bo execute scripts >
i

A Process Automation needs a kemporary directory which will be used ko execute various scripts, Please provide a
temporary directory which can be used Far this purpose.

Scripks Temporary Directory IC:\,Temp| Browse... |

< Back | Mext = | Cancel |

11. Set the Scripts Temporary Directory to C:\TEMP, and click Next.

Note: The preferred directory is \TEMP. All users must have the
permission to access this directory.

The Set Powershell execution Policy window opens.
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EEA Process Automation Domain 4.2 SPO1 =
PowerShell tm
Set PowerShell execution palicy =
i)

The execution of Powershell scripks on this platform requires setting the execution policy to "Remote Signed", IF vou
intend ka run PawerShell scripts through CA Process Automation on this host, please select the Fallawing checkbox ko
set it

PowerShell path on host machine IC:'|,Winduws\SystamSZ'l,WinduwsPuwerShaH'l,v1.D Erowse. .. |
< Back | Next = Cancel

12. Select the Set PowerShell Execution Policy check box.

13. Accept the default path
(C:\Windows\System32\WindowsPowerShell\v1.0) to the
PowerShell.exe, and click Next.

PowerShell scripts are enabled on the system.

The CA EEM Security Settings window opens.
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[Eca Process Automation Domain 4.2 5P01 [_ (D]
CA Process Automation Domain ‘ﬁ‘
Embedded Entitlements Manager (EEM) Security Settings =

4

[ Use FIPS-Compliant Certificate

EEM Server Iserver_name

EEM Application Mame IPrDcess Automation

EEM Certificate File I Braowse, . |
Certificate Key File I Erowise, . |

EEM Certificate Passwiord I**"‘*”‘"""**"‘

Default Active Directory Domain I

[ Enable MTLM Pass-Through Authentication

Reqister Test EEM Settings

< Back | MNext = | Cancel |

14. Specify the directory server properties for CA EEM and register
the CA Process Automation component to the CA EEM server. Use
the appropriate values that are found on the Installation
Worksheet (see page 19).

Note: Do not enter any values to the EEM Certificate File and the
Certificate Key File fields because the solution does not use them.

a. Verify that FIPS-compliant Certificate is cleared.

Data that is transferred between the CA Process Automation
and CA EEM servers is encrypted using the MD5 algorithm.

b. Type the fully qualified CA EEM server name.

c. Verify that the CA EEM Application Name is Process
Automation.

d. Type the CA EEM Certificate Password.

e. Ensure that the Enable NNTLM Pass-Through Authentication
check box is cleared.

f.  Select Register Application with CA EEM.

g. Click Register.
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The EEM Credentials window opens.

EEM Credentials

EEM Admin Username IEiamAdmin|
EEM Admin Password Iwwwm

OK I Cancel I

h. Type EiamAdmin for the CA EEM Administrator Username
and password for the EiamAdmin user.

i. Click OK.

CA Process Automation is registered to the CA EEM server. A
confirmation window opens stating that the application is
registered.

EEM Credentials

Application registered

Cancel

15. Click OK to return to the CA EEM Security Settings window.

On the CA EEM Security Settings window, verify that the CA EEM
Certificate File field is populated with the location of the PAM.p12
file.
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[Bca Process automation Domain 4.2 SPO1 H =
CA Process Automation Domain ':m‘
Embedded Entitlements Manager (EEM) Security Settings S

’

[~ Use FIPS-Compliant Certificate

EEM Server Iserver_name

EEM Applic ation Name IProcess Autornation

EEM Certificate Fils Im FileshCAlPAMIserveric2ol. c2orepository publicfcertification/PAM.p1 2 Browse. .. |
Certificate Key File I Browse. .. |
EEM Certificate Password |"‘**"‘"‘**""‘*

Default Active Directory Domain I

[~ Enable NTLM Pass-Through Authentication

Reqister Tesk EEM Settings

< Back | Next = | Cancel

16. Click the Test EEM Settings to test CA Process Automation
administrator settings that are defined in the CA EEM directory.

A message appears.

Perfarming a kest with incorrect EEM settings may kake a Few minutes to complete,

Note: The authentication fails if the appropriate users were not
added during the CA EEM installation.

17. Click OK.

The Verify EEM Settings window opens.
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Yerify EEM settings

User Mame W
Passward [rwmmmna]

0K I Cancel |
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18. Type the default username of PAMAdmin, and the password that
was created in the Install CA EEM section, and click OK.

The CA EEM settings for the PAMAdmin are authenticated in the
CA EEM directory.

19. Verify the CA EEM settings for the PAMAdmin. The status must
appear as follows:

m  Connect: OK
m  User provided belongs to User Group: OK

m  Userisan Admin: Yes

Yerify EEM settings
Connect QK
User provided belongs to User Group oK
User is an Admin Yes

Cancel

20. Click OK.

21. Click the Test EEM Settings to test CA Process Automation user
settings that are defined in the CA EEM directory.

A message appears.

lol Perfarming a kest with incorrect EEM settings may kake a Few minutes to complete,

Note: The authentication fails if the appropriate users were not
added during the CA EEM installation.

22. Click OK.

The Verify EEM Settings window opens.
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23.

24.

25.
26.

Yerify EEM settings

User hlame IPAMUser 1
Passward IW

0K I Cancel |

Type the username for PAMUser and the password that was
created in the Install CA EEM section, and click OK.

The CA EEM settings for PAMUser are authenticated in the CA
EEM directory.

Verify the CA EEM settings for the PAMUser. The status must
appear as follows:

m  Connect: OK
m  User provided belongs to User Group: OK

m Userisan Admin: No

Yerify EEM settings [ x|
Conneck QK
User provided belongs to User Group Ok
User is an Admin Mo

Cancel |

Click OK when settings are displayed.

Click Next after you have tested the CA Process Automation
Administrator and Users on the CA EEM Security Settings window.

The Database Settings window opens.
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[Eca Process Automation Domain 4.2 SPO1 | _ (O] x|
CA Process Automation Domain ;

Database Settings -

— 4

7

Type of Database IMS SQL LI
LUser Mame Isa
Password

Database Server [YInstance Mame Iser\-’er neme

Database Port Jt433
Repository Database IPnM
Driver Jar IC:'I,Program FilesiCAPAMservertc2olext-ibljids-1.3.1.jar Browse. .., |
Database Collation |51 _Lating_Genersl_CPL_cT_as =l
Use Conmeckion Sthing l
Comnection Skring

Tesk Database Settings | {"Create Database

< Back | Mext = | Cancel |

27. Make the following changes, in the Database Settings to create a
CA Process Automation database. Use the appropriate values that

are found on the Installation Worksheet (see page 19).

a.

Change the Type of Database from the drop-down list to MS

saL.

Type a User Name for a Microsoft SQL Administrator that can
access the Microsoft SQL Server using the Microsoft SQL

Authentication method.

Type the Password for the Microsoft SQL Administrator user.

Change the Database Server to the Microsoft SQL Server host

name.

Verify the Database Port of the Microsoft SQL Server host.

Note: If SQL is using a Named Instance, type the Dynamic

TCP/IP Port.

Verify that the Repository Database name is PAM.

Verify that the Driver Jar location is set to the sqljdbc.jar file

path.
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h. Verify that the Database Collation is set to
SQL_Latinl_General_CP1_CI_AS.

i.  Click Create Database.

The CA Process Automation database is created and a
confirmation message appears.

j.  Click OK.

28. (Optional) Verify that the PAM Database has been created
successfully.

a. Open Microsoft SQL Server Management Studio and
expand Databases.

b. Confirm that the PAM database has been created.
The PAM Database in MS SQL Server.

B Microsoft SOL Server Management Studio

File Edit W¥iew Debug Tools ‘Window  Commi

™ |y

Qe cuery | Oy |3 BB | 3 | 25

Object Explorer

Connect = 2 32 ﬂ CS

El [ Hostname (sqL Server 10,50,1600)
= [ Databases
[ System Databases
[ Database snapshots
T}
=] [ Security
= [ Logins
r_'?, ##M5_PolicyEventProcessingLoging #
AL ##M3 PolicyTsalExecutionLoging #

c. Exit SQL Server Management Studio and return to the
installation window.

29. Click Next after the Database has been created successfully.

The Runtime Database window opens.
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EEA Process Automation Domain 4.2 SPO1 M= B
CA Process Automation Domain ‘W
Rurkime Database
=
/
[V copy from main repository
Type of Database IMS SOL ;I
User Mame Isa
Password [

Database Server [\Instance Mame |ser\-'er7neme

Database Port 1433

Rurtime Database IPAM

Driver Jar IC:\Prngram FilestCalPAM serveric2alext-linljkds-1.3.1.jar Browse. .. |
Database Collation [t tetint_General_cP1_c1_as =]
Wse Connection String r

Conmection String

est Database Settings Create Database

< Back | Next = | Cancel

a. Select the copy from main repository check box, on the
Runtime Database window.

b. Verify that the information is populated correctly from the
Database Setting window.

c. Click Test Database Settings and ensure that you receive a
message indicating the test was successful.

Setup

Test is successtul,

d. Click OK to close the Setup window and return to the
Runtime Database window.

30. Click Next.

The Reporting Database window opens.
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[#3] CA Process Automation Domain 4.2 SPO1 [ _ |}
CA Process Automation Domain ‘:N
Reporting Database Settings
=
!

[ copy From main repositary

Type of Database IMS 0L LI
User Name Isa
Password I*w,«w**w

Database Server [\Instance MName |ser\-'er_neme

Database Port J1433

Reporting database IPAM

Driver Jar IC:\,Prngram Filest CAIPAM serveric2olext-ibjEds-1.3.1. jar Browse. .. |
Database Collation 5o Latin1_General cP1 1 as =]
lise Connection String r

Conmeckion Skring

{"Test Database Sethings Create Database

< Back | Mext = | Cancel |

a. Select the copy from main repository check box and verify
that the information is populated correctly from the Database
Setting window.

b. Click the Test Database Settings button and ensure that you
receive a message indicating the test was successful.

Setup

Test is successtul,

c. Click OK to close the Setup window and return to the
Reporting Database Settings window.

31. Click Next.

The Additional Jar for Installation window opens.
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EEA Process Automation Domain 4.2 SPO1 =

CA Process Automation Domain ‘W
Additional Jars For Inskallation

.
s
Select from the list below the jdbe drivers that you want to include in agent/server installations For the purpose of
monikoring.
v Iam Files\CalPAM servericZalext-libijtds-1.3.1.jar Brotwse: |
I IJgram FileshCa\PaMlserver\c2alext-liblsgljdbe. jar Erowse |
Add Files
< Back | Next = | Cancel |

32. Select the check box and verify the location for the sqljdbc.jar file,
then click Next.

The installation begins and takes several minutes to finish.

The Completing CA Process Automation Domain Setup wizard
opens.
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A Process Automation

Completing the CA Process Automation Domain Setup
Wizard

[_[C1x]

Setup has finished installing CA Process Automation Domain on yaur computer. The
application may be launched by selecting the installed icons.

Click. Finish to exit Setup.

33. Click Finish.

The CA Process Automation component is installed.

34.

The Services page opens.

€}, Services

Fie Action View Help

Go to Start, Run, and Type services.msc.

M [=]

e EERETEI N

7, Services (Local)

Services (Local)

CAProcess

| Description

|_status

| Startup Type

| Logon as

Orchestr ator[C:\Program
Files\CA'PAM'serveric2a]

Stark the service

Description:

A
CyCertficate Propag

Provides Messaging Servi
t

Copies user certificates an,

Started

Manual

GJ.CNG Key Tsolation z:ju; The CHG key Isolation ser Manual
GhCoMt Event Syste gl Supparts System Evert .., Stated  Automatic
CLCOME System APE ooy Manages the configuratio, Started  Manual
G Computer Browser Mainkains an updated it Disabled
Elcredertial Manage. Al Tasks ¥ | provides secure storage Manual
Charyptographic ser o Provides four managemen. .. Started Pulcomatic
G}DCOM Server Proc The DCOMLAUNCH servic...  Started  Automatic
ChDesktop tfindow I¥ Properties Provides Desktop Window ... Started  Automatic
LDHCP Client el Registers and Lpdates [P ...  Started  Automatic
“&/;Diagnostic Policy Serree———————— The Diagnostic Policy Servi.,., Started Automatic (D,
“C;Diagrostic Service Host The Diagnostic Servics Ho... Manual
€. Diagnostic System Host The Diagnastic System Ho... Manual
{GDisk Defragmenter Provides Disk Defragment. Manual

Local System
Local System
Local service
Local System
Local System
Local System
Network 5.,
Local System
Local System
Local Service
Local service
Local Service
Local System
Local System

i Name = -
s pplication Experience Processes application com...  Started Manual Local System
G Application Host Helper Service Provides administrative se... Started  Automatic Local Systern
G pplication Identity Determines and verifies th Manual Local Service
G application Information Faciltates the running of i.. Manual Local System
“Chapplication Layer Gateway Service Provides support for 3rd p. Manual Local Service
£l Application Managsment Processes installation, rem. Manual Local System |
Ch Process Autamation Orchestrator 00 o i
[Ci\Program FiestCA\PAM{servericzo]  dsASP-NET State Service Provides support for out-o. Manual Nietwork 5.
“CsBackground Inteligent Transfer Service  Transfers files in the back,.. Manual Local System
G Base Fitering Engine The Base Fitering Engine (... Started  Aukomatic Local Service
{CJBITS Compark Server BITS Compact Server isa | Manual Nietwork 5.
{GJ.CA Connection Broker Mansges Connections ma...  Started  Automatic Local System
“CCA Directary - itechpoz Provides LDAPSX, 900 direc. . Started Auomatic Local Service
G},CADSM 12 Common Appiication Fra...  Provides common services..,  Stated  Automatic Local Systern
GhCh Technology iGateway 4.7 Allows iSponsors to publis...  Started  Automaic Local System
16.Ch Message Queuing Server Started  Automatic Local System

Extended  Standard

Start service CA Process Automation Orchestrator]C: Frogram Fles\CAPAMYserverlcZa] on Locsl Computer
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35. Verify that Startup type for CA Process Automation service is set
to Automatic.

a. Right-click the CA Process Automation Orchestrator and
select Start in the menu bar.

The service takes 5 to 10 minutes to start. The CA Process
Automation service is set to start automatically whenever the
server is started or rebooted.

The CA Process Automation installation is complete.
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Verify Installation
Log in to verify the installation of CA Process Automation.

Follow these steps:
1. Do one of the following tasks:

m  Select Start, All Programs, CA, CA Process Automation
Domain, Start CA Process Automation.

m  Type http://<PAM_Server>:<Port_Number>, in a browser and
press Enter.

The Login page opens.

_9_ CA Process Automation

Login

Username

e

Copyright @ All rights reserved.

2. Loginto CA Process Automation as the Administrator
(PAMAdmin).

If the login is successful, you verified the installation and access to
CA Process Automation.
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Verify CA EEM Application and Users

Log in to CA EEM and verify the users for CA Process Automation.

Follow these steps:
1. Open the CA EEM page.
CA Embedded Entitlements Manager

:
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2. Verify and select Process Automation from the Application
drop-down.

This step verifies that the CA Process Automation application has
been added to CA EEM.

3. Loginto CA EEM as the CA EEM Administrator (EiamAdmin).
4. Select Managed Identities, Users.

The Search Users page opens.

G_ CA Embedded Entilements Manager

Backend: preni01-i73274 Application: Process Automation Welcome: eiamadmin (Log Out)

Home Manage Identities " Manage Access Policies | Configure

~ Users F Groups

Search Users E3|
(") Global Users
(@ Application User Details

Attribute: User Name v

Operator: LIKE -
Value:
GDI

Users 1

= [ZUsers
= [ Orphaned Users
-apamdeswgner
-ﬁpamproduser
& pamuser
=[S Users
%pamadmin

5. Select Application User Details.
6. Complete the following details, and click Go.
Attribute
Specifies the attribute for the search.
Value: User Name
Operator
Specifies the operator type.
Value: LIKE

Value
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Specifies the value for the search. Leave this field blank.

If the PAMAdmin and PAMUser have been added to Active
Directory or AD is not being used, then these users get listed
under Users. If they are listed as Orphaned, then assign a CA
Process Automation Administrator before continuing.

Add CA EEM User to the CA Process Automation Application

You can add CA EEM user to CA Process Automation to validate the
credentials and information.
Follow these steps:

1. Select the user that you want to have access to the CA Process
Automation application.

2. Click the Add Application User Details button.
Example: pamadmin

The Application Group Membership window opens.

Application Gromp Wembedship
Awaileble Bser Groaps Selecied Ber Groups

PAMASIar B [ramadeouns
PAMUseE i FaMUzars
B,

By b

i
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Perform the following steps under Application Group
Membership:

a. Use the arrows to move the user from Available User Groups
to Selected User Groups.

We recommend CA Process Automation Administrators be
members of both User Groups.

App Group Membership
Available User Groups Selected User Groups
S
Designers 57 | Designers
PAMAdmIns PAMAdmIns
PAMUsers QE‘&) PAMUsers
Production Users Production Users

b. Use the arrows to move the user from Available User Groups
to Selected User Groups.

We recommend CA Process Automation Users be members
of CA Process Automation Users only.

harehi

Group M P

=

PP

Available User Groups Selected User Groups

Designers PAMUsers

PAMAdmIns
PAMUsers
Production Users

5‘7
5
&
&
Click Save.

After all of the CA Process Automation Administrators and Users
have been set up, confirm the CA Process Automation Application

Users.
Select Application User Details.
Complete the following details, and click Go.
Attribute
Specifies the attribute for the search.
Value: User Name
Operator
Specifies the operator type.
Value: LIKE
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Value

Specifies the value for the search. Leave this field blank.

Saarch Users i
= Global Users
¥ Apghentos User Cetails

attritute ||
Cparata; | LIKE -
value:

I Show emety folders | Go |

Wsers

=ar-10 00,

7. Verify that the Users with CA Process Automation access are
listed.

8. Click Log Out to exit CA EEM.

You have added users to CA Process Automation.

Install CAITCM

CA IT Client Manager with C1 patch is a grouping of three
components—Asset Management, Remote Control, and Software

Delivery. This section focuses only on installing Software Delivery. The
Software Delivery component installs and removes software, including

operating systems, on physical, and virtual computers.

First, you install the MDB which creates the database and loads it with
various tables, then you Install CA IT Client Manager. This procedure

completes the product installation and adds more tables to the
database.
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Best Practice: Always perform both installations even if SQL Server is
located locally where Software Delivery is installed. Extra tables are
created during each installation. If you are planning to install other CA
products that use the MDB database, install the MDB first before
installing the products.

See the installation procedure in the CA IT Client Manager
Implementation Guide. You can download the CA IT Client Manager
Implementation Guide from the CA Automation Suite for Clouds
bookshelf.

Install CA Server Automation

CA Server Automation is the component of CA Automation Suite for
Clouds that monitors and manages data center resources, both
physical and virtual. The component integrates and automates
provisioning processes, standardizes configurations, and simplifies
workflows to manage the complexity of continuously changing virtual
environments.

Installing CA Server Automation also installs the CA Systems
Performance for Infrastructure Managers (formerly known as CA
SystemEDGE) agent that lets you remotely manage computers. The
agent helps access information about the system configuration, status,
performance, users, processes, and the file systems on the remote
systems. The agent also enables reporting and managing exceptions,
calculation of object severity, and status information. The CA Systems
Performance for Infrastructure Managers agent must be installed on
the remote system to fetch information about the system.
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This following graphic illustrates the installation process:

How to Install CA Server Automation

Review System Reguirements

v

Install CA Server Automation

v

Verify Installation

Systern Administrator

This section contains the following topics:

1. Review Prerequisites (see page 112).

2. Install CA Server Automation (see page 113).

3. Verify Installation (see page 132).

Review Prerequisites

Refer to the Review System and Hardware Requirements section for
general installation requirements. Complete and verify the following
requirements before you begin the installation:

CA Server Automation must be installed on a dedicated server.

The following applications must be installed on the server where CA
Server Automation is installed:

m  Microsoft SQL Server 2008 R2 x 64 Standalone in Mixed
Authentication Mode.

m  Java JDK Version 1.7 or above (64 bit)
m  CA EEM without FIPS mode enabled.
m  Adobe Acrobat Reader 9.0 and above.

112 Implementation Guide



Install CA Server Automation

You must have a working knowledge of the following tools before you
can install CA Server Automation:

Apache Tomcat.

Microsoft SQL Server.

Check Administrator Privileges

You must be in the local administrator group to install CA Server
Automation. Capture the login and other necessary details on the
installation worksheet (see page 19).

Before you install CA Server Automation, you must have the
administrator login credentials for the following applications:

CA EEM

CA Server Automation uses CA EEM to manage the common
access policy, user authentication, and authorize service offerings
to users.

Microsoft SQL Server

CA Server Automation uses the Microsoft SQL Server database to
store and retrieve user and management data.

Install CA Server Automation

This procedure describes how to install the CA Server Automation
component of CA Automation Suite for Clouds.

Follow these steps:

1.

Download the CA Server Automation 12.8.2 media from CA
Support Online.

Extract the CA Server Automation ISO file to the CA Server
Automation folder.
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3. Double-click setup.hta to start the installation.

The CA Server Automation window opens.
¥ CA Server Automation [_ [C] =]

G

technologies

CA Server Automation

Platform Product

Windows Install CA Server Automation

Windows Install CA SystemEDGE Agent

Copyright (c) 2014 CA, all rights resened

Note: The CA SystemEDGE Agent is installed with the CA Server
Automation installation. If you choose to install the CA
SystemEDGE Agent later, clear the installation option for the
agent during this installation process.
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Click Install CA Server Automation.

The Preinstall Checks window opens.

EPreinstall Checks M= B3

Fleaze review the status of the items listed below. Double click on the 'Status Description’ text to view extended information if
data iz truncated. Errors must be rezolved before pou continue with the ingtallation of this product. " arnings advise you of
conditions that may adversely impact the installation or runtime operations of this product.

Cancel |

All checks paszed. This window will cloze in 4 seconds...
Frezz the space bar to keep thiz window open.

| Status | Check Items | Status Description |
Q Passed Syskem memary Syskem memory meets or exceeds the recommended minimum of ..,
Q Passed Operating system version Windows Server 2008 R2 Service Pack 1 detected and is support...
Q Passed User Account Control (UAC) User is logged in as built in administrator,
Q Passed Administrator privilege User is in the Administrators local group,
Q Passed UNC path Installation is not being run From a UNC path,
Q Passed User ID Current logged on user ID does not contain a'$, ' or %%’ charact. ..
Q Passed TEMP environment variable The environment variable TEMP For the current session is valid, Tt ...
Q Passed Screen resolution Screen resolution is equal ko or higher than the recommended mini. ..
Q Passed SGL Server M5 SCL Server version 10,50, 1600 {SCL Server 2008 RZ RTM) de...
Q Passed SGL Server Client M5 SCL client version 10,50,1600 (SQL Server 2008 R2 RTM) det. .,
g Passed DMS DMNS 141,202,205.74, 141,202,205,77 is reachable,
Q Passed IPvd IPv4 address was detected,

Refresh | Continue I

If you see the status of any item as Failed, review the Status
Description and take an appropriate action.

Review the Preinstall items and click Continue.

The Introduction window opens.
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6. Click Next.

The License Agreement window opens.

7. Scroll to the bottom of the License Agreement window. Select |
accept the terms of the License Agreement, and click Next.

The Choose Features To Install window opens.

= CA Server Automation |- (O]

Choose Features To Install

G

technologies

InstallAmywhere

Cancel |

rDescription

EE CA Server Automation Components

-l Managers

byl Automation Core

-k Self-Service Portal

. M-hy Remote Deplovment and Policy Configuration
E}E Agents

byl SystemEDGE Agent

bl Application Insight Modules (AIMs)

- E Syskems Performance LiteAgent

E}E Tools

byl Autashell

Feature selections for CA Server Automation,

Frevious

et
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8. Accept the defaults and click Next.

The Required Configuration window opens.

= CA Server Automation - Error |- (O]

Required Configuration

This product will use the settings shown below. Please review the items with a
green check mark, and correct any items with red 'X'. To review or change a
setting, click on a wrench icon.

Mame Data
f Installation Paths C:YCAlServerAutomation -
f Database Serverl-123456
f A Embedded Entitlement Manager Serverl-123455
& [Metwiork Ports G0G2, 443, 5443, G005, 61616
f Orchestrator Port: 7839
f KPDE, SupportAgent Ports 5555, 8556
f Additional Runtime Locale Maone
& public, snmp_adrmin
f =

Refresh |

G

technologies

Installampwhere

Cancel | Erevious

9. (Optional) Double-click Installation Path to change the installation
location and click OK to return to the Required Configuration
window.

Choose Install Folder E3

Enter installation folder below.

I C:CAlServerAutomation

Restore Default | Chonse... |

oK | Cancel |
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10. Double-click Database to change database connection settings,
Apache, and Tomcat authentication details.

Database E

Enter information For the connection to the Management and Performance Database.

rManagement Databa rPerformance Databa
Server Name: Server Mame:
|server1-123456
Part: Part:
J1433 |
& Default Instance ¢~ Mamed Instance & Default Instance & Mamed Instance
Instance: I Instance: I
* Windows Authentication € SOL Authentication & Windows Authentication € S0L Authentication
User Marne: I User Mame: I
Password: I Password: I
Select Initial Database Size
€ Smal (1GB) & Mediom (S GE) ¢ Large (10 GB) [¥ Same credentials as Management Database
FWwindows Authentication - Apach FWwindows Authentication - Tomcat
User Mame: User Marne:
Password: Password:
[~ Grant "Logon as a Service” permission [~ Grank "Logon as a Service” permission
¥ Use Local System Account ¥ Same credentials as Apache
[8]4 Cancel
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Management Database

The Management DB is a common data repository for all
managed objects, which are based on a model for describing
management data. The Management DB stores information
about servers, services, rules, actions, virtual platform
objects, events, alerts, and relationships among these
objects.

Server Name

Specifies the host name of the server where the
database is installed.

Port Number
Specifies the port number of the server.
Default: 1433

Default Instance

Specifies that you want to use the default instance of the
database.

Named Instance

Specifies that you want to use the named instance of the
database. Type the instance name that you have
provided while installing the database.
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Instance

Specifies the instance name, when a named instance of
the database is used.

Windows Authentication

Specifies that you want to use the Windows
authentication credentials to log in to the database.
Select Windows Authentication, if you have selected it
while installing the database.

SQL Authentication

Specifies that you want to use the SQL authentication
credentials, when the named SQL database is installed.

Select Initial Database Size

Specifies the initial database size depending on the
expected usage.

Performance Database

The Performance DB is a repository that stores all the metrics
that are collected from the servers in your data center.

The data that is stored in this database is used for various
functions. For example, this DB is the source of the data that
is used to create historical reports. CA Server Automation also
uses the data in this database and user-created rules to make
logical business decisions.

Select Same Credentials as Management Database to use
management database login credentials for the performance
database.

Windows Authentication - Apache
Apache is a web server on which CA Server Automation runs.
m  Specify the Apache log in credentials.

m  Select Use Local System Account if the local system
account is used to log in to Apache.
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Windows Authentication - Tomcat

Tomcat is an application server that provides software
applications with the following services:

Security

Data services
Transaction support
Load balancing

Management of large distributed systems

CA Server Automation uses Tomcat for running its services.

Specify the Tomcat log in credentials.

Select Same credentials as Apache if the Apache account is
used to log in to Tomcat.
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11. Click OK to return to the Required Configuration window.

12. Double-click CA Embedded Entitlements Manager to configure CA
EEM authentication details. Modify the populated fields as
needed, then click OK to return to the Required Configuration

window.

CA Embedded Entitlements Manager (EEM)

cr ials for the EiamAdmi

rEEM Information

, application, and syst
that will be as=signed to the EEM Applicati

rEEM Application User

CA Server Automation integrates with CA EEM to provide identity management and role based security. Enter the

users. The users will be used to create user identity in EEM
ion Administrator group.

Server Name: User Mame:
|Server-123456 |Administrator
User Narme: Password:
IEiamAdmin I**********
Password: Werify Password:

I**********

Werify Password:

I**********

Please choose EEM Security Type
& Mative Security

{0 Active Directory
¥ use Exizting Security

rEEM Syskem Lser

User Mame:

ISys_Service

Password:

I*********

Werify Password:

Ok

Cancel
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EEM Information

Specifies the CA EEM server administrator authentication
information.

Server Name
Specifies the server on which CA EEM is installed.
User Name

Specifies the user name to log in to the server where CA
EEM is installed.

Default: ElamAdmin
Password
Specifies the password.
Verify Password
Specifies the password for verification.

Note: Password and Verify Password must match the
passwords used when you installed CA EEM.

EEM Application User

Specifies the CA EEM application user authentication
information.

User Name
Specifies the user name.
Default: Administrator
Note: Ensure user exists in CA EEM.
Password
Specifies the password.
Verify Password
Specifies the password for verification.
EEM System User

Specifies the CA EEM system user authentication information.
These credentials are used to log in to CA Server Automation.

User Name
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Specifies the user name.
Default: sys_service
Note: Ensure user exists in CA EEM.
Password
Specifies the password.
Verify Password
Specifies the password for verification.
Please choose EEM Security Type
Native Security

Specifies that the user authentication is done locally
using CA EEM.

Active Directory

Specifies the Active Directory option for user
authentication. Select this option if CA EEM Is integrated
with Microsoft Active Directory.

Use Existing Security

Indicates to use the existing security for authentication.
Select the Use Existing Security check box.
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13. Double-click Network Ports to verify the network port numbers.

The port numbers must match port numbers that are given on the
Network Ports screen. If a port is in use by another service, the
dialog displays it in Red. Change the port information accordingly.

Metwork Ports |

Enter the port numbers below.

Metwork Discovery Gateway Pork: IW
Apache Port: 443

Tomcat Server Pork: |E-'443—
Tomeat Shutdown Paort: ISEIEIS—
Apache AckiveMl) Message Broker Pork; W

06006

0] 4 | Cancel |
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14.
15.

16.
17.

Click OK to return to the Required Configuration window.
(Optional) Double-click Orchestrator port to verify port numbers.

The port numbers must match port numbers that are given on the
Orchestrator Port screen. If a port is in use by another service, the
dialog displays it in Red. Change the port information accordingly.

Orchestrator Port E3 |

Enter the port number below.

Ed Orchestrator Port: I?SB':'J

(a4 | Cancel

Click OK to return to the Required Configuration window.

(Optional) Double-click KPDB, SupportAgent Ports to verify the
port numbers.

The port numbers must match port numbers that are given on the
screen.

If a port is in use by another service, the dialog displays it in Red.
Change the port information accordingly.

KPDB, SupportAgent Ports E |

Enter the port numbers below.

Ed KPDE Port: |8555|
Supporkfgent Port: IBSSE

(a4 | Cancel

18. Click OK to return to the Required Configuration window.

19. (Optional) Double-click Additional Runtime Locale to activate

another language.
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Runtime Locale |

Choose one additional locale to activate. English {(United
States) will be active by default.

Additional Locale: INl:une LI

Ik | Cancel |

20. Select an additional language and click OK to return to the
Required Configuration window.

21. (Optional) Double-click SNMP Management to verify the
community string information.

SNMP Management |

Enter community string information.

Read Community: Ipul:uliu:|

Read-YWrite Community; Isnmp_admin

SHMP Port: 161

¥ Load Default Commmunity

(0] 4 Cancel

CA Server Automation uses Simple Network Management
Protocol (SNMP) for monitoring the network. If a port is in use by
another service, the dialog displays it in Red. Change the port
information accordingly.
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22. Click OK to return to the Required Configuration window.

23. (Optional) Double-click Self-Service Portal Information to verify

Tomcat port numbers.

Self-Service Portal Information

Enter the port numbers below.

Liferay Tomcat Server Pork: |B445
Liferayw Tomeat Shutdown Paort: IBIIIEI?

]9 |

Cancel |

Note: Liferay is a self-service portal on which Tomcat runs. If a
port is in use by another service, the dialog displays it in Red.
Change the port information accordingly.

24. Click OK to return to the Required Configuration window.
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25. Click Next.

The Pre-Installation Summary window opens.

= CA Server Automation |- (O]

Pre-Installation Summary

Please Review the Following Before Continuing:

Product Name:
CA Server Automation

Product Features:

Managers, Agents, Tools, Help, Automation Core, Self-Service
Portal, Remote Deployment and Palicy Configuration, SystemEDGE
Agent, Application Insight Modules (AlMs), Systems Performance
LiteAgent, AutoShell, Domain Server, Distribution (Scalahility) Server,
Al for IBM Poweryh Logical Partitions (LPAR), AlM for Microsoft
Cluster Service (MSCS), AlM for Cisco Unified Computing System
(UCS), Al far WMware vCenter, AWM for Oracle Solaris Zones, Al for
IEM High Availability Cluster Multiprocessing (HACMP), AM far Citrix
XKenSserver, AlM for whware wCloud, AlM for WCE Whilock, Al for
Remate Monitaring, AM for Service Response Monitoring, AutoShell =
Manager, AutoSshell Client, Autoshell Loadable Modules (ALMS)

G Install Path:
CHCAVSErvErAutomation
technologies j

InstallAmywhere

Cancel | Frevious |
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26. Scroll down to the bottom of the Pre-Installation Summary

window to review the installation summary and click Install, if
information is correct.

The Installing CA Server Automation window opens and when the
installation is complete the Installation Complete window opens.

«& CA Server Automation

=] 3
Installing CA Server Automation

L

Installing... com.zerog.ia.installer.actions.Customaction
Uninstall CAMModule.exe

G

technologies

InstallAmywhere

Cancel |
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Note: The installation takes several minutes to complete.

= CA Server Automation |- (O]

Install Complete

Congratulations! Selected CA Server Automation features have heen successfully
installed to:

CACAServerAutomation

Press "Done" to quitthe installer.

G

technologies

InstallAmywhere

Cancel | Erevious Done

27. Select Launch Web-based User Interface and click Done.

CA Server Automation is installed on the local host and the Login
page opens.

Chapter 3: Install the Components 131



Install CA Server Automatio

n

Verify Installation

You can launch CA Server Automation to verify that it is installed
successfully.

Follow these steps:

1.

2.

Click Start, All Programs, CA, CA Server Automation, Launch CA
Server Automation.

The CA Server Automation Login window opens.

| CA Server Automation

Login
Username

Password

- Keep me logged in.

Copyright @ 2013 CA, All rights reserved,

Log in to CA Server Automation with the default username
(sys_service) and the password you set for the CA EEM System
User when you installed CA Server Automation.

The CA Server Automation dashboard opens.
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8 ChSerer utomation

T Cromteiew Uy Save as @B Lot - Qs (L
Dashbaard Librar,
Using the praduct Teeds. 5 ] d
3 Partet Lirary

T Tellus sbout vour snvireoment e I weuid B b0 provien: services
U CA Sarver mbcauston =Y Mare options...

o to naviaeke CA Server dutomation e I Twouid e to provien el marsage vitus emeonments
Task List I twouid e to manege physica machines

7 Ewouid Bke to proviion secver and storage

77 Other integrations

I D not shaw Fast Step a defaut dsshboard

Initial Infrastructure: “ Server Configuration

5 = mj

s e 1l = — 1t

6 || e — |4

| )

3. Click Management, Administration.

The CA Server Automation Services page displays a list of services.
If all the services are running, the installation was successful.

CA Server Automation 2sys service o

Reowcns  Bepomng  Adwieisteation

Configeration  Unes Grongp.

CA Server Automation Services

Managesent Registerved Cimyumests
CA Server Automation Services Coeponeat Locaion Status Version ptime Lt Update
Tvemt 4 Status: Runwing (5 eses)
b anioud Oata Servee MIpS/SINSAL 2 Pleacomad... @  127(84.0.. 41 duy(s) 20 Pour(s) 16 minte TLIW/2012 12:31 MM
ot A e e Aon Service WIpS/SINSAL 2Pl cacomied.. @ 127 (840 41 Gar(s) 20 hours) 16 mewce... 1LBA0I2 12:21 M
gierhe Pecformance Mondor Web Servee Mips sl ol cacomiaas. @ 127 (BA0_. 41 Gupls) 20 hourls) 16 mte... 11282012 1221 I
—— Performance Montor Dtrovied Workiosd Servee  PEIDSI/SINSALZ-PLcacomied.. @ 127 (BA0.. 43 Guyls) 20 hour(s) 16 mnete... 3102 12:70 M
Ouscovery Connmcer Servoe TSI /SINSALZ-PLcacomid... @ 127840 41 Ouy(s) 20 howr(s) 16 mwwee.. 11282012 12:21 M
Moneorng Support Servics PR EINSALI- Pl acomd,.. @ 127 (RO 43 drp(s) 20 hour(s) 15 mste... 3L/INA0LZ 1371 M
Polcy Web Service EIpSU/SINSALY-Plcacomidd.. @ 127 (BA0.. 41 day(s) 20 hour(s) 16 mwte... 11282052 12:21 MM
Servee Controler PR a2 01/ Vae o 12.7 (040 41 day(s) 21 Bour(s) 10 mnte.. 1L/202002 12:71 M
ate Enone PR //SINSALZ-PL 4 com:dd... @) 127 (040 41 duavis) 20 hoorfs) 16 minete... 1128082 1271 P
et e  Momsie servicmooistbir |
Pets Server Name:

e - weO 2D
4. Click Logout to close the CA Server Automation.
You have verified that CA Server Automation is installed.

You have installed CA Server Automation and verified the installation
by checking the list of available services.
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Install CA Service Catalog

CA Service Catalog is a component of CA Automation Suite for Clouds.
The component is an enterprise cloud automation solution that is
designed to assist you in delivering cloud services.

The component is a single point of contact to a virtualized service
environment. The component defines and measures your services,
provides service approval and provisioning while automating and
tracking service delivery across resources. This component provides
financial and strategic insight into service consumption.

The CA Service Catalog consists the following components:
CA Service Catalog
Displays the services and forms to the user.

CA Service Accounting

Tracks services, gathers reports, and displays the account details.
This component is used for billing purposes.

134 Implementation Guide



Install CA Service Catalog

The following diagram illustrates how a Service Provider installs the
product and its components:

Install CA Service Catalog

Review the Prerequisites

Service Provider +

Install CA Service Catalog

v

Run Setup wtility
Verify Installation

‘

Apply Patches

To complete the installation, follow these steps:

1. Review the Prerequisites (see page 135).

Install CA Service Catalog (see page 136).

2

3. Run Setup Utility (see page 141).
4. Verify Installation (see page 151).
5. Apply Patches (see page 152).

Review the Prerequisites

Refer to the Review System and Hardware Requirements section for
general installation requirements. Complete and verify the following
requirements before you begin the installation:
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m  Microsoft SQL Server 2008 R2 is installed.
Note: CA Automation Suite for Clouds does not support Oracle.
®  Microsoft SQL Client is installed.

m  CAEEM s installed.

Install CA Service Catalog

CA Service Catalog acts as a dashboard for the activities you perform
on Service View and CA Service Accounting.

Follow these steps:
1. Open the CA Service Catalog r12.8 media file.

2. Right-click CA_Service_Catalog.exe and select Run as an
administrator.

The installation wizard opens.

«L CA Service Catalog 12,8 [_ 00}
Introduction

& Intraduction Velcome to the CA Service Catalog 12.8 installation program.

© License Agreement
This program installs the product cormponents and supporting files,

© Installation Folder according to your specifications
© weh Server Port

© Pre-Installation Summary
© Installation

© start Setup Ltility

© Installation Complete

After yau run thig installation grogram, you can run the setup uility to
setup the product,

Irisiallanpahzrs

Cancel | Brevious | i Mest

3. Select Next.

The License Agreement page opens.
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4.

5.

Read the license agreement, select | accept the terms in the
license agreement, and click Next to continue.

The Choose Installation Folder page opens.

«L CA Service Catalog 12.8

@ Introduction

@ License Agreement

& Installation Folder

© web Serer Port

@ Pre-Installation Summary
© Installation

© Start Setup Utiliy

© Installation Complete

S E3
Choose Installation Folder

Install CA Service Catalog in the following folder:

IC:\Program FileshCalService Catalog

Eestare Default Folder Browse...

Insizllamsanzre

Cancel |

Previous | §

Click Browse to change the installation folder or Accept the
default installation folder and click Next.
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The Web Server Port page opens.

«L CA Service Catalog 12,8 [_ O] |
Web Server Port
@ Intraduction
@ License Agreement [The installstion prograr installs 2 wel sererto host CA Service
@ Installation Folder Catalog. Specify the startup and shutdown ports for CA Service

Catalog on this web server,

@ Web Serer Port Enter a number between 1 and B5535.

© Pre-Installation Summary

@ Installation

© Start Setup Utility

O Installation Complete Start-up Port: |8081

Shutdovn Port: [3085

hlote:
- Touge port ‘7777 which is reserved for JMS Messaging Service by
default, refer to Implementation guide:

Irizizllbagatizrs

Cancel | Previous | i Mest

6. Type the Start-up and Shutdown port numbers for CA Service
Catalog services.

Important! Ensure the port is not in use by any other service. We
recommend that you do not use port 7777 as the startup or
shutdown port. Port 7777 is reserved for Java Messaging Service
(IMs).

If you must use port 7777, reset the JMS port number after you
have finished running the setup utility. Otherwise, port conflicts
occur, and the product does not function correctly.

Note: No host name is needed because you install the product
locally.
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7. Click Next.

The Pre-Installation Summary page opens.
& CA Service Catalog 12.8 !EI

Pre-Installation Summary

@ Introduction Please Review the Following Before Continuing:
@ License Agreement

@ Installation Folder Installation Folder:

@ vweh Server Port CProgram Flles\CAService Catalog

& Pre-Installation Surmmary Web server Start-up Port:

© Installation 8081

© Start Setup Utiliy

@ Installation Complste Web server Shutdown Port:
80388

Disk Space Information (for Installation
Target):
Required: 1,993 28 MegaBytes
Available: 23,869 29 MegaBytes

BT

Cancel | Previous

8. Click Install.
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The CA Service Catalog installation begins and usually takes
several minutes to complete.

The Start Setup Utility page opens.

«L CA Service Catalog 12,8 [_ 00} |
Start Setup Utility

@ Intraduction

@ License Agreement Before you can use CA Senice Catalog, you must run the Setup utility
@ Installation Folder to set up the product components. You can start the utility now, oryau
@ iweb Server Port can launch it later from the CA Service Catalog section af the

Windows Start menu
@ Pre-Installation Summary

@ Installation
 start Setup Uiy Do you want to start the Setup Utility?
O Installation Complete & Yea
© Mo
Inizizllanpanzrs

Cancel | Erevious [ext

9. Select Yes, and click Next.

Wait for the installer to configure CA Service Catalog. The
installation may take few minutes to complete.
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The Installation Complete page opens.

«L CA Service Catalog 12,8 [_ 00}
Installation Complete

@ Introduction Congratulations! CA Service Catalog has heen successfully installed
@ License Agreement o

@ Installation Folder
@ web Server Port
@ Pre-Installation Summary Fress Daone to quitthe installer and see installation logs at

@ Installation

- CProgram Files\CAService
@ start Setup Utilty CatalogiogsinstallCA_Serice_Catalog_Installlog
& Installation Complete

CiaProgram FilesiCAService Gataloy

Irizizllbagatizrs

cancel | Previous | i Done I

10. Click Done.
The installer executes the CA Service Catalog Run Setup Utility.

Run Setup Utility

Run the CA Service Catalog setup utility to set up your database,
configure CA EEM, and install the product components. The
components are Catalog Component, Catalog Content, and Accounting

Component.
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Follow these steps:

1.

Click Start, All Programs, CA, Service Catalog, Service Catalog -
Launch Setup Utility.

The Setup Utility page opens.

CA Service Catalog - Setup Utility Documentation

M\ Please set the password. This will be used for further login to setup
utility.

Login
&
#’) Login to the Setup Utility and configure the CA Service Catalog

sRepresents required field

#Enter Password

[

The recommended password should be 6 to 10 characters and have at least one number
and a special chavacter @#%"GF
#Confirm Password

[~ Load Remaote configuration

Type the password and confirm the password.

Important! Record the password in the Installation Worksheet
(see page 19) for reference, because the utility requires you to
specify the password each time you start it.

(Optional) Select Load Remote Configuration, if CA Service Catalog
is set up on another server and you want to use the same setup
on this server.

Click Login.

You have successfully logged in to CA Service Catalog Setup
Utility.

The Deploy catalog database and configure page opens.
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Set up Database Module

Set up the database so that the CA Service Catalog users and the
catalog system can function correctly.

Follow these steps:

1. Select the database to connect from the Database Type
drop-down list.

Select Vendor

Specifies the database software vendor.

CA Service Catalog - Setup Utility Docurmentatio

My Database module is not yvet deployed. Please deploy

) e

i
Ilf&} Deploy catalog database and configure

sRepresents required field

Database Type Database Settings

e Select Vendor e Database Mame

MS SOL Server v mdb

Database Connectivity Application User Settings
#Hostname ®Username

HostMame usmuser

=Port ®Password

1433 (LITYTITTT

#Installation User Username ® Confirm Password

sa sssssnsses

#Installation User Password
sssssssess

# Instance Name

mssglserver

Coave et |
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2. Verify or complete the fields in the Database Connectivity section:
Hostname

Specifies the computer name of the Microsoft SQL Server
(sQL Server).

Default: localhost

Port
Specifies the TCP Port number of the database server.
Default: 1433

Installation User Username and User Password

Specifies the user name and password of the SQL Server
database administrator (DBA). The setup utility uses these
credentials to set up the CA Service Catalog database.

Default Username: sa
Instance Name

Defines the SQL Server instance name for the MDB. For
example, myinstance. You can specify either a primary
instance or a named instance.

3. Specify the name of the CA Service Catalog database, In the
Database Settings section, typically MDB.

Database Name
Specifies the name of the CA Service Catalog database.
Default Database Name: mdb

To install the CA Service Catalog database schema into an
existing database, specify the name of that database.
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Follow these guidelines:

m If you plan to integrate CA Service Catalog with any other
CA product that uses the MDB, specify mdb as the
database name.

m If you want CA Service Catalog to run on its own
database, you can specify a different database name
other than mdb. To integrate with other CA products in
the future, use the setup utility to change your custom
database name to mdb.

m  For an upgrade, use the same database name as you
used for the previous release. Most likely, this name is
mdb.

Specify the Application User Settings.
Username and Password fields

Specifies the user name and password for accessing this
database.

The user name and password are created in the database. CA
Service Catalog uses this user name and password to connect
to the database.

Important! Record the passwords for reference in the Installation
Worksheet (see page 19).

Click Save.

Click OK when prompted to confirm the deployment of the
database on host.

Click OK when prompted to restart the database service for
changes to take effect.

A confirmation message appears. The database setup takes
several minutes to complete.

The CA Service Catalog database setup is complete.
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Configure Security Module
After the database is set up, configure CA EEM for use with CA Service

Catalog in the security module.

Follow these steps:

1. Click the Security tab on the left menu.

The Security page opens.

\entation Logout

CA Service Catalog - Setup Utility

1 Database _ Security
:_H—;g Configure EEM for CA Service Catalog authentication and authorization
sRepresents reguired field
#Host Marne

Haostnarme
#application Instance Name

CA Service Catalog
#Admin Usernarme

EiarmnAdrnin
e Admin password

Sove et |
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Confirm or update the following information:
Host Name

Specifies the host name of the server on which CA EEM is
installed.

Default: localhost
Application Instance Name
Specifies the CA Service Catalog instance name for CA EEM.
Default: CA Service Catalog
Admin Username
Specifies the CA EEM administrator user name.
Default: ElamAdmin
Admin Password
Specifies the CA EEM administrator password.

Important! Record the password for reference in the Installation
Worksheet (see page 19).

Click Save.

Click OK when prompted to confirm the deployment of the CA
EEM application instance on host.

Click OK, when prompted to restart the service for changes to
take effect.

A confirmation message appears. The utility creates the required
CA Service Catalog objects in CA EEM. Examples include the
Service Catalog application, policies, and users (including
spadmin).

You have configured CA EEM for use with CA Service Catalog.

Note: In case you are upgrading CA Service Catalog, continue with
steps in Upgrade CA Service Catalog (see page 292) section.

Chapter 3: Install the Components 147



Install CA Service Catalog

Configure the Product Components

After configuring CA EEM with CA Service Catalog configure the
product components that you want on this computer.

1. Click the Components tab on the left menu.

The Components page opens.

mentation Logoot

CA Service Catalog - Setup Utility

M Mone of the components are deployed yet,

1 Database Components
& . .
f;,# Configure Catalog and Accounting components
sRepresents required field

#Business Unit

4 technologies

Mame of the root business unit. Once configured can not be atterad.

[¥ Catalog

# Content

“omponents

¥ select/Deselect All [ MNetwork Services

¥ Application Services [¥ Personnel Services
[¥ Corporate Services [w Project Services

[ Facilities Services [# Reservation Services
[ IT Services [W Telecom Services

[¥ Accounting

8
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2. Type the name of the business unit.

Note: You cannot modify the business unit name after it is
assigned using the setup utility. The business unit name is not
editable when CA Service Catalog is upgraded from an earlier
version. The existing business unit name appears as a read-only
field. You can change the business unit name using the CA Service
Catalog UL.

3. Select the components that you want to use on this computer:
Catalog Component

Enables you to create service options and service option
groups, which you can use to create services that users can
request from the catalog.

This option includes the Catalog Content, which supplies the
predefined services in the catalog. Examples include services
for requesting hardware, software, and other IT essentials
from your business unit. You can use these services as-is, or
you can copy and customize them.

This option installs a Windows service named CA Service
Catalog.

Accounting Component

Provides the billing and chargeback for the services that users
request from the catalog. You can also use Accounting
Component to allocate costs, prepare budgets, and plan the
IT services.

This option installs a Windows service named CA Service
Accounting.

4. Click Save.
5. Click OK, when prompted to confirm the selection.

The catalog deployment can take several minutes to complete.
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A confirmation message appears on the successful deployment.

CA Service Catalog - Setup Utility

@ catalog, sccounting components) deplayed successfully. Click Finish to complete the setun
process

1 Database Components
‘;# Configure Catalog and Accounting components

sRepresents required field

#Business Unit
nponents
A Technologies

[# Catalog
< Content
[F select/Deselect all [ Metwork Services
[¥ Application Services [¥ Personnel Services
[¥ Corporate Services [¥ Project Services
[ Facilities Services [¥ Reservation Services
¥ IT Services [¥ Telecom Services

[# Accounting

6. Click Finish.
7. Click OK when prompted to restart the service.

A confirmation message appears when services are restarted
successfully.

8. Click Launch CA Service Catalog, when prompted, to open the CA
Service Catalog login page.

You have successfully deployed CA Service Catalog and its
components.
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Verify Installation

Log in to CA Service Catalog and verify that the component is installed.

Follow these steps:
1. Do one of the following tasks:

m  Select Start, All Programs, CA, Service Catalog, Service Catalog
- Web Client.

m  Type http://<Catalog_Server>:<Port_Number> in a browser
and press Enter.

The Login page opens.

CA Service Catalog

Legin

User Name: Ispadrmn

Password: |uuuuu

[~ rRemember Login

Advanced >>

Copyright @ 2013 Ch. &ll rights reserved.

2. Loginto CA Service Catalog as an administrator.
Default User Name: spadmin
Default Password: spadmin
The CA Service Catalog Dashboard opens.
3. Verify that the Home page has the following tabs:
m  Home
m Catalog
m  Accounting
m  Administration

If you can log in and access the CA Service Catalog services, the
installation was successful.
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Apply Patches

To enable CA Service Catalog to work with CA Automation Suite for
Clouds, apply patches to your installation.

Follow these steps:

1. Login to https://ca.com/support with your credentials.

2. Click Download Center, search for and download the following

patches:
m CPO3
m  RO70135

3. Extract the zip files and run the .exe file.

The patch is applied.

You have successfully completed installing CA Service Catalog and the
required patches.
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Chapter 4. Configure the
Components

Use the configuration procedures in the same order as described in
this chapter for configuring and importing several content packs for
the CA Automation Suite for Clouds Base Configuration.

This section contains the following topics:

Integrate CA Service Catalog with CA Server Automation (see page
154)

Integrate CA Service Catalog with CA Process Automation (see page
155)

Configure CA Process Automation with Active Directory Server (see
page 160)

Configure Custom Provisioning Process in CA Process Automation (see
page 163)

Disable Default CA Service Catalog Rules (see page 165)

Configure Touchpoint in CA Server Automation (see page 167)
Configure Network in CA Server Automation (see page 170)
Configure CA Automation Suite for Clouds Foundation (see page 172)
Integrate CA Process Automation with CA Server Automation (see
page 188)

Configure CA Automation Suite for Clouds Base Configuration for ESX
(see page 189)

Integrate CA Business Intelligence with CA Service Catalog (see page
234)

Integrate CA Business Intelligence with Active Directory (see page 251)
Configure CA IT Client Manager Software Delivery (see page 257)

CA IT Client Manager Installation and Configuration (see page 262)
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Intedgrate CA Service Catalog with CA Server
Automation

CA Automation Suite for Clouds Base Configuration consists of
multiple components that are integrated and loaded with prebuilt
content. The following steps walk you through integrating and loading
the prebuilt content, bringing the CA Automation Suite for Clouds Base
Configuration together.

Follow these steps:
1. Loginto CA Service Catalog as an Administrator (spadmin).
2. Click Administration, Configuration.

3. Click CA Automation Suites Reservation Manager.

L& Aitarmaties Suiles Reservabien Manager

Prapedy = Talue
wlrs Betersalian Manages
lligease{cant) Enable HTTES =
Hast Mams AEC-54
Pt Mgivder (L-550E) 8]
LA Proleas Ailinimalian UL Pt Hgido? (4 &5505) Belall)
User 50 W pliran

EA Service Dk
©A Workflow

Event Hanager user Fassweed
File S2ere Infarmatien

Hail Server

Partal

Bogquedl SLA

Bule Engine

Server Inlarmakien

Single Sigh On Authest stion

System Iilormatisn

wier Delawlt

4. Click Modify and update the following property values, as
appropriate:

Enable HTTPS
Yes
Host Name

Enter the hostname of the server where Reservation
Manager is installed.

Port Number
443

Ul Port Number
8443

154 Implementation Guide

xm\:\:\sg i



Integrate CA Service Catalog with CA Process Automation

User ID
Enter the CA Server Automation Administrator.
User Password

Enter the password for the CA Server Automation
Administrator.

5. Click Test in the upper right corner to validate the integration.
A success message opens.
6. Click OK.

7. Click Launch in the upper right corner and validate that you can
log in to Reservation Manager.

8. Close Reservation Manager.

CA Service Catalog is integrated with CA Server Automation.

Intedgrate CA Service Catalog with CA Process

Automation

Complete the following procedure to integrate CA Service Catalog with
CA Process Automation.

Follow these steps:

1. Login to CA Service Catalog as an Administrator.

2. Click Administration, Configuration.
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Click CA Process Automation.

CA Process Automation Configurations

QOrder of configuration: Load > Configure = Test

4 CA Process Automation * (itpam) Launch Load
Property - Value

Certificate File Path on C& Process Automation Mot Configured

Enable Automatic Retry Yes

Enable HTTPS No

Host Name

Key File Path on CA Process Automation Mot Configured

Password for Certificate on CA Process Automation Not Configured

PEM Certificate File Mame ITPAMCertfile.pem

Port Number (1-65535) 8080

Retry Count (0-10) 3

Retry Interval (0-3600) (in secs.) 15

Use Certificate for Authentication No

User ID pamadmin

User Password I

Modify the following property values, as appropriate:
Enable Automatic Retry
Yes
Enable HTTPS
No
Host Name

Enter the host name of the server where CA Process
Automation is installed.

PEM Certificate File Name
Accept the default value or leave the field blank.
Port Number (1-65535)
8080 (default) unless it was changed due to a port conflict.
Retry Count (0-10)
3 (default)
Retry Interval (0-3600) (in secs.)
15 (default)
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User Certificate for Authentication

No
User ID

Enter the CA Process Automation Administrator (PAMadmin).
User Password

Enter the password for the CA Process Automation
Administrator.

Click Launch in the upper right corner and validate that you can
log in to the CA Process Automation web client.

Note: The CA Server Automation Custom Operator is loaded
during the CA Server Automation installation when you integrated
CA Process Automation with CA Server Automation.

Close the CA Process Automation web client.

Click Load in the upper right corner.

Load Configuration

Hote: Loading takes few minutes. Please wat during the process.

¥ zer imported version of CA4 Process Automation Objects a5 current
Warsion

¥ Make imported Custom Operators/Sensors available

Lood T concer

Complete the following settings:

m  Select Set imported version of CA Process Automation
Objects as current version.

m Select Make imported Custom Operators/Sensors available.
Click Load.

Message lram webpage E

Are you sure you wank bo load this conbent? Press OK bo load the
cortert and Cancel otherwise
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10.

11.

12.

13.
14.

15.

16.

17.

18.
19.

Click OK.

HMessage lrom webpage

Content wes losded successfuly. For halp with sdditionsl
l y  configuration instructions phasss check the documentation,

Click OK, when the content has successfully loaded.

Click Configure in the upper right corner.

Message fram wehr:l-:l;le E

I, Configuration successhul

Click OK.

Click Launch again and log in to CA Process Automation web
client.

Click the Library tab.
Confirm the following details:
m  Confirm that the CA SDM and CA SLCM folders were added.

m  Confirm under Custom Operators the CA SDM and CA SLCM
have been added.

Click the CA SLCM folder.

Note: Delete all the unwanted or unused dataset values to ensure
proper connection.

Double-click SLCM_GlobalDataset, and click Check Out.

Click Login Parameters_CHANGE ME and enter the following
details:

password

Specifies the CA Service Catalog Administrator password
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20

21.

22.

23.
24,
25.
26.

27

. Repeat step 12 for configuration changes to take effect.

Note: All other parameters except the password are populated
when you configure CA Service Catalog with CA Process
Automation and click the Configure button.

Click APP URLs CHANGE ME, verify the following fields, and save
the changes:

SLCM_URL

Specifies CA Service Catalog URL.
ITPAM_URL

Specifies CA Process Automation URL.

Click Misc Parameters CHANGE ME and complete the following
details:

Administrator

Specifies the CA Service Catalog Administrator user name
(spadmin).

If a Mail Server is configured, enter the Administrator_Email and
EmailFromAddress.

Click Save, and then Check In the changes.

Log in to CA Service Catalog.

Click Administrator, Configuration, CA Process Automation.
Click Test in the upper right corner for validating the integration.

. Click OK, when the connection successful message appears.

More Information:

See Configure SLCM_GlobalDataset (see page 179).
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Update Load Balancer Details

If CA Service Catalog is running in a clustered environment, update the
SLCM global dataset in CA Process Automation with the load balancer
details.

Follow these steps:

1.

Log in to the CA Process Automation console as the CA Process
Automation Administrator.

Click the Library tab.
Click the root folder (/), CA SLCM.
Double-click SLCM_GlobalDataset, and click Check Out.

Note: Delete all the unwanted or unused dataset values to ensure
proper connection.

Click APP URLs Change ME and enter the following details:
SLCM_URL
Specifies CA Service Catalog URL.
Click Save and then Check In the changes.
Close the SLCM_GlobalDataset form.

Configure CA Process Automation with Active

Directory Server

Verify the following items before configuring the Active Directory
server:

Configure the Active Directory server with SSL and export the
certificate into CA Process Automation.

Set up CA Process Automation with the SSL configuration and
install the Active Directory certificate (see page 161).

Verify that the LDAP module is configured with SSL value for the
Security Protocol (see page 163).
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Add an SSL Certificate to CA Process Automation

Follow these steps:

1.

Do one of the following to retrieve the certificate file from the
Active Directory server.

For the instance to establish an SSL connection between CA
Process Automation and an Active Directory server, retrieve the
certificate.

m Lloginto http://i.p./certsrv and download the certificate.
i.p.
Defines the IP address of the Active Directory server.

m Login to the Active Directory server and import the
certificate directly.

Copy the certificate file to the computer where the CA Process
Automation LDAP module is running.

Import the certificate using the following keytool command:

keytool -import -alias PAM -file certnew.cer -keystore
"C:\\Program Files\\Java\\
jdk1.7.0 51\\jre\\lib\\security\\cacerts"

Where certnew.cer is the path to the certificate file retrieved in
step 1.

C:\\Program Files\\Java\\ jdk1.7.0_51\\jre\\lib\\security\\cacerts
is the path to the cacerts file within the Java JRE or JDK.

Note: Update the JDK path depending on the JDK version you
install. For example, use jdk1.7.0_51 in the path if you installed
JDK version 1.7.0_51.

m  The keytool program is part of the Java installation.

m  The Keytool prompts for a password. The password is
changeit by default.

m  The Keytool prompts whether to 'Trust this certificate?[no]'.
Enter yes.
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Add the following lines in the CA Process Automation file:
PAM\server\c2o\bin\c2osvcw.conf

(or in the case of an upgrade): |

PAM DIR%\server\c2o\bin\c2osvcw.conf:

wrapper.java.additional.1ll=-Djavax.net.ssl.trustStore="C:\\Pr
ogram Files\\Java\\ jdk1.7.0 51\\jre\\lib\\security\\cacerts"
wrapper.java.additional.12=-Djavax.net.ssl.trustStorePassword
="changeit"

The numbers could be different for you. Start with the next
available number. If wrapper.java.additional.11 is already defined,
use 12 and 13.

The program folder is different for your JDK installation.
The password is changeit.

Restart the CA Process Automation Server.

Set Up the Active Directory Server

To establish an SSL connection between the CA Process
Automation-LDAP Module and an Active Directory server, verify that
the Active Directory server is set up:

1.

The Certificate Services are installed on your Active Directory
server (consult your Active Directory administrator for this task).

The Automatic Certificate Request is configured for Domain
Controllers (consult your Active Directory administrator for this
task).

Note: You cannot create or modify an existing user account password
in Active Directory unless CA Process Automation is connected to the
Active Directory server through the SSL.
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Configure CA Process Automation for ssl

Follow these steps:

1.
2.
3.

10.

11.

Open and log in to the CA Process Automation web client.
Click the Configuration tab.

Select Domain from the left pane in the Browser window.
This step activates the toolbar buttons.

Select the Modules tab.

Select Directory Services and select Lock in the padlock icon to
edit the parameter.

Double-click the Directory Services module.
Enter the value ss/ in the Security Protocol field.
Important! Make sure to enter ssl in lower case.
Click Save and Close.

Click Unlock, Save in the padlock toolbar.

Close the CA Process Automation Client and the CA Process
Automation Orchestrator.

Open Services and restart the CA Process Automation Service.

Configure Custom Provisioning Process in CA Process

Automation

As an administrator you can configure preprovisioning and
post-provisioning processes.

The preprovisioning processes must not create the virtual machine
reservation itself. You can verify the resource availability, set up the
environment before the reservation is created, and so on. The
postprovisioning processes must not complete the request itself. The
reservation is fulfilled by the event receiver when all the
postprovisioning processes are completed.
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Follow these steps:

1.

2
3.
4

10.
11.

Log in to CA Process Automation as an administrator.
Click Library, CA ASC Base Console.

Double-click ASC_Global Dataset.

Click Check Out to edit the parameters.

Note: Delete all the unwanted or unused dataset values to ensure
proper connection.

Expand the ServerAuto parameters, ServiceMappings.
Expand the Parameters 0 or 1.

m  Ofor Reserve VM.

m 1 for Reserve using Template.

Two sections display, which allows you to configure pre-execution
and post-execution processes.

Expand a parameter, you can see different properties like
ServiceType, ServiceName, HyperVisor, PostExecution and
PreExecution.

Right-click the PostExection or PreExecution and select Add
indexed Value.

A new row is added.
Double-click the value field in the new row.

Select the process you want to link to preprovisioning or
postprovisioning process.

Click OK, Save, and Check In.

Repeat the steps 7 to 10 to add more processes for provisioning a
virtual machine.

You have configured custom processes to execute with the
provisioning a virtual machine.
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Disable Default CA Service Catalog Rules

If you are already using any of the following default CA Service Catalog
rules in your environment, we recommend disabling them. Default
rules create conflict with the CA Automation Suite for Clouds content
whenever a request is raised. Additionally, if you have created custom
actions for the default CA Service Catalog rules, add the actions again
to the new set of rules.

Important! The content pack includes equivalent rules for the set of
the following rules by adding a condition that does not conflict with
the non-ASC content.

The content pack includes variants for all the conflicting default CA
Service Catalog rules. The rules are separated in two groups with the
prefix ASC and NON-ASC, and they are enabled by default. You can
enable or disable the rules with the prefix NON-ASC after deploying
and configuring the content packs.

The following tables list the rules that are modified:

These rules are located under Request/Subscription Item Change
(Administration->Events-Rules-Actions).

Rules to be Disabled Equivalent Rules CA Automation Suite for Clouds
Release 1.7.1 Provides

When Status is Submitted and NON-ASC- When Status is Submitted and Approval

Approval Process is driven by Process is driven by Workflow.

Workflow.

When Status is Submitted and NON-ASC- When Status is Submitted and Approval
Approval Process is driven by Process is driven by Policy.

Policy

When Status is Pending Approval NON-ASC- When Status is Pending Approval and
and Requested By and Requested By and Requested For users are different
Requested For users are

different.

When Status is Pending NON-ASC- When Status is Pending Approval.
Approval.
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Rules to be Disabled

Equivalent Rules CA Automation Suite for Clouds
Release 1.7.1 Provides

When Status is Fulfillment
Canceled.

NON-ASC- When Status is Fulfillment Canceled.

When Status is Pending
Fulfillment.

ASC-FC-GENERIC-When Status is Pending Fulfillment

and not ASC

These rules are located under Request Pending Action Change

(Administration > Events-Rules).

Rules to be Disabled

Equivalent Rules CA Automation Suite for Clouds
Release 1.7.1 Provides

When action is Cancelled.

NON-ASC - When action is Canceled.

When action is Delegated.

NON-ASC - When action is Delegated.

When action is Returned.

NON-ASC - When action is Returned.

When action is Taken.

NON-ASC - When action is Taken.

When action is Transferred

NON-ASC - When action is Transferred.

When Fulfilled.

NON-ASC - When Fulfilled.

When Pending Approval actions
are Assigned.

NON-ASC - When Pending Approval actions are
Assigned.

When Pending Approval actions
are Assigned and Requested By
and Requested For users are
different.

NON-ASC - When Pending Approval actions are
Assigned and Requested By and Requested For
users are different.

When Pending Fulfillment
actions are Completed.

NON-ASC - When Pending Fulfillment actions are
Completed.

When Status is Approved.

NON-ASC - When Status is Approved.

When Status is Rejected.

NON-ASC - When Status is Rejected.

When Pending Fulfillment
actions are Assigned.

NON-ASC - When Pending Fulfillment actions are
Assigned.
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Configure Touchpoint in CA Server Automation

Perform the following procedure to configure a touchpoint that is
required for creating the datastore. This procedure requires you to
first install the CA Process Automation agent on the CA Server
Automation server, and then configure the touchpoint.

Follow these steps:

1.

vk W

N o

10.

11.

Log in to the CA Server Automation server.

Open a web browser and launch CA Process Automation client.
Log in as CA Process Automation Administrator (pamadmin).
Click the Configuration tab.

Click the Installation palette.

Click Install for Install Agent

At the File Download prompt, click Run to start the installer. If you
receive a security warning, click Run.

The Language Selection dialog opens. The language of the host
computer is selected by default.

Click OK or select another language and click OK.

The welcome page of the CA Process Automation Agent Setup
wizard appears.

Click Next.
The License Agreement opens.

Read the license. If you accept the terms, click | accept the terms
of the License Agreement. Click Next.

The Set Java Home Directory page opens.

If the displayed Java home directory is not correct, browse to the
JRE folder.

The default JRE folder for Windows follows, where jre has a
release-specific name:

C:\Program Files\Java\jre
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12.

13.

14.

15.
16.
17.
18.

19.

Click Next.

The Select Destination Directory page opens. The default path
follows:

C:\Program Files\CA\PAM Agent

Click Next to accept the default or enter a destination directory
for the new agent, and click Next.

The Select Start Menu Folder page opens.

(Windows only) Click Next to accept CA Process Automation Agent
as your Start menu shortcut or type a new name.

(Optional) Create short cuts for all users on this host.
(Optional) Do not create Start menu Folder.
Click Next

Examine the Domain URL and the URL of the Domain Orchestrator
from which you launched the agent installation. Click Next.

Complete the General Properties page as follows:

a. Accept the Agent Host name entry. This name identifies the
host from which you started the installation.

b. Change or accept the default Display Name, the host name.

c. Accept 7003 as the Agent Port unless this port is used.
Alternatively, enter another port number such as 57003.

d. If you launched the agent installation from a Windows host,
select Install as Windows Service.

e. (Optional) Select Start Agent After Installation.

Starting the agent lets you view the active agent and continue
with the agent configuration.
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20.

21.

22.
23.

24,
25.
26.

27.
28.
29.
30.

31.

32.

Click Next to accept the default temporary directory for executing
scripts or enter another path and then click Next.

Note: An acceptable path contains no spaces.
The Set PowerShell execution policy page opens.

Read the displayed explanation and complete the setting in one of
the following ways.

m If you use Windows PowerShell, select the Set PowerShell
Execution Policy to set the PowerShell execution policy and
browse to the PowerShell host location and click Next.

This setting enables you to run Windows PowerShell scripts
through this agent.

m If you do not use Windows PowerShell, click Next.
The CA Process Automation agent installation begins.
Click Finish.

Start the agent service. Click Start, Programs, CA, agent-name,
Start agent service.

Click the Configuration Browser palette on the Configuration tab.
Click Refresh.

Expand Agents and verify that your agent name is listed.
Continue configuring touchpoint in CA Process Automation.
Expand Configuration.

Click the Configuration Browser palette.

Expand Domain.

Right-click Default Environment, and select Lock.

Expand Agents, right-click the agent name, select Configure
touchpoint at, Default Environment.

The Add Agent Touchpoint popup appears.

Enter the name of the touchpoint and click OK.
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The newly added touchpoint appears under All Touchpoints,
under Domain, Default Environment.

33. Click Save.
34. Right-click Default Environment, and select Unlock.

You have configured the touchpoint on the CA Server Automation
server.

Configure Network in CA Server Automation

You can configure a network and can associate it with the IP
addresses. You can also specify how to assign the IP address to
systems requestor by using DHCP server or static IPs. You can also set
up servers that must be included in the network.

Allocation of Static and Dynamic IP schemes

The network pools can be configured to allocate static and dynamic IP
schemes. A service consumer can select any IP while provisioning a
virtual machine. If the template has multiple network interfaces, each
network interface can be configured to a different IP scheme by
selecting the desired network pool.

Allocation of Good and Low Quality Network

You can create various network pools and can associate them with
different VLANSs in the VCenter. The network pools can be configured
to a good quality network and a low quality network.

Follow these steps:

1. Loginto CA Server Automation as an administrator.

2. Click Management, Manage, Manage Networks.

3. Click + to add network details.

A form opens.
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Complete the following information In the Network Address Pool
Properties tab and click Next.

Complete the information In the DNS/WINS/Domain tab and click
Next.

Complete the information in the IP Pools tab.

a. Select Require DNS Entries for Static IP Address, to assign a
static IP address for DNS.

b. Click + to add a range of IP addresses for the IP Pool and
select the pool type.

c. Click OK.

d. Click Next.

Complete the information in the Port Groups tab.
a. Click +to add Port Groups to the network.

b. Select the Pool Groups.

c. Click Add.

Click Finish.

The VLAN is added to the network pool.

Configure Network Pool Access to Ordganizational Units

As a Service Delivery Administrator you can associate the network
pools and organizational units. This association enables the end users
from the organization to access virtual machines in the network pool.

Follow these steps:

1.

Log in to the Reservation Manager using the CA Server
Automation administrator user credentials and the following URL:

https://servername:port/ssrm

See your Installation Worksheet (see page 19) for the values.

Click Administer your Reservation Manager, Manage your
Organizational Units.
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Select the organization for which you want to provide the
network access.

Example: Development
Click the Network Access tab.

Add or remove the networks from the Available Networks to
Selected Networks using the arrows.

Click OK.

You have configured network pool access to all users of an
organizational unit. The end users can use the network when
provisioning a virtual machine.

Configure CA Automation Suite for Clouds Foundation

The CA Automation Suite for Clouds Base Configuration is a content
pack containing a combination of the following items:

CA Service Catalog Form Objects

CA Service Catalog Service Offerings
CA Service Catalog Rule Objects

CA Process Automation Workflows
Report Data Objects

Images

JavaScript Files

Important! Install the solution in the order that is specified in the
following process, because installations and configurations are
cross-dependent. CA Technologies does not support deviations from
the installation and configurations, except when specified. These
procedures also assume that you have the required infrastructure and
non-CA Technologies software installed.

172 Implementation Guide



Configure CA Automation Suite for Clouds Foundation

The following diagram illustrates how a Service Provider configures
the components of CA Automation Suite for Clouds Foundation:

Configure CA Automation Suite for Clouds
Foundation

Import CA Automation Suite for Clouds Foundation
Caontent Pack

Verify CA Automation Suite Tor Clouds Foundation
Content Pack Import

Configure CA Process Autormation Datasets

Configure CA Service Catalog Credentials

Follow these steps:

1. Import CA Automation Suite for Clouds Foundation Content Pack
(see page 174).

2. Verify CA Automation Suite for Clouds Foundation Content Pack
Import (see page 176).

3. Configure CA Process Automation Datasets (see page 179).

4. Configure CA Service Catalog Credentials (see page 184).
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Import CA Automation Suite for Clouds Foundation Content Pack

Verify that all configuration steps are performed before deploying the
CA Automation Suite for Clouds Base Configuration.

Follow these steps:

1.

Unzip CA_ ASC _Foundation.zip contents from the media to the
%USM_HOME%/filestore/contentpacks folder.

Open a CA Service Catalog Command Prompt window, change
directory to: %USM_HOME%/filestore/contentpacks/CA ASC
Foundation.

Copy the securityrealm folder that is under the CA ASC
Foundation to the CA Process Automation server.

Run DeployBaseConsole.cmd.
Type the tenant ID at the following prompt, and press Enter:

[input] Enter the id of the tenant you want to import the content
pack into (Required):

Note: The tenant ID is case-sensitive.
For example, Forward Inc.
Type y at the following prompt to proceed with the deployment:

Installation will re-start CA Service Catalog multiple times.
Please press y to continue or any key to exit:

Press Enter at the following prompt:

Enter the name of CA PAM configuration to import process
definitions to specific CA PAM instance. Leave it blank to import
process definitions into the default CA PAM instance
[INSTALLED DEFAULT]

On successful deployment, the BUILD SUCCESSFUL message
opens.

Complete the details to configure the database credentials of ASC
schema at the following prompts:

Enter Service Catalog Database Administrator (Default sa):

Enter Service Catalog Database Administrator Password:

174 Implementation Guide



Configure CA Automation Suite for Clouds Foundation

10.

11.

Type y at the following prompt to proceed creating groups:

If the build is successful, press y to Create Groups or any key to
exit the setup.

Complete the following details about CA Service Catalog, if
prompted:

Enter Service Catalog Host Name (Default localhost):
Enter Service Catalog Port Number (Default 8080):
Enter Service Catalog Admin User ID:

Enter Service Catalog Admin Password:

The installer validates the CA Service Catalog credentials and
prompts for the CA EEM details.

Complete the following details for creating groups in CA EEM:
Enter EEM Admin User ID (Default eiamadmin):

Enter EEM Admin Password

After the groups are created, the following message opens:
Offering permissions set successfully in CA Service Catalog.

The following groups are created in CA EEM and assigns
permissions to the service offerings in CA Service Catalog as
defined in the content pack groups properties file:

m  ASCgrp_baseconsole_NormalUser
m  ASCgrp_baseconsole_Admin

For more information, see the %USM_HOME%/
filestore\contentpacks\CA ASC
Foundation\prescripts\group_service.properties file.
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Configuring Content Pack in a Clustered Mode

Perform more steps on all nodes, for installing cartridges that are
configured in a clustered mode. Typically, the installation is performed
on a single node and contents like services, forms, events, and reports
are reflected on all nodes. However, files like plugin jars,
requestshared.xml, must be copied manually to all the other nodes of
the cluster.

Follow these steps:

1. Extract cartridge-name.zip to the
%USM_HOME%\filestore\content-packs\ and open the
cartridge-name folder.

2. Open the prescripts folder and run the cartridge-name
prescript.bat file as an Administrator.

3. Copy the contents of the following folders:
m  plugins folder to the %USM_HOME%\filestore\plugins folder.

m images\offerings folder to the
%USM_HOME%\filestore\images\offerings folder.

m images\rateplans folder to the
%USM_HOME%\filestore\images\rateplans folder.

4. Restart the CA Service Catalog service on the Node.

Verify CA Automation Suite for Clouds Foundation Content Import
After you complete the import, verify that the import is successful.

Follow these steps:
1. Login to CA Service Catalog.
2. Click Catalog, Configuration.

3. Click Content Packs in the left-side menu, and select the content
pack that you imported.
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4. Verify the following steps:

The Content Pack Details section lists the details that you
specified when you created the content pack.

Name
Displays the name of the content pack.
Example: CA ASC Foundation

Description
Displays the description of the content pack.

Example: This content pack helps create new users in
Active Directory and manage them. The content pack
also helps in assigning permissions to various service
offerings.

Version
Displays the version of the content pack.
Example: 1.7.1
Author
Displays the author name.
Example: CA Technologies
Status
Displays the status of the content pack.

Example: Enabled

Displays the unique ID of the content pack.
Example: CA_ASC_FC_v1.7.1_en

Note: Compare the information with that contained in the
contentpack.properties file. This file is created during the
import of the content package.
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m  The Content section lists the objects that are specified
according to the criteria selected on the import. The Objects
are as follows:

m  Offerings (Services)

m  Service Option Groups

m Forms

m  Events (rules, Rule Actions)
m  Report Data Objects

m  Report Variables

5. (Optional) If you have to create an inherited copy of any services
through the Service Builder, select one of the following options:

Note: This selection cannot be reverted.
m  Click OK to copy all of the associated Service Option Groups.

m  Click Cancel to copy only Services and link to the original
Service Option groups.

Confidgure Default Cancellation State

By default, when you uninstall a service cartridge, the status of all
requests change to Pending Cancellation. This state prevents you from
closing any open requests after uninstall. So you change the default
cancellation state to Cancel.

Follow these steps:

1. Loginto CA Service Catalog.

2. Click Accounting, Configuration.

3. Select Subscription Configuration from the Options menu.

4. Modify Default Cancellation State to Cancel.

5. Click Update Configuration.

You have changed the default cancellation state.
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Configure CA Process Automation Datasets

Datasets define variables and store data in CA Process Automation.

Configure SLCM_GlobalDataset

SLCM global dataset is used for the communication between CA
Service Catalog and CA Process Automation. See the Integrate CA
Service Catalog with CA Process Automation (see page 155) section for

detailed procedure to configure SLCM_GlobalDataset.

Configure ASC_Security_GlobalDataset

Follow these steps:

1.

Log in to CA Process Automation web client as the CA Process
Automation Administrator.

Click the Library tab, CA ASC Base Console.
Double-click ASC_Security_GlobalDataset, and click Check Out.

Note: Delete all the unwanted or unused dataset values to ensure
proper connection.

Click Login Parameters_CHANGE ME and type the following
details:

useriD

Specifies the CA Service Catalog Administrator user name
(spadmin)

password
Specifies the CA Service Catalog Administrator password
businessUnit

Specifies the CA Service Catalog Business Unit (This value is
case-sensitive).

For example, Forward Inc.
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5. Click APP URLs CHANGE ME, verify the following fields, and save
the changes:

SLCM_URL

Specifies CA Service Catalog URL.
ITPAM_URL

Specifies CA Process Automation URL.

6. Click Misc_Parameters_CHANGE ME, verify the following fields,
and save the changes:

Administrator_Email
Specifies the Administrator email.
7. Click AD Parameters CHANGE ME
Idaphost
Specifies the Active Directory Host Name.
Idapuser
Specifies the Active Directory administrator user name
Idapport
Specifies the Active Directory SSL Port.
Default: 636
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Idappassword

Specifies the AD administrator password.
basedn

Specifies the Base DN.

Example: DC=mydomain, DC=com
userprefix

Specifies the User Prefix.

Default: cn
basednprefix

Specifies the Base DN Prefix. Default CN=Users.
adminbasednprefix

Specifies the Admin Base DN Prefix. Default CN=Users.
Click EEM Parameters and type the following details:
eemhost

Specifies the FQDN of CA EEM host name where CA Service
Catalog is registered.

eemuser
Specifies the CA EEM administrator user name (Eiamadmin).
eempassword

Specifies the CA EEM administrator password.
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eemApplication

Specifies the application name that is registered with CA EEM
for CA Service Catalog.

pamPath

Specifies the file path of the SecurityRealm folder on the CA
Process Automation server.

Note: Unzip the securityrealm.zip from the
%USM_HOME%/filestore/contentpacks/CA ASC
Foundation/securityrealm and copy to the securityrealm folder to
the CA Process Automation computer.

Click Save, and then Check In the changes.

Configure ASC_GlobalDataset

Follow these steps:

1.

2
3.
4

Log in to the CA Process Automation web client.

Click Library tab.

Click the CA ASC Base Console folder.

Double-click ASC_GlobalDataset, and click Check Out.

Note: Delete all the unwanted or unused dataset values to ensure
proper connection.
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Expand Error Handling Parameters and then update the following
information:

globalCancelFlag
Specifies the global cancel flag status.

This flag takes the precedence over the cancelFlag. If this
value is true, you can skip reviewing cancelFlag status.

cancelFlag
Specifies the cancel flag status.

This flag is specific to the current cartridge. In this case, CA
Automation Suite for Clouds Foundation Console.

sendToUser
Specifies whether to notify the users when an error occurs.
maxRetryCount

Specifies the number of retries that you want to set for a
service request.

adminGroup

Defines the administrator group to which the requests are
assigned when an error occurs. Separate each entry with a
semicolon.

retryinterval
Specifies the time interval in seconds between each retry.
invalidsession

Specifies that an error message must be displayed when a
session is invalid.
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Click ErrorMessages page.

This page lists custom handling for specific errors. If any error
messages need to be handled, then add an indexed value to the
array.

Expand index[0] and parameters, and complete the following
details:

searchString
Specifies the string to identify error message.
exceptioMessage
Specifies the actual exception or error message.
cancelRequest
Specifies the whether to cancel the request or not.
Default: False
sendToUser
Specifies whether to send email to user or not.

Default: False

Click Save, Check In.

Configure CA Service Catalog Credentials

Follow these steps:
1. Loginto CA Service Catalog.
2. Click Catalog, Configuration, Content Configuration.

3. Click CA Embedded Entitlements Manager.

*=Required

2 CA Embedded Entitlements Manager
eHost Name:

#Port Number (1-65535):

#EEM Username:

#EEM Password:

Enable HTTPS:
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© N o

10.

11.

12.
13.
14.

Complete the following details:
m  Enter the Host Name of the server where CA EEM is installed
m  Enter the Port Number for CA EEM
Value: 5250
m  Enter EEM User Name(Eiamadmin)
m  Enter EEM Password
m Verify that Enable HTTPS is checked.

Click Launch and log in to CA EEM and verify that the
configuration is correct.

Close CA EEM.
Click Save.
Click OK for the confirmation.

Click CA Process Automation.

* =Required

2 CA IT Process Automation Manager
sHost Name:
#Port Number (1-65535):

Enable HTTPS: =]

Complete the following details:

m Enter the Host Name of the server where CA Process
Automation is installed.

m  Enter the Port Number for CA Process Automation.
Value: 8080
m  Verify that Enable HTTPS is not checked.

Click Launch and log in to CA Process Automation and verify that
the configuration is correct.

Close CA Process Automation.
Click Save.

Click OK to confirm.
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15. Click CA SLCM Configuration.

*=Required

< SLCM Properties
#5LCM Host Name:
#SLCM Port Number:
*5SLCM Username:

#3SLCM Password:

16. Complete the following details:

m  Enter the SLCM Host Name of the server where CA Service
Catalog is installed.

m  Enter the SLCM Port Number for CA Service Catalog.
Value: 8080

m  Enter the CA Service Catalog Administrator user name in the
SLCM Username field.

Value: spadmin

m  Enter the password for the CA Service Catalog Administrator
in the SLCM Password field.

17. Click Save.

18. Click OK for the confirmation.

19. Click CA Spectrum Automation Manager.
+=Required
< CA Spectrum Automation Manager
sHost Name:
#Port Number (1-65535):

Enable HTTPS:
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20. Complete the following details:

m Enter the Host Name of the server where CA Server
Automation is installed.

m  Enter the Port Number for CA Server Automation.
Value: 8443
m  Verify that Enable HTTPS is checked.

21. Click Launch and log in to CA Server Automation and verify that
the configuration is correct.

22. Close CA Spectrum Automation Manager.
23. Click Save.
24. Click OK for the confirmation.

25. Click CA Spectrum Reservation Manager.

#*=Required

< CA Spectrum Reservation Manager
#Host Name:
#Port Number (1-65535):

Enable HTTPS:

26. Complete the following details:

m Enter the Host Name of the server where Reservation
Manager is installed.

m  Enter the Port Number for Reservation Manager.
Value: 8443
m  Verify that Enable HTTPS is checked.

27. Click Launch and log in to Reservation Manager and verify that the
configuration is correct.

28. Close CA Spectrum Reservation Manager.
29. Click Save.

30. Click OK to confirm.

31. Close CA Service Catalog.

The CA Service Catalog configuration is complete.
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Intedgrate CA Process Automation with CA Server
Automation

When an event like completion of provisioning a machine occurs, a CA
Process Automation process is triggered to alert users to completion
of the task. If such integration is not in place, the user must verify task
completion manually.

Follow these steps:

1. Loginto CA Server Automation as administrator (default
username: sys_service).

Sample URL: <CA Server Auto hostname>: CA Portal/Ul

2. Click Administration, Configuration, CA Process Automation
Server.

3. Complete the following information:
Server Name

Specifies the server on which CA Process Automation is
installed.

User Name

Specifies the CA Process Automation administrator user
name.

Password
Specifies CA Process Automation log in password.
Port

Specifies the port number of the server on which CA Process
Automation is installed.

Protocol
Specifies the CA Process Automation server protocol.
Connection Status

Displays the connection status.
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Click Action, Validate to test the connection.
The connection status is verified and displayed.
Click Action, Save.

The CA Process Automation configuration is complete.

Configure CA Automation Suite for Clouds Base
Configuration for ESX

The CA Automation Suite for Clouds Base Configuration for ESX is a
content pack containing a combination of the following items:

CA Service Catalog Form Objects

CA Service Catalog Service Offerings
CA Service Catalog Rule Objects

CA Process Automation Workflows
CA Server Automation Rules

CA Server Automation Actions
Report Data Objects

Images

JavaScript Files

Important! Install the solution in the order that is specified in the
following process, because installations and configurations are
cross-dependent. CA Technologies does not support deviations from
the installation and configurations, except when specified. These
procedures also assume that you have the required infrastructure and
non-CA Technologies software installed.
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The following graphic illustrates how a service provider configures the
CA Automation Suite for Clouds Base Configuration for VMware ESX:

Configure CA Automation Suite for Clouds Base
Configuration for VMware ESX

Import and Configure ViMware ESX Content Pack

Y
Configure CA Process Automation Datasets for

Wmware ESX

Y
Manage Virtual Machine in VMware ESX

Perform the following steps:

1. Import and Configure VMware ESX Content Pack (see page 191).

2. Configure CA Process Automation Datasets for VMware ESX (see
page 199).

3. Managing Virtual Machines in VMware ESX (see page 208).

190 Implementation Guide



Configure CA Automation Suite for Clouds Base Configuration for ESX

Import CA Automation Suite for Clouds Base Configuration for ESX
Content Pack

You import the CA Automation Suite for Clouds Base Configuration
ESX content pack in to CA Service Catalog to make the ESX available to
your Service Consumers. For more information about services, see the
CA Service Catalog documentation.

Important! The ESX package is delivered with the updated
requestshared.xml file. This XML file replaces the existing
requestshared.xml file at the location
%USM_HOME%\view\webapps\usm\locale\icusen\request\. The
existing file is backed up with the name requestsharedBKP.xml.

If you introduced any custom states to the CA Service Catalog through
the existing requestshared.xml, copy these nodes to the new
requestshared.xml file.

Follow these steps:

1. Unzip the CA ASC Server Automation - ESX.zip file to the
%USM_HOME%\filestore\contentpacks folder on the CA Service
Catalog server.

Note: Record the location for the reference in the Installation
Worksheet (see page 19).

2. Run DeployServerAutomation-ESX.cmd.
The content pack deployment starts automatically.

3. Type the tenant id at the following prompt, and press Enter:
[input] Enter the id of the tenant you want to import the content
pack into (Required):

Note: The tenant ID is case-sensitive.
For example, Forward Inc.
4. Typey at the following prompt to proceed with the deployment:

Installation will re-start CA Service View multiple times.
Please press y to continue or any key to exit:
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5. Press enter at the following prompt:

Enter the name of CA PAM configuration to import process
definitions to specific CA PAM instance. Leave it blank to import
process definitions into the default CA PAM instance
[INSTALLED DEFAULT]

Follow the onscreen instructions. On the successful deployment,
the BUILD SUCCESSFUL message appears. The chargeback feature
installation starts.

6. Typey at the following prompt to proceed creating groups:

If build is successful, enter y to Create Groups or any key to
exit the setup:

After the groups are created, the following message opens:
Offering permissions set successfully in CA Service Catalog.

The following groups are created in CA EEM and assigns
permissions to the service offerings in CA Service Catalog as
defined in the content pack groups properties file:

m  ASCgrp_sa_esx_Reservation_Create
m  ASCgrp_sa_esx_DataStore

m  ASCgrp_sa_esx_Reservation_Change
m  ASCgrp_sa_esx_Reservation_Return
m  ASCgrp_sa_esx_Power_Functions

m  ASCgrp_sa_esx_Snapshots

m  ASCgrp_sa_esx_Reservation_Extend

m  ASCgrp_sa_esx_offering_admin
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Configuring Content Pack in a Clustered Mode

Perform more steps on all nodes, for installing cartridges that are
configured in a clustered mode. Typically, the installation is performed
on a single node and contents like services, forms, events, and reports
are reflected on all nodes. However, files like plugin jars,
requestshared.xml, must be copied manually to all the other nodes of
the cluster.

Follow these steps:

1. Extract cartridge-name.zip to the
%USM_HOME%\filestore\content-packs\ and open the
cartridge-name folder.

2. Open the prescripts folder and run the cartridge-name
prescript.bat file as an Administrator.

3. Copy the contents of the following folders:
m  plugins folder to the %USM_HOME%\filestore\plugins folder.

m images\offerings folder to the
%USM_HOME%\filestore\images\offerings folder.

m images\rateplans folder to the

%USM_HOME%\filestore\images\rateplans folder.

Restart the CA Service Catalog service on the Node.

Verify ESX Content Pack Import

After you have completed the ESX content package import, you verify
that the import was successful. In addition, you verify if the
chargeback services are available.

Follow these steps:

1. Login to CA Service Catalog as an administrator and select
Catalog, Configuration.

2. Click Content Packs in the left menu and select the content pack
that you imported.
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3. Verify the following details:

m The Content Pack Details section lists the details of the
content pack.

Name
Displays the name of the content pack.
Example: CA ASC Server Automation - ESX
Description
Displays the description of the content pack.

Example: This content pack provides Cloud reservation
and snapshot services to ESX through Server Automation.

Version
Displays the version of the content pack.
Example: 1.7.1
Author
Displays the author name.
Example: CA Technologies
Status
Displays the status of the content pack.

Example: Enabled

Displays the unique ID of the content pack.
Example: CA_ASC_SA_ESX_v1.7.1_en

Note: Compare the information in the Content Pack Details
section with the contentpack.properties file. This file is
located in the %USM_HOME%\filestore\contentpacks folder.
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m  The Content section lists the objects that are specified,
according to the selected import criteria. The Objects are as
follows:

m  Offerings (Services)

m  Service Option Groups
m Forms

m  Events (rules, actions)
m  Report Data Objects

m  Report Variables

m  Resource Types

(Optional) If you have to create an inherited copy of any services
through the Service Builder, select one of the following options:

Note: This selection cannot be reverted.
m  Click OK to copy all of the associated Service Option Groups.

m  Click Cancel to copy only Services and link to the original
Service Option groups.

You have completed verifying ESX Content Pack import.

Verify Chargeback Services Import

Complete the following steps to verify if the chargeback services are
installed successfully.

Follow these steps:

1.
2.

Log in to CA Service Catalog.

Click Requests, CA Automation Suite for Clouds, Server
Automation Services.

Click VMWare ESX Management, Chargeback services.
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4. Verify that the following chargeback services are listed:

Service Offering Using VM Template

Extend VM Reservation

Return VM Reservation

Service Offering Using Reservation Template
Extend Template Reservation

Return Template Reservation

You have completed verifying chargeback services import.

Add Cost Center and Department Details

You can configure the cost center and department name to enable
Service Consumers to select these details while requesting a Virtual
Machine.

Follow these steps:

1. Login to CA Service Catalog.

2. Click Catalog, Configuration, Content Configuration.

3. Click ASC Cost Center and Department.

4. Complete the following details:

Add Cost Center

Specifies a Cost Center name.

Type the name in the Enter Cost Center field, and click Add
Cost Center. The cost center name appears in the Select Cost
Center drop-down list.

Note: Optionally, to remove a cost center, select the cost
center name from the drop-down list, and click Remove Cost
Center. This step also removes the associated departments.
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Add Department
Specifies a department name.

Select the Cost Center, type the name in the Enter
Department field, and click Add Department. The new
department name is associated with the selected cost center
and appears in the Select Department drop-down list.

Note: Optionally, to remove a department, select the cost
center under which the Department exists, select the
Department, and click Remove Department.

Click Save.

You have configured the cost center and department details. The
newly added cost center and department are listed in the service
offering reservation forms.
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(Optional) Hide the cost details in CA Service Catalog

Follow these steps:

1.
2.

Log in to the CA Service Catalog server.

Navigation to folder %usm_home%\explorer/service and open
Serviceoptionpreview.xsl file

Example: C:\Program Files\CA\Service
Catalog\view\webapps\usm\explorer\service

Edit the Serviceoptionpreview.xs! file.

Comment out the lines between the comments <!-- FOR EACH

COST RATE ITEM -->and <!-- END FOR EACH COST RATE ITEM -->

as follows:

<!-- FOR EACH COST RATE ITEM -->
<l--

<xsl:if

test="count(usm rate definition[item type/LITERAL='3'])>0

>
<div class="data" style="margin-bottom:3px;">

<xsl:for-each

select="usm _rate definition[not(item id/LITERAL='-1') and

(item type/LITERAL='3"') and (position()&gt;1)]">

<xsl:apply-templates select=".">

<xsl:with-param
name="showpopuplink" select="$showpopuplink" />

</xsl:apply-templates><br />
</xsl:for-each>
</xsl:if> -->
<!-- END FOR EACH COST RATE ITEM -->
Delete all the generated translets.
Navigate to translets folder.
Example: C:\Program Files\CA\Service Catalog\view\translets

Delete all the .class files in the folder.
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8. Login to the CA Service Catalog.

9. Click Catalog, Configuration, Options, Request Management
Configuration.

10. Click the Edit icon against the Access Control: Show Amount
Column property.

11. Use arrows to remove all the user roles from the Selected list.
12. Click Update Configuration.
13. Restart the Service Catalog services.

The CA Service Catalog cost information is not displayed in the
reservation forms.

Configure CA Process Automation Datasets for ESX

Configure the CA Process Automation datasets to provide data to the
CA Automation Suite for Clouds Base Configuration automated
processes for ESX. For more information about datasets, see the CA
Process Automation documentation.

Note: Configure Error Handling Parameters in ASC_GlobalDataset and
then proceed configuring the datasets that are listed in this topic.

The Datasets capture information of CA Server Automation and
Reservation Manager Host, port, userid, and password to connect to
CA Server Automation. These details help in provisioning, changing,
and snapshot features. In addition, datasets also capture CA Service
Catalog, CA Process Automation host, and login credentials to initiate
the web services. These details help the solution to get the
information from CA Service Catalog and update the request states.

Follow these steps:

1. Login to the CA Process Automation console.
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2. Click the Library tab from the home page.
3. Click the CA ASC folder.
4. Click ASC_GlobalDataset and Check Out.

Note: Delete all the unwanted or unused dataset values to ensure
proper connection.

5. Click Login Parameters CHANGE ME and complete the following
details:

userlD
Specifies the CA Service Catalog Administrator user name.
Value: spadmin
password
Specifies the CA Service Catalog Administrator password.
businessUnit

Specifies the CA Service Catalog business unit name (This
value is case-sensitive).

SAM_User

Specifies the CA Server Automation Administrator user name.
SAM_Password

Specifies the CA Server Automation Administrator password.
SpecAM_Touchpoint

If the CA Process Automation Agent is installed on CA Server
Automation, then enter the Touchpoint value. This
information is used for the datastore and VMware ESX
provisioning.
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Click APP URLs CHANGE ME and complete the following details:
SLCM_URL
Specifies the CA Service Catalog URL.
ITPAM_URL
Specifies the CA Process Automation URL.
SAM_URL
Specifies the CA Server Automation URL.

Click Misc Parameters CHANGE ME and complete the following
details:

Administrator_Email
Specifies the administrator email.
VC_ESX_HostName

Specifies the ESX host name. This information is used in
VMware ESX provisioning.

VC_Datacenter_Name

Specifies the Datacenter name. This information is used in
VMware ESX provisioning.

VC_Server_Name

Specifies the vCenter server name. This information is used in
VMware ESX provisioning.

SpecAM_Home

Specifies the CA Server Automation bin folder path. This
information is used in VMware ESX provisioning.
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SpecAMTouchpoint

Specfies the SpecAM Touchpoint. If the CA Process
Automation Agent is installed on the CA Server Automation
server, then enter the Touchpoint value. This information is
used for the datastore and VMware ESX provisioning.

ESX_HostUser

Specifies the ESX host user name. This information is used in
VMware ESX provisioning.

Value: root

ESX_OperationRetry
Specifies the retry count, when the operation fails.
Default: 3

ESX_WaitAttempts
Specifies the number of attempts during the wait period.
Default: 5

ESX_WaitTime
Specifies the time interval between each attempt.
Default: 60

StorageAdminOrAdminGroup
Specifies the storage admin.

WindowsAdmin
Specifies the Windows VM template parameters.

Specify the AdminPassword value for the default template.
This value is used when the template is not available in the
valuemap. Continue creating index values for each Windows
VM Template:

Expand the Windows Admin folder, add Indexed Value. A new
parameter set is added.

Expand Parameters, and add the following values:
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Template

Specifies the name of the Windows virtual machine
template.

AdminUserName

Specifies the user name of the virtual machine that
accesses the newly provisioned Windows VM using the
template.

Default: administrator
AdminPassword

Specifies the administrator password.
IsPasswordProvided

Specifies whether password is provided or not.

Change the parameter value to True if the password is
provided.

Default: False
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LinuxAdmin

Specifies the Linux VM template parameters.

Specify the AdminPassword value for the default template.
This value is used if the template is not available in the
valuemap. Continue creating index values for each Linux VM
Template:

Expand the LinuxAdmin folder, Add Indexed Value. A new
parameter set is added.

Expand Parameters, and add the following values:
Template

Specifies the name of the Linux virtual machine template.
AdminUserName

Specifies the user name of the virtual machine that
accesses the newly provisioned Linux VM using the
template.

Default: root
AdminPassword

Specifies the administrator password.
SSHPort

Specifies the port where SSH service is listening on the
newly provisioned Linux virtual machine with the
template.

Default: 22
UseSudo

Specify true if you want to use the sudo user in the Linux
environment. For information about configuring the sudo
user, see the Update the sudoers File (see page 207)
section.

IsPasswordProvided
Specifies whether password is provided or not.

Change the parameter value to True if password is
provided.
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Default: False

PAMHome
Specifies the CA Process Automation installation path.
Example: C:\Program Files (x86)\CA\PAM
StorageOwner

Specifies the name of storage server that is configured with
CA Server Automation.

Click AD Login Parameters CHANGE ME and complete the
following details:

Adding these parameters allows you to toad secondary users as
local administrator to the provisioned machine.

domainName

name of domain

Example: ca
domainAdmin

Specifies the domain administrator name.
domainAdminPassword

Specifies the domain administrator password.
isDomainAdminPassswordProvided

Specifies whether domain administrator password is
provided or not.

Change the parameter value to True if the password is
provided.

Default: False
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10.

11.
12.
13.

Click Pam Parameters CHANGE ME and complete the following
details:

pamMachineAdmin

Specifies the CA Process Automation machine administrator
user name.

Default: Administrator
pamMachineAdminPassword

Specifies the CA Process Automation machine administrator
password.

Click Storage and enter the details of the following storage
services.

Note: If Storage is configured, highlight the Storage Value
Definition for the storage integration.

m storageSpecAMTouchpoint

m storageSpecAM_Host_Admin

m storageSpecAM_Host_Password
m storageTierBronzelabel

m storageTierSilverLabel

m storageTierGoldLabel

Note: If the CA Process Automation Agent has been installed on
CA Server Automation, then enter the Touchpoint in the
SpecAM_Touchpoint field.

Click Save.
Click Check In.
Close ASC_GlobalDataset.

You have configured the CA Process Automation content for CA
Automation Suite for Clouds Base Configuration for ESX.
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Update the sudoers File

Updating the sudoers file lets you issue commands from CA Process
Automation using sudo without prompting for the root credentials. If
the UseSudo parameter is enabled in the ASC_GlobalDataset, you
update the sudoers file before creating the VM template.

Follow these steps:

1.

2.

Edit the /etc/sudoers file using the visudoers command.
Add the following entry:

# simple entry for issueing commands if the client does not need
granularity

ascuser ALL=NOPASSWD: ALL

# detailed entry for permitting only those commands used by ASC
for disk extension

ascuser ALL = NOPASSWD: /sbhin/fdisk, /usr/sbin/pvcreate,
/usr/sbin/vgdisplay, /usr/sbin/vgextend, /usr/sbin/lvdisplay,
/usr/sbin/lvextend

Save and close the sudoers file.
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Managding Virtual Machines in VMware ESX

VMware and Reservation Manader Terminology
Become familiar with the following terminology, which is used with
both VMware and Reservation Manager:
Custom Specification

Custom Specifications are the XML files that contain the operating
system configuration settings for customizing the guest operating
system when a new virtual machine is created and deployed.
Custom Specification is a VMware specific technology.

datastore

A datastore is the physical location where virtual machine files are
stored and is both platform and host-independent.

host

A host is a physical computer that uses VMware software to run
virtual machines; it is sometimes referred to as ESX or ESXi.

System Preparation Tool (sysprep)

A System Preparation Tool (sysprep) is used to configure
Microsoft Windows XP Vista 2003, and 2008 operating systems.
The Custom Specification file contains the sysprep settings.

Virtual Center (vCenter)

Virtual Center (vCenter) is the VMware management interface
(server and client) that provides centralized control of the
VMware infrastructure.

Virtual Machine

Avirtual machine is software that emulates a computer system
configuration including the software that runs on the system.

Virtual Machine template (VM template)

Avirtual machine template (VM template) is an image of a virtual
machine. You can use the image as a master copy to create and
deploy new virtual machines.
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Reservation ManadgerComponents

Resource Pools

Reservation Manager has four key components to configure: Resource
Pools, System Images, Reservations Templates, and Organizational
Units.

When creating a Reservation Manager resource pool, you must name
the resource pool and optionally provide a description. Select a
datastore for the resource pool. The datastore list is populated from
vCenter. Multiple datastores can be assigned to a resource pool.
Resource pools have settings that can be configured by clicking the
resource pool name, for example, naming conventions, and maximum
reservation times. Additionally, to automatically approve reservation
requests setting must be cleared. The Access policy can be defined by
assigning an Organizational Unit (OU) to the resource pool.
Organizational Units can be assigned later, if they are not yet

configured.

ViMware

Components Datacenter

Cluster/Host
Resource Pool
r
Datastore Post Configuration Options

*  Use Specified Name
« Folder
«  Approve Automatic (Y/N)

CA Resource Pools

Y VM Nalme s Allow User to Change:
Name e Prefix Ty = Administrator
Description MME'; Days E\GU/J m password
ax Systems = = WM power state
Delete (¥/N) *  Take VM snapshat
*  Change VM
configuration
+«  Memory Over
Commitment %
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System Imades

Note: When creating the organizational units, you can assign resource
pools to the organizational units. Resource pools provide a detailed
understanding about the functionality of organizational units.

After you create the resource pool, you can configure based on the
advanced features that are listed in the previous graphic.

VMware and the Reservation Manager resource pools have similar
purposes. In addition, the resource pools within the Reservation
Manager allow you to define, configure, and limit how the resource
pool is used.

In general, a Reservation Manager system image is the combination of
a VMware template and a VMware custom specification file. The
Reservation Manager system image lets you combine the VMware
template and VMware custom specification file into a single entity.
Use the image to create the virtual machines.

Yiware Components

| Custom Specification

Virtual Center

Datacenter | Custom Specification

| |

| L

0S Type | | Custom Specification | |

f“‘-: Template E | | Custom Specification | |
| L

| Custom Specification

System Image

¥ -

w i
@—Plus—h{ |Custom Specification| | | OU ":
. S
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Reservation Manager lets you enhance, modify, and add to a basic
virtual machine. You can configure the VMware template and VMware
custom specification to build the smallest possible virtual machine of
that type you plan to build. Commonly, you only require one VMware
template per operating system type, and only one VMware custom
specification file per operating system. The following table provides an
example of an initial VMware template and VMware custom
specification files and how they are combined into Reservation
Manager system images:

VMware Template CPU RAM (GB) HD (GB)
Windows XP 1 1 20
Windows 2003 Server Standard Edition 1 1 20
Windows 2003 Sever Enterprise Edition 1 1 20
Windows 2008 Server Standard Edition 1 1 20
Windows 2008 Server Enterprise Edition 1 1 20
Red Hat Linux 1 1 20

VMware Custom Specification Files

Windows XP

Windows 2003 Server

Windows 2008 Sever

Red Hat Linux
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Reservation Manager System VMware Templates VMware Custom Specification Files

Images

XP Windows XP Windows XP

W2K3Std Windows 2003 Server Standard Windows 2003 Server
Edition

W2K3Ent Windows 2003 Server Enterprise Windows 2003 Server
Edition

W2K8Std Windows 2008 Server Standard Windows 2008 Server
Edition

W2k8Ent Windows 2008 Server Enterprise Windows 2008 Server
Edition

RH Red Hat Linux Red Hat Linux

Note: You can use a VMware template only after creating a
Reservation Manager system image. After the VMware template is
defined as part of the Reservation Manager system image, the
template is not available when you create a second system image.
However, you can use system images multiple times when you create
Reservation Manager templates.

You can assign organizational units to a system image and can add a
description. Users can view the description when selecting a particular
system image.

When a user uses Reservation Manager, they select a system image.
They can later add more CPU, memory, or disk space. Similarly, use
Reservation Manager Templates and select predefined virtual
machines that are based on the basic system image that you defined.
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Reservation Templates

The Reservation templates let you define nearly every aspect required
when building a virtual machine, including machine settings and

software installed.

Follow these steps:

1. Create the reservation template: defining basic information,
assigning a system image, assigning a custom specification,
allocation policy, any pre or post type actions, and access policy.

2. Edit the reservation template: defining CPU, memory, and

additional hard disk space.

Reservation Template

MName
Description
05 (Windows/Linux)

Mumber of Systems
VI Mame (Automatic/
Specified)
Name/Prefix

System Image

Pre-Startup Action
Post-Startup Action
Post-Expiration Action

f"_"‘\
[ ou
-

Post Configuration Options

CPU
Memory
Add Disk
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You can use system images multiple times in different reservation
templates. Therefore, after you have a basic system image, you can

assign it to multiple reservation templates. Using the previous

example, every system created had 1 CPU, 1 GB of RAM, and a 20 GB
of hard drive.

The following table shows an example of how you can expand the

reservation template offerings using the basic system images that you

created earlier:

Reservation Template SSRM System Images CPU RAM HD HD
(GB) (GB) (GB)

Windows XP Small XP 1 1 20

Windows XP Large XP 1 1 20 20
W?2K3 Standard - Bronze W2k3Std 1 1 20

W2K3 Standard - Silver W2k3Std 1 2 20 20
W2K3 Standard - Gold W2k3Std 2 2 20 40
W2K3 Standard - Platinum W2k3Std 4 4 20 40
W2K3 Enterprise - Bronze W2k3Std 1 1 20

W2K3 Enterprise - Silver W2k3Std 1 2 20 20
W2K3 Enterprise - Gold W2k3Std 2 2 20 40
W2K3 Enterprise - Platinum W2k3Std 4 4 20 40
W?2K8 Standard - Bronze W2k3Std 1 2 20

W2K8 Standard - Silver W2k3Std 1 2 20 20
W2K8 Standard - Gold W2k3Std 2 4 20 40
W2K8 Standard - Platinum W2k3Std 4 8 20 60
W2K8 Enterprise - Bronze W2k3Ent 1 2 20

W2K8 Enterprise - Silver W2k3Ent 1 2 20 20
W2K8 Enterprise - Gold W2k3Ent 2 4 20 40
W2K8 Enterprise - Platinum W2k3Ent 4 8 20 60
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Reservation Template SSRM System Images CPU RAM HD HD
(GB) (GB) (GB)

Red Hat - Development RH 1 2 20 20

Red Hat - Marketing RH 1 2 20

Red Hat - Production RH 2 4 20 40

Additionally, you can use the reservation template to define multiple virtual machines, so that by
selecting a predefined reservation template, you can build two or three virtual machines. You
can assign reservation templates to organizational units to limit their use.

Organizational Units

By default, the Reservation Manager has a predefined organizational
unit, named Public. You can use this organizational unit to allow
everyone access to resource pools, system images, and reservation
templates. However, you can create additional organizational units,
which allows you to limit who can access the various components.

Reservation Manager is integrated with CA EEM. You can define users
in CA EEM and then add the users to a particular Organizational Unit.
CA EEM works with the Active Directory of your company. You can
easily import user accounts and then add the users to organizational
units as required. Similarly, you can remove users from organizational
units.
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VMware and Reservation Manadger Diagram

The following graphic shows the relationships among the VMware and
Reservation Manager components.
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Cluster/Host
Pool
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Datastore

VMware Components

Virtual Center

Custom Specification
Cunnm Specification I

Datacenter

05 Type

< Template >
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Post Configuration Options

Use Specified Name
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Delete (Y/N)

Folder

VM power state
Take VM snapshot

Apprave Automatic (¥/N)
Allow User to Change
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Change VM configuration
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System Image

Template Ius—»| ‘Custom Specification

Reservation Template

Name
Description
05 [Windows/Linux)

Number of Systems
WM Name (Automatic/Specified)
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System Image
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Post Configuration Options

CPU
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Add Disk
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@ ‘ Resource Pool

System Image ‘
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Prerequisites for Supporting Reservations of Virtual Machines

Before the Reservation Manager deploys virtual machines for usage,
identify one or more VMware ESX servers or clusters for use. Then,
define which resource pools on each VMware ESX server or cluster are
targets for the virtual machine creation. To determine whether a
VMware ESX server can create a virtual machine, the Reservation
Manager must calculate the amount of memory available for the new
virtual machines. The calculation is made on the VMware ESX servers.

If the resource pools on the VMware ESX server have defined memory
limits, the Reservation Manager requires exclusive access to the
resource pool. The resource pool is targeted to determine the
resource availability for the future.

In the absence of memory limits at a resource pool level, the
Reservation Manager calculates the amount of memory available to
virtual machines. The calculation is made at the VMware ESX server
level. The Reservation Manager requires exclusive use of the VMware
ESX Servers to determine the accurate resource availability in the
future.

Note: Resource pools and virtual machine templates are added to the
vSphere Datacenter and the folder in which they are defined. You
cannot use the resource pools and templates that were previously
added to the Reservation Manager in the following instances:

— The VMware datacenter is renamed

—  The virtual machine templates are moved to a different folder

Ensure to stabilize the vSphere structure before adding these items.
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Setting up VMware Environment

Before you begin configuring the Reservation Manager, ensure to set
up the VMware environment and make it operational.

Ensure the following details in the VMware infrastructure:

1. Test that you can access vCenter by its URL (Default is https using
port 443).

2. VMware ESX host servers are connected and have at least one
virtual machine or template registered.

3. Datastores are connected and viewable within vCenter.

Note: By default, the datastores are generated with a nonintuitive
naming convention. If you want to change the name, ensure to
change it before configuring with Reservation Manager.

4. Create a virtual machine template for each operating system that
you want to deploy.

5. Verify that sysprep is installed if Windows XP and 2003 Standard
and Enterprise Servers are deployed.

6. Create a Custom Specification file for each operating system.

Note: Because the Reservation Manager can customize these
Custom Specification files, create them as generic as possible. For
example, the Computer Host Name (NetBIOS Name) set to “Use
the virtual machine name” and the Network have DHCP enabled.

How to Connect Reservation Manager to VMware vCenter

All communication from the Reservation Manager to the VMware
infrastructure happens through the vCenter. The connection between
the Reservation Manager and the vCenter is established during the
installation. However, as the VMware environments often change or
new vCenter servers are brought online, ensure that you connect
Reservation Manager to the vCenter.
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The following procedure provides the basics for making this

connection.

vCenter Manager

VSM Manager

$ Virtual Center AIM

Server Automation
Virtual Automation

Reservation
Manager

& SystemEDGE Agent

Virtual Center

ESX Server

E5Xi 5erver

Service Console

Virtual Machine

Virtual Machine

Virtual Machine

Virtual Machine

Virtual Machine

Virtual Machine

Virtual Machine

You actually perform two connections:

1. Connect to VSM Manager

2. Connect to vCenter AIM (see page 220) —a small agent-type

component.

Typically you install vCenter AIM in the same machine where you
have the VSM Manager, however it is not mandatory as you
require two connections.

The vCenter AIM is comprised of two components:

m  SystemEDGE Agent—an SNMP-based agent

m  vCenter AIM—a plug-in to the SystemEDGE Agent that
enables the communication between Reservation Manager

and vCenter.

Connect to the VSM Manader

Important! Before connecting to the VSM Manager, verify the fully
qualified domain name of the vCenter server using the ping and

nslookup utilities.
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Follow these steps:

1.

2
3.
4

Log in to the CA Server Automation.
Click Management, Administration.
Click vCenter Server under Provisioning.

In the top half of the window, click Add (+) in the upper right-hand
corner to add the vCenter.

Complete the vCenter details and click OK:

A green check mark appears under Status indicating that the
credentials are validated.

Click OK to Add the Virtual Center Server.

You have connected to the VSM Manager.

Connect to vCenter AIM Server

You next connect to the vCenter AIM Server, which is where the
vCenter AIM is installed (most commonly on the VSM Manager). To
make this connection, open a command prompt and navigate to the
location of a utility program named NODECFGUTIL. Depending on your
installation location, you can typically find this utility in the \Program
Files\CA\(VSM Manager)\SystemEDGE\plugins\AIPCommon folder.

Follow these steps:

1.
2.
3.

Open a command prompt and enter nodecfgutil.
Type 1 to Install Managed Node and press Enter.

Type the number next to VMware vCenter (3) and press Enter.

220 Implementation Guide



Configure CA Automation Suite for Clouds Base Configuration for ESX

4. Enter the credentials similar to the Virtual Center server that you
entered the VSM Manager connection:

m  Fully Qualified Server Name. For example,
forwardinc-vc.forwardinc.com.

m User Name and Password: Enter the user name and password
where the user has sufficient rights to perform all tasks in
vCenter.

m  Port: Enter the port number or accept the default 443 value.
m  Protocol: Enter the protocol or accept the default https value.
5. Press Enter.
The utility indicates that you successfully installed the vCenter.
6. Press any key to continue.
7. Type 0 to exit the nodecfgutil utility.
8. Login to the CA Server Automation.
9. Click Management, Administration.
10. Click vCenter Server under Provisioning.
11. Verify that the correct information for the vCenter AIM Server and

vCenter Server are in the lower half of the screen.

Both VSM Managers use this connection to discover, manage, and
monitor the virtual infrastructure. After this connection is made,
depending upon the size of the existing VMware environment, the
VSM Manager performs numerous tasks discovering and configuring
the VMware environment.

Access Reservation Manager

Access Reservation Manager as the administrator of the VSM
Manager.

Log in to the Reservation Manager using the CA Server Automation
administrator user credentials and the following URL:

https://servername:port/ssmm
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The Tasks screen opens and provides the functionality available to you
as an administrator and based on the products in your enterprise.

You configure the following details in the Reservation Manager:

1. Manage you organizational units

2. Manage your resource pools

3.  Manage your system image inventory

4

Manage your reservation templates
Create Organizational Units in Reservation Manager

The organizational units define the system images available to users
within the organizational unit.
Follow these steps:

1. Create a group or import existing groups for each organizational
unit in Active Directory.

2. Assign the users in Windows Active Directory to each user groups.

3. Login to the Reservation Manager using the CA Server
Automation administrator user credentials and the following URL:

https://servername:port/ssrm

See your Installation Worksheet (see page 19) for these values.

4. Click Administer Your Reservation Manager.
The Administration page opens.

5. Click Manage your organizational units
The organization unit page opens.

6. Select Add from the Actions drop-down list.

The Add Organizational Unit wizard opens on the Define
Organizational Unit page.

7. Enter an organizational unit name, description, and click Next.

The Select Users/Attributes page opens.
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10.

11.

12.

13.

14.

15.

16.
17.

18.

Select the Identity Type, Attribute, Operator, and Value to display
the users or user groups to assign to the organizational unit.

Use the arrows to move one or more users or user groups from
the Available Users/Attributes window to the Selected
Users/Attributes window.

Click Next.

The Specify Pool Access page opens.

Select the resource pools for the organizational unit.
Click Next.

The Specify Image Access page opens.

Select the system images for the organizational unit.
Click Next.

The Specify Software page opens.

Select the software groups for the organizational unit.

Note: The software packages only appear if they have been
added.

Click Next.

The Manage Reservation Template Access page opens.
Select the reservation templates for the organizational unit.
Click Finish.

The Organizational Units page opens.

Verify that the organizational unit appears correctly.

Note: Double-click an organizational unit to edit the properties.

You have added an organizational unit.

Create and Configure Reservation Manager Resource Pools

To build the Reservation Manager resource pools, you first create the
resource pool and edit it for the advanced settings and features.
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Note: The addition of resource pools is performed in context to the
vSphere Datacenter at the time they are added. If the VMware
datacenter is renamed, the resource pools that are defined in the
Reservation Manager are no longer usable. Therefore, it is important
to stabilize the vSphere structure before adding resource pools.

Follow these steps:

1. Login to the Reservation Manager using the CA Server
Automation administrator user credentials and the following URL:

https://servername:port/ssrm

See your Installation Worksheet (see page 19) for the values.

2. Click Administer Your Reservation Manager.
The Administration page opens.

3. Click Manage your resource pools.
The Resource Pools page opens.

4. Select Add Virtual Pool from the Actions drop-down list in the
upper right corner of the Resource Pools list.

The Add Virtual Pool wizard opens to the Specify Pool page.

5. Enter the pool name and an optional description for the
Reservation Manager resource pool, and click Next.

This associates with one or more Reservation Manager resource
pools.

Note: Resource pool names are read-only after the pools are
saved.

The Specify Virtual Resource Pools page opens where you specify
the virtual resource pools that get assigned.

6. Verify or select the vCenter server where the datastore gets
assigned to the Reservation Manager resource pool.

7. Select Add from the Actions drop-down list.

The Add Resource Pool dialog opens so that you can assign
VMware virtual resource pools to this Reservation Manager
resource pool.
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10.

11.

Select a data center name, a cluster, or ESX server resource pool
as the target for VM creation, and one or more datastores.

(Optional) If your site is configured to use storage tiers, select an
existing tier or enter new a tier. Select this option for each
datastore to assign to the Reservation Manager resource pool.

Click OK.

The pool name Resources is a special case pool name that you
select to indicate that all resources on the cluster or ESX server
are available for use.

Note: You can view the usage for individual data stores before
making your selection. The data stores must always have enough
space to store all the virtual machines that are targeted to this
virtual resource pool.

You are returned to the previous page and a new row is added to
the table. You can add as many cluster or ESX server resource
pools to this Reservation Manager resource pool as you want.

The only limitation is that the same VMware vCenter server
manages the resource pools. The selected cluster or ESX server
resource pools are not associated with a different Reservation
Manager resource pool.

Click Next.

The Configure Settings page opens.
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12. Complete the following fields. These fields specify the limits on
the duration and number of virtual machines a user can request
when submitting a reservation for resources.

VM Name Prefix

Specifies a prefix for all virtual machine names that are built
in the Reservation Manager resource pool. You can also use
several variables instead of a specific name: %DATACENTER%,
%ORGUNIT%, %PROJECTID%, %RESERVATIONID%,
%RESOURCEPOOL%, %USERNAME%, or %HOSTSYSTEM%.

VM Base Name

Specifies the VM base name
VM Name Index Format

Specifies VM name index format
VM Name Suffix

Specifies the VM name suffix
Maximum Days

Limits the reservation length to a specified number of days.
Maximum Systems per User

Limits how many systems a user can reserve from the pool.
ITCM Domain Manager

Specifies the CA IT Client Manager domain manager that
manages the software that is installed on the virtual
machines. Verify or enter the value.

Scalability Server

Specifies the scalability server that installs the software to the
virtual machines on the Reservation Manager resource pool.
Verify or enter a value.
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13.

14.

15.
16.

17.

Delete After Power Down

Specifies the post processing that is performed at the
reservation end for the virtual machines that are associated
with this pool. This option is selected by default, so machines
are powered down and destroyed at the reservation end. If
unselected, the virtual machines are powered down only.

Grace Period
Specifies the grace period.
Click Next.
The Specify Access Policy page opens.

(Optional) Select the organizational units whose members are
granted access to the systems in the selected virtual resource
pool, then click Finish.

You can click Finish to skip the step in the following cases:

m  When an organizational unit that is granted access to the
resource pool is not listed.

m  When you are not sure of organizational units to grant access.
You can grant access to the resource pool later.

The Reservation Manager creates a resource pool with the same
name as the vCenter resource pool and displays a confirmation
message when the process completes successfully. The wizard
closes and the Add Virtual Pool page displays the new virtual
resource pool in the Resource Pools list.

The Resource Pool page opens.
Verify that the Reservation Manager resource pool was created.
Double-click a resource pool.

The Resource Pools Details page opens. This page contains three
tabs: Properties, Resource Pool Details, and Access Policy.

Click the Properties tab and provide the information.

See the CA Service Catalog section on your Installation Worksheet
(see page 19).
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18. Clear “Automatically approve reservation requests” checkbox.

19. Select “Allow user to specify the Administrator password”
checkbox.

20. Select “Allow users to take a VM snapshot” checkbox. Also,
update the Maximum Number of Snapshots count as required.

21. Click the Resource Pool Details tab.
The Resource Pool Details page opens.
22. (Optional) Edit or assign more datastores.
23. Click the Access Policy tab.
The Access Policy page opens.
24. (Optional) Add, edit, or remove any organizational units.
25. Click OK.

You have created and configured a resource pool.

Create and Configure Reservation Manager System Images
You now create the system images for the virtual machines.

Follow these steps:

1. Login to the Reservation Manager using the CA Server
Automation administrator user credentials and the following URL:

https://servername:port/ssrm

See your Installation Worksheet (see page 19) for these values.

2. Click Administer your Reservation Manager.
The Administration page opens.
3. Click Manage your system image inventory.

The System Images page opens. This page lists the inventory of
operating system images and virtual machine templates that are
available for users to select when reserving systems. From this
page, you can define the operating system images or virtual
machine templates to make available to users.
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Select Add VM Template from the Actions drop-down list to add
new virtual machine templates to the inventory.

The Add VM Template wizard opens on the Select Image page.

The information automatically populates based on the first
available template in vCenter.

Note: After you assign a VMware template to a Reservation
Manager system image, you cannot assign it to another system
and the template does not appear again.

Specify the following vCenter resources first to add the template
to the inventory: vCenter Server, Data Center Name, and Guest
OS Type. Then select the virtual machine template from the
Template Name list, add a template description, and click Next.

Note: Templates for VMware reservations must be in the same
data center as the resource pools available to users.

The Specify Custom Specification page opens.

Select the custom specification file to use to tailor settings for the
virtual machines to deploy using this template, and click Next.

Note: Because of the guest operating system type (Windows or
Linux) you selected, only the VMware custom specification files
for that operating system type appear. You can assign a VMware
custom specification file to multiple Reservation Manager system
images.

The Specify Software page opens.

Note: This screen is available only if you have the CA Server
Automation installed and integrated with the CA IT Client
Manager (Software Delivery). After you have imported the
Software Delivery packages and made them available, they
appear in the Available Software Group window.
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Policy Management

10.

11.

Move all software that you want to install on the system image
from the Available Software Group to the Selected Software
Group.

The Available Software Group list contains software that the
administrator has identified as being compatible with the selected
operating system. This list is filtered to display only software that
you are authorized to access. Authorization is based on the
organizational unit that your user name has been assigned to.

The selected software is installed on the system in the order it is
listed in the Selected Software Group list. Use the up and down
arrow buttons to modify the order of software in the list.

Click Next when finished. You do not have to select any software
on this page.

The Specify Access Policy page opens.

Select the organizational units whose members are granted
access to this virtual machine template, then click Finish.

Note: Before you grant access to users, grant the
rmadministrators user group access so you can test creating
reservations for virtual machine templates.

Click Finish to skip the step in the following cases:

m  When an organizational unit that is granted access to the
template is not listed.

m  When you are not sure of organizational units to grant access.
You can grant access to the resource pool later.

The System Images page opens and lists the template that has
been successfully added to the inventory.

You can double-click a system image to edit it.

You have created and configured Reservation Manager system
image.

For information about creating and managing policies, see the
Managing Policies chapter in CA Server Automation Administration
Guide.
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Specify a Prefix for Virtual Machine Names

You can specify a prefix for VMware virtual machines at the resource
pool level. A prefix provides a consistent naming convention.

Follow these steps:

1.

Log in to the Reservation Manager using the CA Server
Automation administrator user credentials.

Click Administer Your Reservation Manager.

The Administration page opens.

Click Manage your resource pools.

The Resource Pools page opens, and lists existing pools.
Double-click a resource pool.

The Resource Pool details page opens, with the Properties tab
displayed.

Select the values for the following fields:
VM Name Generation

Lets you choose whether to use a prefix or a specified name.
Reservation Manager appends the reservation ID to the name
or prefix.

Automatic using prefix
Lets you enter a prefix for the VM name.
Use specified name
Lets you specify a name in the VM Name field.

Default: Automatic using prefix
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VM Name Prefix
Specifies a VM name or prefix for the virtual machine names.
Default: none

Limits: Ten alphanumeric characters when the Automatic
using prefix field is selected. 15 alphanumeric characters
when the Use specified name field is selected.

Note: When creating the virtual machine names using either
a prefix or a specified name, the name must contain
alphanumeric characters or a hyphen. If you use any other
characters, they are automatically replaced with a hyphen.

VM Name Index Format
Specifies the VM name index format
Default: Automatic
6. Click OK.

You have specified the prefix.

Provision VMware ESX Host

A host is a physical machine on which the ESX software is installed.
Before Service Consumers begins reserving virtual machines, as a
Service Provider, you provision the ESX host for the virtual machines
for each organizational unit. As your organization grows, you can add
more ESX hosts.

Follow these steps:

1. Login to CA Service Catalog.

Note: Your enterprise administrator can provide you with the
necessary URL and access credentials.

2. Click Requests, CA Automation Suite for Clouds, Server
Automation Services, Infrastructure Management.

The Infrastructure Management offerings page open.
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Click Provision ESX Host.
The Provision ESX Host page opens.
Note: Fields marked with a red dot are required.

Select an Organizational Unit from the drop-down list, which is
the organizational unit that the ESX host machine is provisioned
for.

The System Image drop-down list populates. This list of available
ESX images are loaded from CA IT Client Manager.

Select a System Image from the drop-down list.

The System Image Details panel populates with the system image
Description and Operating System and the Software field
populates with the available software.

Complete the following fields:
Date and Time

Specifies the start and end date and time at which the ESX
host is available.

Quantity

Specifies the number of systems available in the ESX host.
CPUs

Specifies the number of CPUs available in the ESX host.
Memory (GB)

Specifies the minimum amount of memory in GB available in
the ESX host.

Disk Space (GB)

Specifies the minimum disk space available in GB available in
the ESX host.

Enter an Administrator Password to access the ESX host and then
enter the password again to confirm.

Click Fetch Available Systems.

The Available Systems field populates with the systems available
in Reservation Manager.
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9. Ctrl+Click the system that you want to use in the Available
Systems field.

Note: The Notification Email Address shows the email
identification of the requester. You cannot edit this field.

10. Click Add to Cart to continue adding more requests to the cart.
The request is added to the cart.

11. Click Check Out when you complete adding the requests.

12. Review your request details, and click Save and Submit.

A confirmation displays indicating your request was submitted.

Integrate CA Business Intelligence with CA Service
Catalog

Prerequisites for CA Business Intelligence Integration with CA
Service Catalog

Verify the following items before you start the CA Business
Intelligence configuration:
m  Ensure CA Service Catalog is installed.

m  Ensure CA Business Intelligence infrastructure has been installed
and validated.

m  Ensure Java JDK Version 1.7 or above (64 bit) is installed.

m  Use the 32-bit ODBC Administrator to Create an ODBC to MDB of
the CA Service Catalog database (see page 235) on the CA
Business Intelligence Server. See the Installation Worksheet under
CA Business Intelligence, CA Bl Data Source Name to MDB.

Note: Use the usmuser login for the System DSN ODBC
connection.
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Create DSN and ODBC Connection for CA Service Catalog

You can create an ODBC connection to the CA Service Catalog
Database.
Follow these steps:
1. Runthe odbcad32.exe file from the following location:
c:\Windows\SysWOw64\
The ODBC Data Source Administrator dialog opens.

24 ODBC Data Source Administrator

"User DSM  System DSN | File DS I Drivers | Tracing | Connection Poaoling | About |

System Data Sources:
MName | Drriver |

Bemove

Canfigure. ..

Il

An QDBC System data source stores information about how to connect to
the indicated data provider. A System data source is visible to all users
on this machine, including NT services.

il

QK Cancel Smplp Help
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2. Click the System DSN tab, and click Add.
The Create New Data Source wizard opens.

Create New Data Source E |

Select a driver for which you want to set up a data source.

Mame I V'il

| Microsoft Paradax-Treiber (~.db )
GER Microsoft Test Driver "hd; ~.csv)
Microsoft Text-Treiber (" td; ~.cav)

Microsoft Visual FoxPro Driver

Microsoft Visual FoxPro-Treiber
SCL Server
S0L Server Mative Client 10.0

a| | 3

ba o7 = — o o &

¢ Back I Finish I Cancel
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3. Select SQL Server from the driver list and click Finish.

The Create a New Data Source to SQL Server page opens.

Creakte a New Data Source to S0L Server X

Thiz wizard will help you create an ODBC data source that pou can use to
connect bo SCL Server.

“What name do you want to uge to refer to the data source?

}’Inl M arme: I-"-\S C
e e

Haw da you want ba describe the data source?

Diezcriptian: IEataIu:ug [atabaze

Wwhich SCL Server do you want to connect to?

Server IEataIDg Served j

Finizh I M et » Cancel Help

4. Enter the following parameters.

Name
Specifies the name of the database.
Example: ASC

Description
(Optional) Specifies the description of the data source.
Example: Catalog database

Server

Use the drop-down list and select the server where the
database resides. If a Named Instance of SQL is used, then
enter <SQL Server>\<Named Instance>.

Default: Catalog Server
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5.

Click Next:

The Create a New Data Source to SQL Server page opens.

Create a New Data Source to SQL Server E

How should SQL Server verify the authenticity of the login ID7

£ With Windows NT authentication using the netwark login 10,
jv:_l o With SQL Server authentication using a login |D and password
i entered by the user.
To change the network library used to communicate with SQL Server,
click Client Configuration.

Client Configuration ..

7 Connect to SGL Serverto obtain default settings for the
addtional configuration options.

Login 1D: ISEI

Password: Innnn.

< Back Mexd = Cancel Help

Select the With SQL Server authentication using a login ID and
password from the user option.

Select the Connect to SQL Server and obtain default settings for
the additional configuration options.
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8. Type a Login ID and Password with access to the MDB database,
and click Next.

The Microsoft SQL Server DSN Configuration page opens.

Create a New Data Source to SQL Server m

[V Change the default database to:
=
[~ Attach database filename:

&)

(eate temporary stored procedures for prepared SUL statements
and drop the stored procedures

~

0

& Only when you disconnect
Whenyou disconnect and as appropriate while you are

connected
[V Use ANSI quoted identifiers.
[V Use ANSI nulls, paddings and wamings.

< Back Next > Cancel Help
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9. Select the Change the default database to check box and select
the database name (mdb) from the drop-down list.

10. Click Next.

Create a New Data Source to SQL Server E
[~ Change the language of SGL Server system messages to:

||:J'|g|i$|'| j

II [~ Use strong encryption for data

¥ Perform translation for character data

Use regional settings when outputting cumency, numbers, dates and
r times.

[~ Save long unning queries to the log file:

[c:\TEMP\2\QUERY.LOG oz |
Long query time (milliseconds): Ig::::

[ Log ODBC driver statistics to the log file:

IC MTEMPYASTATS LOG Browse... |
< Back IWI Cancel | Help |
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11. Click Finish.

The ODBC Microsoft SQL Server Setup page opens.

ODBC Microsoft SOL Server Setup

A new ODBC data source will be created with the follawing
configur ation;

Microzoft SGL Server ODEC Driver Version 08,01, 7607 ﬂ

Data Source Mame: ASC

D ata Source Description: Catalog databaze
Server; CatalogServer

Databaze: mdb

Language: [Default)

Tranzlate Character Data: ves

Log Long Running Querigs: Mo

Log Driver Statistics: Mo

Uze Reqgional Settings: Mo

Frepared Statements Option: Drop temporany procedures on
dizconnect

Use Failover Server: Mo

Uze AMSI Quoted [dentifiers: ez

Use AMSI Null, Paddings and W arnings: es
D ata Encryption: Mo

I

Test Data Source. .. I ak. | Cancel |
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12. Click Test Data Source and verify the connection.
A confirmation message appears.

SQL Server ODBC Data Source Test |

— Test Results
Microsoft SAL Server QDBC Driver Version 06.01.7601 ;I

Running connectivity tests ..

Attempting connection
Connection established
Verfying option settings
Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!
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13. Click OK to close the message and click OK to close the ODBC
Microsoft SQL Server Setup page.

The ODBC Data Source Administrator page opens.
ﬂ ODBC Data Source Administrator

UserDSH System DSH IFiIe DS I Driversl Tracingl Connection P'l:u:ulingl About |

Syztem Data Sources:

Mame | Diiver | Add.. |
SCL Server

-_Fi SO E

Configure... |

An ODBC Syatem data source stores information abaout how ta connect to
D; the indicated data provider. & System data source iz vizible to all users
= on thiz machine, including MT services.

k. Cancel Spply Help

Note: Record the ODBC name of CA Service Catalog in the
Installation Worksheet (see page 19) under CA Business
Intelligence.

14. Click OK.

Note: If the MDB Database used by CA Service Catalog and
Software Delivery are created, a second ODBC Connection will
need to be created to this MDB Database. This step is performed
in the Post-Configuration section, but you could perform now if
products are installed and the MDB Database is created.

The DSN and ODBC connection are complete.
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Import CA Service Catalog Reports

Perform the following steps to import Business Intelligence Archive

Resource (BIAR) file.

Follow these steps:

Set Java home on the CA Bl Reporting server.

a. Right-click My Computer on your desktop and select
properties.

b. Click the Advanced Tab.

c. Click the Environment Variables.

d. Under System Variable, click New.

e. Enter the variable name as JAVA_HOME.

f.  Enter the variable value as the install path for the
Development Kit.

Example: C:\Java\JDK
g. Click OK.
h. Click Apply Changes.

Copy the BIAR folder from the CA Business Intelligence
media\Disk1\cabi\biconfig directory to the CABI Machine in any
directory(for example, C Drive(C:\biconfig)).

Note: If the biconfig folder does not exist under the C drive, then
create the biconfig folder.

Copy the SLCM_universe.biar file from \\<SLCM Application
Server>\CS$\Program Files\CA\Service Catalog\reporting\CABI\biar
to the C:\biconfig folder.

Copy xml_biar_import.xml file from the biconfig\Samples folder
into the biconfig root folder and rename to
xml_biar_import.catalog.xml.
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Edit xml_biar_import.catalog.xml file so that it reads similar to the
following example, which is outlined more generally in Step 4:
<?xml version="1.0"7>
<biconfig version="1.0">
<!-- Import BIAR file -->
<step priority="1">
<add>
<biar-file name="C:\biconfig\SLCM universe.biar">
<networklayer>0DBC</networklayer>
<rdms>MS SQL Server 2008</rdms>
<username>sa</username>
<password>password</password>
<datasource>ASC</datasource>
<server>Catalog Server Name</server>
</biar-file>
</add>
</step>
</biconfig>

Note: Verify that the name for <datasource> matches the DSN
name specified in the Installation Worksheet (see page 19) under
CA Business Intelligence, CA Bl Data Source Name to MDB. For
example, in the screenshot above, the DSN name is ASC.

In the Command Prompt window, change the directory to the
C:\biconfig location, and then execute biconfig.bat to import the
BIAR file using the following command:

biconfig —h “<CABI Server Name>" —u “<administrator>" —p
“<admin password>" —s “secEnterprise” —f

“xml_biar import.catalog.xml”
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7. Verify the import, as follows:
a. Review the biconfig.log file in the biconfig folder:

This file lists the status of the import. This file also includes
error messages if the BIAR file is not imported successfully.

b. Login to InfoView as a BusinessObjects Enterprise
administrator.

c. InInfoView, verify that you can view the CA SLCM Reports
under Public Folders/CA Reports/CA SLCM.
& Home | DocumentList | Open ~ | Send To « | Dashboards «

B & New - Add ~ Organie - Actions

= all Title
My Favorites Dashboard
& inbox
= Public Folders Flat Fie Reports
Administration Tooks
CA Reports ¥ Account Detalls
= CA SLCM
= | AdminReport *  Adjpustment Detalls
Dashboard
FlatFile Re. ¥ Inwokce Details
Usér Reports
% ) ca Standard Repc ¥ Ongoing Subscriptions to Services
Featrae Samphes
& Report Conwersion Te * Payment Details
* Report Samplas
Search Program ¥ Request Fulfillment Details

8. Change the catalog administrator password (default: spadmin).

Note: The new password must match the password that spadmin
uses to log in to CA Service Catalog.

To set the password, perform the following steps:

a. Loginto the BusinessObjects Enterprise Central Management
Console.

b. Click Users and Groups link under the Organize column.

c. Click User List.
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d. Double-click spadmin to open the Properties page.

e. Specify the password in both the Password and Confirm
fields.

f.  Click Save & Close. Log out from the Central Management
Console when done.

Importing of the CA Service Catalog reports is complete. See CA
Service Catalog Integration Guide for complete steps on importing
CA Service Catalog reports.

Configure CA Business Intelligence in CA Service Catalog

Follow these steps:

1.

Log in to CA Service Catalog as an administrator (for example,
spadmin).

Click the Administration, Configuration, CA Business Intelligence.

Option L& Business Inteiligrece(CABL)

LA AFH Web Serwices —

CA Autsmation Ssites Beservation Manager i stes
CA Business Intelligence(CARI) CHE Hedt Har HEG BT
LA Business Service Ingight S Port iaribar (LG4 SOB

A CrDn

LA EHDB Vevualiver Erulbis HTTE e

CA Process Astemation Hent Marme ASC.Ba0T
A Bawrwioy Bk Fort Marmber (L-43335)  BOSD

LA Workflen

Event Manager

File Stere Dnlarmat

Ml Sarvir

Portal

Rrguest SLA

Hule {ngise
Snrver Edar

Singh

=
Sysbem Dndo
Wnrr Dorf ot

Modify the following property values, as appropriate:
CMS Host Name

Enter the host name of the Business Objects XI CMS is
installed.

CMS Port Number
8080

Enable HTTPS
No
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Host Name

Enter the host name where the Business Objects XI InfoView
is installed.

Port Number

8080

4. Click Launch in the upper right corner and validate that you can
log in to BOXI InfoView.

5. Close Business Objects XI InfoView.
CA Service Catalog is integrated with CA Business Intelligence.

Note: The password of the CA Service Catalog user must match
the password of the CA Business Intelligence user.

Configure Trusted Authentication

See the CA Service Catalog Integration Guide for more information
about configuring the trusted authentication between CA Service
Catalog and CA Business Intelligence.

Follow these steps:

1. Login to Central Management Console as an administrator.

2. Click Authentication in the Manage section.

3. Double-click Enterprise, and perform the following steps on the
Enterprise screen:

a. Select the Trusted Authentication is Enabled check box.

b. Type a string of characters (like a password) in the Shared
Secret field.

c. Click Update to save the changes and close the window.
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4. On the CA Service Catalog server, browse to the
%USM_HOME%\reporting\CABI\ folder.

5. Open the TrustedPrincipal.conf file. Modify the following line so
that the shared secret entered in the CMC is placed after the
existing text. Save the file when done:

SharedSecret=

6. Restart the Service View service.

Verify the Integration

Follow these steps:

1. Login to CA Service Catalog as a Service Delivery Administrator
who has been authorized to view reports (that is spadmin).

Click the Reports link under the Home tab.
Click the InfoView button.

Click the Document List folder link.

v~ W

Expand the following folders: Public Folders, CA Reports, CA
SLCM.

6. Click the User Reports folder.

7. Right-click the User’s Request report and click View.
The Prompts dialog opens.

8. Perform the following steps:
a. Select the row Select User Action.

b. Select Requested by and click the right arrow button (>).
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c. Select the row by the name Select the Tenant for which you
run the report.

d. Select the Service Provider tenant, and click the right arrow
button (>).
e. Click Run Query.

Prompis b4

Reply to prompts befare running the guersy.

v Select Begin Date 1M4M970 12:00:00 AM
v Select End Date 142020 12:00:00 AM

W Select User Action Requested by
v

2ct the Tenant fo 1 the report b be run Forwarding

Refresh Valuss o Select the Tenant for which the report has to be...

End Uger-Tenant Forwarding
M

June 1, 2011 1:537:07 PR GhT-07:00

Enter your search pattern here | aﬁ -

|‘_? currently-selected values in listhox

Forwardinc

[ Run Guery ]l Cancel

9. Verify that no errors occur.
Lee's Requasts

'3 Femarirs ' ik of e cwaeds cwomd weerend 3 Eifled be o ol e beburer e pecfc peroi o e

e T . S
Lywms R T S

- s B

- i, St Sy

Note: If the error message, No data to retrieve in Query in the
report for the selected values appears, you can ignore it.
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Intedgrate CA Business Intelligence with Active
Directory

By integrating CA Business Intelligence with Active Directory you
reduce the amount of user maintenance required in the user
repository of BOXI.

Prerequisites for CA Business Intelligence Integration with Active
Directory

Verify the following items before you start the CA Business
Intelligence integration with Active Directory:

m  Verify that the CA Business Intelligence is installed, validated, and
pass through the authentication that is configured according to
the section, How to Integrate CA Business Intelligence with CA
Service Catalog (see page 234).

m  An Active Directory exists and (for best results) is populated with
appropriate users and groups.

m  CAEEMisinstalled and integrated with the Active Directory
according to Configure CA EEM for Active Directory.

m  CA Process Automation and CA Service Catalog have been
configured to use CA EEM for Authentication or Authorization.
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Confidgure CA Business Intelligence for LDAP Authentication

Follow these steps:

1. Click Start, All Programs, BusinessObjects XI 3.1, BusinessObjects
Enterprise, BusinessObjects Enterprise Central Management
Console.

2. Login to the Central Management Console as the BOXI
Application Administrator.

3. Click Authentication under the Manage column.

CENTRAL MAMAGEMENT CONSOLE

[CMC Home =] Welcome: Administrator | Help | Preferences | About | Log Out
a =1
- Organize Define Manage
Folders &%  Acress Leveks ¥ Instance Manager
Personal Folders 9% Calendars Applications
2 Categories E  Events ) Settings
&2 Personal Categories &% Sessions
B & oo
% Profiles TEEETE
= Inboxes
3 Servers

4. Double-click LDAP on the Authentication Page.

5. Click Start LDAP Configuration Wizard.
Loading... 7 Ox

LDWP has not yet been configured.

The LDAP Configuration Wizard will lead you through the steps required to set up LDWP Authentication,

Start LOWP Configuration Wizard |
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6.

10.

11.

Type the LDAP host name and Active Directory listening port, click
Add, and click Next.

LDAP

Please enter the LDAP hosts you are using.
Add LDAP host thostname :part): | | Add

CARA-WZKB-DIC01:389 Delete

Mext = Cancel

Select the LDAP Server Type as Microsoft Active Directory
Application, then click the Show Attribute Mappings link.

Choose the type of the LDAP directory you are wsing. You can customize the server parameters if required.

LDAP Server Type: KL Show Attribute Mappings

[<Previous INBIt>JFmsh|CchI

The attribute mappings appear.

Change the following attributes and click Next.
User Name

Value: sAMAccountName
Default User Search Attribute:

Value: sAMAccountName

Note: When the attributes are changed, the LDAP Server Type
value changes to Custom automatically.

Provide the Base LDAP Distinguished Name, and click Next.
For example, cn=users,dc=gsplab,dc=ca,dc=com

Provide the Distinguished Name and password, leave the default
for LDAP Credentials and Maximum Referral Hops, and click Next.

For example, CN=GSP
Admin,CN=Users,DC=GSPLAB,DC=ca,DC=com

For the Type of SSL authentication, accept the default as Basic (no
SSL) and click Next.
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12. For Authentication, accept the default as Basic (no SSO) and click
Next.

13. Set the appropriate LDAP Import options:
Mewr Alias Cptions

@+ Assign each added LDAP alias to an account with the same name
" Create 3 new account for every added LDAP alias
Alias Update Options
' Create new aliases when the alias Update occurs
" Create new aliases only when the user logs an
Mew User Options
" Mew users are created as named users

¥ Mew users are created as concurrent Lsers

14. Click Finish.

15. Map LDAP Member Groups. Type the group name in the Add
LDAP group (by cn or dn): Field, and click Add.

For example, cn=ForwardInc,cn=users,dc=gsplab.dc=ca,dc=com

Note: Do not prefix the LDAP group dn or cn with “secLDAP.”
Mapped LDAP Member Groups

Add LDAP group (by cnoor dn):l |

n=Forwardlnc cn=users,dc=gspiabdc=cadc=com — De'ﬁ’lﬁl
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16. On the same screen, verify that the following options are

17.

18.

selected:
m  New Alias Options:

Assign each added LDAP alias to an account with the same
name.

m  Alias Update Options:
Create new aliases when the Alias Update Occurs.
m  New User Options:
New users are creates as concurrent users.
m  Attribute Binding Options:
m  Select the Import Full Name and Email Address checkbox.

m  Select the Give LDAP attribute binding priority over AD
attribute binding checkbox.

Click Update to complete mapping.

a. Scroll to the top of the screen and verify the message, "LDAP
Authentication updated" appears.

b. Close the screen and return to the Authentication screen in
the Central Management Console.

Select Users and Groups from the Central Management Console
drop-down list.
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19. Verify that users are imported:

a. By default, the Group Hierarchy appears, showing the LDAP
groups added in Step—14.

b. Click User List and verify that LDAP users are imported.

20. Add the mapped LDAP groups to the appropriate CA Business
Intelligence groups by performing the following steps:

a. Click Group List. Right-click a group name and click “Add
Members to Group”.

b. Select the LDAP group, and click the ">" button.
c. Click OK.

Verify that the LDAP group shows up under the CABI group,
under Group Hierarchy.

For example, map cn=Report Admins to the CA Report Admins
group. In this example, the LDAP group members inherit privileges
to administer reports.

Verify the Integration
Repeat the steps for verifying the CA Business Intelligence integration

with CA Service Catalog (see page 249), logged in as a user
authenticated through LDAP.

Note: The LDAP user must have appropriate CA Business Intelligence
privileges to view a report. See the example in Step 19 of Configure CA
Bl for LDAP Authentication (see page 252) for one method of assigning
privileges.
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Configure CA IT Client Manader Software Delivery

Import Software Delivery Packages

Follow these steps:

1.

w

o v &

10.
11.

12.
13.

14.

15.

16.

Copy the Software Delivery Packages folder to CA IT Client
Manager server.

Open DSM Explorer.

Expand asc-sql — Domain.

Expand Software.

Expand Software Packages Library.

Right-click Software Package Library, and select New, Software
Group.

Enter a Name for the new Application Software Packages.
Click OK.

Right-click this new Application Software Package Group.
Select Import, Software Package.

Browser to the folder of each Software Package and highlight the
reginfo folder.

Click Choose.

Verify that the correct Path appears in the Register Software
Package window.

Check Source is on Manager.
Click OK.

The Package now appears under the new “Appliance” Software
Group.

Continue importing Software Delivery Packages until all packages
appear under the new “Appliance” Software Group.
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Create a Software Delivery Package to deploy Batch Files

Perform the following procedures:

m  DPM Shutdown Action Package (see page 258)

m  DPM Startup Action Package (see page 259)

DPM Shutdown Action Package

DPM Shutdown Action Package

1. Click new software group.

2. Right-click New, Software Package.

m  Name —DPM Machine Shutdown
m  Version—1.0

Click OK.

Expand the new package entry.

Click Software.

o v~ w

Right-click New volume, From Files.

m  Name —Shutdown

m  Source path
c¢:\DPM_shutdown_installer.bat
c:\DPM_shutdown_unistaller.bat
c:\DPM_shutdown_action.txt

7. Check Source is on Manager.

8. Click Procedures.

9. Right-click New, Procedure

m  Name —Install Action

m Task—Install

m  Embedded File: DPM_shutdown_installer.bat; parameters: >
Srf
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10. Add second procedure
m  Procedures, New, External Procedure
m  Name — Activate Shutdown
m  Task —Activate

m Embedded File: %WINDIR%\system32\shutdown.exe;
parameters: -s —f

OR

m  File: %WINDIR%\system32\tsshutdwn.exe; parameters:
/POWERDOWN

11. Add third procedure.
m  Procedures, New, Procedure
m  Name — Uninstall Action
m  Task — Uninstall

m  Embedded File: DPM_shutdown_unistaller.bat; parameters: >

Srf

Seal the package before deployment.

To Deploy Software Package, DPM picks up automatically.

DPM Startup Action Package

Follow these steps:

1. Click new software group.

2. Right-click and choose New, Software Package.
s Name — DPM Machine Startup

m  Version—1.0

Click OK.

Expand the new package entry.

Click Software.

o v & w

Right-click and choose New volume, From Files.

m  Name —Startup
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m  Source path
c:\DPM_startup_installer.bat
c:\DPM_startup_unistaller.bat
c:\DPM_startup_action.txt
c:\DPM_activate_action.bat
7. Check Source is on Manager.
8. Click Procedures.
9. Right-click and select New, Procedure.
m  Name - Install Action
m  Task—Install
m Embedded File: DPM_startup_installer.bat; parameters: > Srf
10. Add second procedure.
m Procedures, New, Procedure
m  Name — Activate Startup
m  Task —Activate
m Embedded File: c:\DPM_activate_action.bat
11. Add third procedure
m  Procedures, New, Procedure
m  Name — Uninstall Action
m  Task — Uninstall

m  Embedded File: DPM_startup_unistaller.bat; parameters: >

Srf
Seal the package before deployment.

To Deploy Software Package, DPM picks up automatically.
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Create a Software Delivery Package to Install an MSI Program

Follow these steps:

1. Click new software group.

2. Right-click and choose New, Software Package.
m  Name - Flash

m  Version—9.0

Click OK.

Expand the new package entry.

Click Software.

o v & w

Right-click and choose New volume, From Files.

m  Name - Flash.msi

m  Source path
c:\downloads\install_flash_player_active_x.msi

7. Check Source is on Manager.

8. Click Procedures.

9. Right-click and choose New, Procedure.

m  Name —Install

m  Task—Install

m Embedded File: install_flash_player_active_x.msi

m  General - MSI method: install

Seal the package before deployment.

To Deploy Software Package, DPM picks up automatically.
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CAIT Client Manader Installation and Configuration

Follow these steps:

1. Logintothe CAIT Client Manager and CA Server Automation
server.

Install Java JDK.
Connect remotely to the CA Process Automation Manager.

Click Configuration, Installation palette.

LA

Select Install Agent.

o

Click Install.
A message appears for you to run the application.
7. Click Run.
A Language Selection window opens.
8. Select English and click OK.
9. Click Next.

10. Select | accept the terms of the License Agreement, and click
Next.

11. Browse to the Java Home Directory:
C:\\Program Files\\Java\\ jdk1.7.0_51
12. Click Next.
13. Verify the Destination Directory, and click Next.
14. Verify CA Process Automation Agent is the Start Menu.

15. Verify that Create shortcuts for all users is checked. Click Next.

262 Implementation Guide



CA IT Client Manager Installation and Configuration

16. Verify that the Domain URL points to the CA Process Automation
Server. Click Next.

CA IT PAM Agent -W
Gasneral Properties

-

Agentriost |
Display Name |
AgentPort |
¥ Install as Windows Service

[+ Start Agent after Instalation

17. Verify that the Agent Host is the local server.

18. Verify that the Display Name is what you want.
19. Verify that the Agent Port is 7003.

20. Select the Install as Windows Service check box.
21. Select the Start Agent after Installation check box.
22. Verify the Scripts Temporary Directory.

23. Click Next. Click Finish.

Chapter 4: Configure the Components 263




CAIT Client Manager Installation and Configuration

Install Windows Automated Installation Kit

Follow these steps:
1. Copy Windows7AIK folder to CA IT Client Manager server.

2. Open and execute STARTCD.EXE using the Run as Administrator
option.

3. Select Windows AIK Setup.
Welcome window appears.
4. Click Next.
5. Select | Agree, and click Next.
The Select Installation Folder window opens.

6. Verify or Browse to the Folder where Windows Automated
Installation Kit is installed.

7. Verify that Everyone is selected, and click Next.
The Confirm Installation window opens.

8. Click Next.
The Installation Complete window opens.

9. Click Close, and Select Exit.
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Create and Register Boot Images

Follow these steps:

1.
2.

o v &

~

10.
11.

12.
13.

Open DSM Explorer.
Select the option In the future, do not show this dialog upon
startup, and click Close.
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5 oo Expiorer
4 & mzag - Domsn
B J_‘.‘c::-n.‘r:rc’w-—.
- &) satteare
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- gl Boa! ardl 05 Lrage Ly wry
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5) 05 Dragen
= ] Image Prepare Sprbee
) Local Boot tmage:
] Local 05 Images
= &) Wik
B poct Lracx |
Sl e 05 Dmasge
) Peguter Bock tmage
S Rogster 05 Image
) Lipudate Boci tmage
i iy Upclatr O Lrage
¥ ) Joba
3 ".![‘.'Qurr.
r. ] Palicrs
# | Cortroi Paned

Expand Software, Boot and OS Image Library, Image Prepare
Systems, Wizards, New Boot Image.

Click Next.

Select WINPE30.

Select Create Microsoft Windows PE Image and click Next.
Change the Image Name as winpe32 and click Next.

Verify or Browse to change the Microsoft Windows PE Image
Folder.

Verify or Browse to change the Windows AIK Installation Folder.
Click Next.

Verify that Default Windows PE Boot Loader file is selected and
that pxeboot.n12 is the value.

Click Next.
Click Finish.
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This process can take about five minutes to complete.

14. Click Run Wizard.

15. Select WINPE30x64 and click Next.

16.

Ca_ 1T Chent Manager
Mew Boot image: image Name [ Maeche | et | Fimiss || Comcnl |
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reCOmMEnded ks iU have dneady eated 3 boat mage of this fame name.

Thet rasmbser of charscters for the image file mame must not esosed sight charsders, Only thise chamcter are alowed:

1 the ginin Fragh fama dos ot Buve 86 extension sumber, thi creited Boat mage i
» DO%: «¥ruse Marna >3 (hard dik partman image] ans! <Irage Marma =3 (05 ratal mage]
& Wiesdows PL- < Frags Hasfs>. 3

I the gien rrage rame has an extenason numbser, the edtenson must be oo numene charsdter (190, The meated
bt TR e

o DDS; «mages Mame . <numtsers (05 nstal mage onid)

& Wissdows PE: < Image Hame ., < mambers

Irvcage Blarme; wngaid

Mostic ¥ you desscly anathie s you hies £0 aign th parematel BootSpaeckl of an OF rragh after I3 nigetraton

IHK]E] Finisk c—-ul]
Change the Image Name as winpe64 and click Next.
CaA 1T Chert Manager
Hew Boot knage: Soures Barch | Mok | Finish || Camcut |
ER ey r e Doeee » ftaas » Bowlnd Bl iowes Uiy ¢ ioess Pl ¢ ok = Me= bew =g
B e B sowme amw G

Herd you s 13 ety B empony fakler 1o #ord the mew Microsoflt Windows PL image. &0 axatnsg foider itould
ba empty. ¥ tha folder dodn nos st & wil b created.

Mireria Wisebrs P L Feddir: A\DEM S GOE S i Mlirt gt Y gthornt s 30054 | Birowenn |
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17. Verify or Browse to change the Microsoft Windows PE Image

Folder (default okay).

18. Verify or Browse to change the Windows AIK Installation Folder.
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19. Click Next.

New Boot image: Addiional Software

CM Bpiorw » kel - Domses » SoRtewes » Dot ared O frwce Lbesrs *

B soe
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caian Pries Sevies ok v R oot e

Shitware. (8> summary

Yoas may oy another Wissdows PE mebwork boot losder than the defsul paslasotml F.
Thet boott ioader fle must be within the root folder of the Miomsors Windows: FE mage, that vou provided in Ehe presious

W] SR,

= Default Windows PE Book Loader Fle posboot n12

" Speial Wissdows PE Boot Losder File:

Daevice detvers e for \Windows PE 3 stoved in o common drsser fokSer on the ool Frage Pregare Spstem
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Wissdows PE 3.0 Comieom [Driver Folder

¥ou can add mone devios drivers to th common dieer folder belone the new Momso® Windows PE mage wil b+

Created.

Pas SHbT 3 SOURE lelder wih the Sioronal tece dree fhes (0l 3opammte fof the mage.

Wimdows PE Devwice: Drtver Sounce Folder

|[Sona ]

20. Verify that Default Windows PE Boot Loader file is selected and
that pxeboot.n12 is the value.

21. Click Next.
22. Click Finish.

The command finished successfully message opens.

23. Click OK.
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1 Uiptiste Bt brage
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24. Select Register Boot Image, and click Next.

25. Verify that Register locally created Boot Image is selected.

26. Select the new Boot Image (winpe32.2).
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27. Click Next.

28.

29.
30.
31.
32.

33.
34.

35.

Yisu mebd 00 spacfy e D0 QST T FYG0H I 3 JOTEN. You My Chagdd TD FOSDer th mage dat i wel X 1o
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Tha irage & regebensd a8 sofwans package n 3 doman, Afbererards you ane abis to deploy Shy pacdage from the
Saftware Package Lbrary ta the oot servers of the domain,

= | Ropgister Bl e imiaspe darta aed Uit i it
Th: option cambines: tha features of both the abawe ootions

Soiltware Package Progerties
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Soltwars Package Verson: 12 1 0/00

BumBhing "mncel? T ]
Soltwarn Fackage Comment:
|

Verify Register both the Image data and the Image package is
selected.

Verify the Software Package Name.
Verify the Software Package Version.
Verify the Software Package Comments.

Click Next.

You nead 1o 1pacfy the DSM domain manager n whch 10 fegatir the ©e0s. On tha USM mans0n you need Create
Permissons foc the sacurty cis OF Installation Image 0 perform the openton.

The nealy dsolyed vakoes for DEM Manager, Security Authorty 3n0d User Mame 300 1 JCCordancs wih the nput
wopded dumg OSM Exploter log n,

Naw supphed vaboes 30w Sivd 0d iy De used 3000 Nt Trme you ue ths wiird,

Ok the Add button to 3¢ 3 newr enlry 1o the 2,

Cick the Remove Sutton 1o temowe tha selected entry from the et

osM |ascas ases com =] |Remove| Add|
¥ 0se Unified Logon for the selected DSM Manager
1 G of Galfied Logon the sthenticaton Setals Selow e 00t needed.

The Securty Authorty fas 10 e suppled 1 the UR] format with 3 precedng securty provider, 4.0. idagc/ /ca.com. The
It hghights the woported sedurty providens and the rebted suthortus:

o winat - Windows NT doman nirme o Windows DSM Mardger Compute: rame

« Idap o Maps - Drectory name

o nds - Tree nare

Secunty Authonty: | o ) X
User Name: | =) (Rewove) [(Add)
Password;
__.5:]51_] Finns ) c.—ul]

Verify the DSM Manager is correct.

Verify that Use Unified Logon for the selected DSM Manager is
selected.

Click Next.
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36.
37.
38.

39.
40.
41.

42.

43.
44.

The Register Boot Image Summary window opens.

Click Finish.

Verify and wait until the “Command finished successfully” opens.
Click Run Wizard.

Vou G Choose D repisher sther 3 baot Image Bported from a Softeare Paciape Library of 3 baot mage created on your
local Brage Frepare Sysbem.

7 Raghiter exported Boot Image from [older: B
Thi woftwirs phckige of the Bost mbde wii foportid bid coped b b B2l 66 B fibwadk foldr.

Chick mheg Bugtmen ba browri for B Toldr 0o S bas® Frage .
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:ﬁ'_ winpeldl WINFERNIA Windows PE 3.0 7T/ 2011 12:18:18 FM

| =
[ Bach | et ] Finish | _I'=--'-"H
Verify that Register locally created Boot Image is selected.
Select the new Boot Image (winpe64.2).

Click Next.

Wou nised o specify haw B0 regeter the mage n a doman. You may chaoss to repeter the imege data a0 well 26 to
repster this Image paciaps i 3 Software Faciape Libary.

i Register the image data onky

Tha rrags 3ty biong with poisble Boat parmeter defintond ok defsull vaiuel, vals Mngel 3nd COmmants ine
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i Rag it i paschcage i the Package Libewry caly

Tha Frags § regubankd BE SORwiGE DRCKIGH 1 B dorman, Aftermard you Bnk Mk 0 deploy thi package from the
Safrwire Pacicege Liboary ta the Boat dereers of the doman,

= | Register baoth the image data and the mape packages
Thi ootion combini the featuni of Bosh th Bk SotEni

Salvwans

F vou b chiden Do regalier 0 rrags B s 5o i Package LEcdry, you iy dgwirrde tha deglineed sof e pacage
g T

Soltvesrs Package Mame: wangaid 2
Soltwars Package Version; 121 37060

BsmBtimg “mnpesl H
Soltvears Package Comment;
|
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Verify Register both the Image data and the Image package is
selected.

Verify the Software Package Name.

Verify the Software Package Version.
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45.
46.

47.
48.

49.

50.

51.

Verify the Software Package Comments.

Click Next.

Wi st 1o apecty thi DSH SOman Mansper i wha o [e)Ete th mage. On the DSM manager o reed Creste
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Verify that the DSM Manager is correct.

Verify that Use Unified Logon for the selected DSM Manager is
selected.

Click Next.
Click Finish.
Verify and wait until the “Command finished successfully” opens.

Click OK.
freier EE

e —
= anc-agl  Domain
¥ i) Computers arel ey

52. Select New OS Image.
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53.

54.

55.
56.
57.

58.

59.

Click Next.
Mew 0% Image: Operating System Bach | memt | ol | Camel
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Select the Operating System that you wish to add (Windows

Server 2008 x64).
Click Next.
Enter an Image Name (w2k8-64).

Click Next.
Mew 05 Image: Source [ Sech || Wt | Finiss || Camcn ]
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Select CD/DVD Drive, Local or Network Folder, or Existing OS
Image Name and link to the Operating System Image files.

Click Next.

Chapter 4: Configure the Components 271



CA IT Client Manager Installation and Configuration

60.
61.

62.
63.
64.
65.

66.

67.
68.

Verify 1252 - Western European is selected.

Click Next.
Mew 03 image: Additional Software Bk | mem | Finish | Camenl
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Verify that Default Response File is selected.
Click Next.

Verify the Summary information.

Click Finish.

If CD/DVD was selected for the Operating System, then you will be
prompted to load media and click Continue, for each is disk or ISO
image.

Click OK.
Lacal OF Images
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Verify that the Local OS Images is highlighted.
Right-click the new OS Image (w2k8-64).
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69. Select Register OS Image in Connected Domain, Data and
Software Package.

70. Click OK.
71. Expand OS Images.
72. Highlight the new OS Image (w2k8-64).
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74. From the drop-down list change the Parameter Value to the
correct Boot Image created earlier (winpe64.2).

75. Click OK.

76. Close the DSM Explorer.
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Chapter 5: Upgrade to the Current Release

The new users can directly install CA Automation Suite for Clouds Release 1.7.1 as it
contains complete content. Installation of earlier version of CA Automation Suite for
Clouds is not required.

Upgrade in both the scenarios must be done as follows:

1. Upgrade the products.

2. Upgrade Foundation Console.

3. Upgrade CA ASC Server Automation-ESX content.

Depending on your existing environment, perform the steps provided in one of the

following sections to upgrade to current release of CA Automation Suite for Clouds Base
Configuration.

m  Upgrade from CA Automation Suite for Clouds Base Configuration 1.7 (see
page 275).

m  Upgrade from CA Automation Suite for Clouds Base Configuration 1.6 SP01 (see
page 290).

Upgrade from Release 1.7

In this scenario, you upgrade all products associated with CA Automation Suite for
Clouds Base Configuration Release 1.7.1 first, and then the content. For information on
upgrading the individual products, see the respective product documentation.

The following table provides the supported product version details of Release 1.7 and
the current release:

Product Name Supported Product Version  Supported Product Version
for Release 1.7 for Release 1.7.1

CA Service Catalog r12.8 CP02 with RO65483, r12.8 CP0O3 with RO70135
RO65485, and RO65486 patch
patches

CA Process Automation r4.1SP1 r4.1 SP1 orr4.2 SP1

CAEEM r12.0.7.57 r12.5 CR1

CA Server Automation r12.8.1 r12.8.2

CA Business Intelligence r3.3 r3.3
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When you upgrade the content pack some services, service options group and forms are
affected; in some cases report objects or plugins are modified.

Perform the following procedures to upgrade:

Review the Prerequisites (see page 276).

Upgrade CA EEM.

Upgrade CA Process Automation.

Apply CA Service Catalog Patches (see page 276).

1

2

3

4. Upgrade CA Server Automation.
5

6. Upgrade Content (see page 277).
7

Post Upgrade Configuration (see page 283).

Review the Prerequisites

Verify the following prerequisites before you begin the upgrade:
m  Set the environment variable for CA EEM on the CA Server Automation server.

Important! Solution upgrade is not supported if CA EEM and CA Server Automation
are installed on the same server.

To set the environment variable, open the System Properties, Advanced,
Environment Variables. Click System variables, New, and set the variable name as
CA_ALLOW_UNSUPPORTED_EEM and Variable value to True.

Apply CA Service Catalog Patches

To enable CA Service Catalog to work with CA Automation Suite for Clouds, apply the CA
Service Catalog r12.8 CP 3 and RO70135 patches to your installation.

Follow these steps:

1. Login to https://ca.com/support with your credentials.

2. Click Download Center, search for and download the following patches:
= CPO3
m RO70135

3. Extract the zip files.

4. Follow the instructions mentioned in the patch installation readme.

The patch is applied.

You have successfully completed installing CA Service Catalog and the required patches.
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Upgrade from Release 1.7

Upgrade Content

This section details the upgrade procedures for CA Automation Suite for Clouds
Foundation and CA Automation Suite for Clouds Base Configuration content.

1.
2.

Upgrade CA Automation Suite for Clouds Foundation Content (see page 277).

Upgrade CA Automation Suite for Clouds Base Configuration ESX Content (see
page 281).

Updrade CA Automation Suite for Clouds Foundation Content

Review Prerequisites

Upgrade Content

This section details the content upgrade procedures for CA Automation Suite for Clouds
Foundation.

Complete and verify the following items before you start upgrading the CA Automation
Suite for Clouds Foundation:

Back up all user data, groups, and other related items.
Verify ASC_Security_GlobalDataset is checked in and closed.

To verify, open the CA Process Automation client that is configured with existing CA
Automation Suite for Clouds. Navigate to Default Environment: Orchestrator. If
ASC_Security_GlobalDataset is checked out and open, check in and close. If the data
set is in the checked out state, upgrade can fail to update the data set.

Ensure that the latest patches are installed on the CA Service Catalog server.

Before you start upgrading, rename all the existing folders under the content packs
folder with a suffix, _old. This step prevents conflict among the new files that you are
going to deploy.

Follow these steps:

1.

Unzip CA ASC Base Foundation.zip contents from the media to the
%USM_HOME%/filestore/contentpacks folder.

Open the CA Service Catalog Command Prompt window, change directory to:
%USM_HOME%/filestore/contentpacks/CA ASC Base Foundation.

Copy the securityrealm folder that is under the CA ASC Foundation to the CA
Process Automation server.

Run DeployBaseConsole.cmd.
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5. Type the tenant ID at the following prompt.
Enter the id of the tenant you want to import the content pack into (Required):
Note: The tenant ID is case-sensitive.
For example, Forward Inc.

The installer automatically detects the existing version of the base model in your
environment, the following message appears:

6. Typey to continue to upgrade at the following prompt.

A previous version of CA ASC Foundation is detected, do you want to upgrade to
ASC 1.7.1? Press y to upgrade or any key to exit the setup:

Note: If an existing installation is not detected, the installation of CA Automation
Suite for Clouds Base Configuration Release 1.7.1 proceeds.

On successful upgrade, BUILD SUCCESSFUL message appears.
If the build has failed, press any key other than ‘y’ to exit the setup.
7. Press Enter at the following prompt.

Enter the name of CA PAM configuration to import process definitions to specific
CA PAM instance. Leave it blank to import process definitions into the default
CA PAM instance [INSTALLED DEFAULT]

8. Typey to continue at the following prompt.

Installation will re-start CA Service Catalog multiple times. Please press y to
continue or any key to exit: y

9. Press Enter at the following prompt.

Enter the name of CA PAM configuration to import process definitions to specific
CA PAM instance. Leave it blank to import process definitions into the default
CA PAM instance [INSTALLED DEFAULT]

10. Type the database credentials to configure ASC schema at the following prompts.
Enter Service Catalog Database Administrator (Default sa):

Enter Service Catalog Database Administrator Password:
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Verify Default Rules

11. Typey at the following prompt to proceed creating groups.

If build is successful, enter y to Create Groups or any key to exit the setup:

Following groups are created in CA EEM and assigns permissions to the service
offerings in CA Service Catalog as defined in the content pack groups properties file:

m  ASCgrp_baseconsole_NormalUser

m  ASCgrp_baseconsole_Admin

Note: The groups in CA EEM are used for the Request user to Service group offering. All
the permissions that are assigned in CA Automation Suite for Clouds before upgrade
remain unchanged. The CA EEM groups and permissions are in addition to the existing
Active Directory groups and set of permissions.

Ensure that the following sets of default CA Service Catalog rules that you disabled
during the content deployment are still disabled:

Following rules are located under Request/Subscription item change.

When Status is Submitted and Approval Process is driven by Workflow.

When Status is Pending Approval and Requested By and Requested For users are
different.

When Status is Pending Approval.
When Status is Fulfillment Canceled.
When Reservation Request is Rejected.
When Reservation Request is Approved.

When Status is Pending Fulfillment.
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Following rules located under Request Pending action item change.

Verify Datasets

When action is Canceled.

When action is Delegated.

When action is Returned.

When action is Taken.

When action is Transferred

When Fulfilled.

When Pending Approval actions are Assigned.

When Pending Approval actions are Assigned and Requested By and Requested For
users are different.

When Pending Fulfillment actions are Completed.
When Status is Approved.
When Status is Rejected.

When Pending Fulfillment actions are Assigned.

After you deploy the upgrade, verify the following dataset in CA Process Automation:

Verify Upgrade

ASC_Security_GlobalDataset

m  Login Parameters CHANGE ME
m  APP URLs CHANGE ME

m  AD Parameters CHANGE ME

m  EEM Parameters

Verify the upgrade by performing the following steps:

Follow these steps:

1.
2.

Log in to CA Service Catalog.
Click Catalog, Configuration, and Content Packs.

Content packs installed before and after CA Automation Suite for Clouds upgrade
appears.
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3. Verify that names and ID after upgrade appears correctly.

4. Verify that all users are available and you are able to log in to CA Service Catalog.

5. Verify that the users created using the User Onboarding procedure are available.
After you complete upgrading the CA Automation Suite for Clouds Foundation, continue

upgrading the CA Automation Suite for Clouds Base Configuration for ESX deployed in
your environment.

Upgrade CA Automation Suite for Clouds Base Configuration ESX Content

Review Prerequisites

Upgrade Content

This section details the content upgrade procedures for CA Automation Suite for Clouds
Base Configuration for ESX.

Complete and verify the following items before you start upgrading the ESX content
pack for CA Automation Suite for Clouds Base Configuration:

m  Verify that CA Automation Suite for Clouds Foundation upgrade is complete.
m  Make sure that ASC_Security_GlobalDataset is checked in and closed.

To verify, open the CA Process Automation client that is configured with existing CA
Automation Suite for Clouds. Navigate to Default Environment: Orchestrator. If
ASC_GlobalDataset is checked out and open, check in and close. If the data set is in
the checked out state, upgrade can fail to update the data set.

Before you start upgrading, rename all the existing folders under the content packs
folder with a suffix, _old. This step prevents conflict among the new files that you are
going to deploy.

Follow these steps:

1. Unzip CA ASC Server Automation - ESX.zip contents from the media to
%USM_HOME%/filestore/contentpacks.

2. Open a CA Service Catalog Command Prompt window, change directory to
%USM_HOME%/filestore/contentpacks/CA ASC Server Automation - ESX.

3. Run DeployServerAutomation-ESX.cmd.

4. Type the tenant ID at the following prompt.
Enter the id of the tenant you want to import the content pack into (Required):
Note: The tenant ID is case-sensitive.

For example, Forward Inc.
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The Installer automatically detects the existing version of the content pack in your
environment, the following message appears:

Type y to continue to upgrade.

An earlier version of CA ASC SA ESX Cartridge is detected, do you want to upgrade
to ASC 1.7.17 Press y to upgrade or any key to exit the setup:

If an existing installation is not detected, the installation of CA Automation Suite for
Clouds Base Configuration Release 1.7.1 proceeds.

Type y at the following prompt to proceed with upgrade.

Installation will re-start CA Service View multiple times. Please press y to
continue or any key to exit:

On successful upgrade, the BUILD SUCCESSFUL message appears.
If the build fails, enter any key other than y to exit the setup.
Press Enter at the following prompt.

Enter the name of CA PAM configuration to import process definitions to specific
CA PAM instance. Leave it blank to import process definitions into the default
CA PAM instance [INSTALLED DEFAULT]

Type the database credentials to configure ASC schema at the following prompts.
Enter Service Catalog Database Administrator (Default sa):

Enter Service Catalog Database Administrator Password:

Type y at the following prompt to proceed creating groups.

If build is successful, enter y to Create Groups or any key to exit the setup:
After the groups are successfully created, the following message opens.

Offering permissions set successfully in CA Service Catalog.

The following groups are created in CA EEM and assigns permissions to the service
offerings in CA Service Catalog as defined in the content pack groups properties file:

m  ASCgrp_sa_esx_Snapshots

m  ASCgrp_sa_esx_DataStore

m  ASCgrp_sa_esx_Reservation_Create

m  ASCgrp_sa_esx_Reservation_Extend

m  ASCgrp_sa_esx_Reservation_Return

m  ASCgrp_sa_esx_Reservation_Change

Note: The newly created groups in CA EEM are used for the Request user to Service
group offering. All the permissions and groups that are created in CA Automation
Suite for Clouds before upgrade remain unchanged. The new groups and
permissions are in addition to the existing set of permissions and groups.
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Verify Datasets in CA Process Automation

Verify Upgrade

After you deploy the CA Automation Suite for Clouds Base Configuration for ESX
upgrade, verify the following datasets in CA Process Automation:

m  ASC_GlobalDataset under the CA ASC folder.
m Login Parameters

m  APP URLs CHANGE ME

Verify the upgrade by performing the following steps:

Follow these steps:
1. Login to CA Service Catalog.
2. Click Catalog, Configuration, and Content Packs.

Content packs installed before and after CA Automation Suite for Clouds upgrade
appears.

3. Verify that names and ID after upgrade appears correctly.
You have completed the CA Automation Suite for Clouds Base Configuration for ESX

upgrade. All content packs are upgraded for CA Automation Suite for Clouds Release
1.7.1.

Post Upgrade Configuration

After you upgrade all products and content perform the following steps to complete the
upgrade:

m  Configure Super User on CA Server Automation (see page 283).

m  Configure CA Process Automation Datasets for ESX (see page 199).

Configure Super User on CA Server Automation

Perform the following procedure to enable the ability for multiple users to manage the
reservations lifecycle.

Follow these steps:

1. Loginto the CA Server Automation server.

2. Opena Command Prompt window, change directory to:
C:\CA\ServerAutomation\bin
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3. Run the following command:
dpmutil -set --super
4. Type the CA EEM credentials at the prompt.
5. Type 1 at the following prompt:
Enter the number for one of the following, or press enter for default:
6. Type the System Administrator credentials.

On the successful configuration, the Configuration finished successfully message
appears. You have completed setting the set super user.

7. Run the following command:
dpmutil -get --super
8. Type the CA EEM Administrator credentials at the prompt.
The Administrator username and platform details are displayed.

On the successful verification, the Configuration finished successfully message
appears again. You have verified the super user configuration.

Confidure CA Process Automation Datasets for ESX

Configure the CA Process Automation datasets to provide data to the CA Automation
Suite for Clouds Base Configuration automated processes for ESX. For more information
about datasets, see the CA Process Automation documentation.

Note: Configure Error Handling Parameters in ASC_GlobalDataset and then proceed
configuring the datasets that are listed in this topic.

The Datasets capture information of CA Server Automation and Reservation Manager
Host, port, userid, and password to connect to CA Server Automation. These details help
in provisioning, changing, and snapshot features. In addition, datasets also capture CA
Service Catalog, CA Process Automation host, and login credentials to initiate the web
services. These details help the solution to get the information from CA Service Catalog
and update the request states.

Follow these steps:

1. Loginto the CA Process Automation console.
2. Click the Library tab from the home page.

3. Click the CA ASC folder.

4. Click ASC_GlobalDataset and Check Out.

Note: Delete all the unwanted or unused dataset values to ensure proper
connection.
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Click Login Parameters CHANGE ME and complete the following details:
userlD

Specifies the CA Service Catalog Administrator user name.

Value: spadmin
password

Specifies the CA Service Catalog Administrator password.
businessUnit

Specifies the CA Service Catalog business unit name (This value is
case-sensitive).

SAM_User

Specifies the CA Server Automation Administrator user name.
SAM_Password

Specifies the CA Server Automation Administrator password.
SpecAM_Touchpoint

If the CA Process Automation Agent is installed on CA Server Automation, then
enter the Touchpoint value. This information is used for the datastore and
VMware ESX provisioning.

Click APP URLs CHANGE ME and complete the following details:
SLCM_URL
Specifies the CA Service Catalog URL.
ITPAM_URL
Specifies the CA Process Automation URL.
SAM_URL

Specifies the CA Server Automation URL.
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Click Misc Parameters CHANGE ME and complete the following details:
Administrator_Email

Specifies the administrator email.
VC_ESX_HostName

Specifies the ESX host name. This information is used in VMware ESX
provisioning.

VC_Datacenter_Name

Specifies the Datacenter name. This information is used in VMware ESX
provisioning.

VC_Server_Name

Specifies the vCenter server name. This information is used in VMware ESX
provisioning.

SpecAM_Home

Specifies the CA Server Automation bin folder path. This information is used in
VMware ESX provisioning.

SpecAMTouchpoint

Specfies the SpecAM Touchpoint. If the CA Process Automation Agent is
installed on the CA Server Automation server, then enter the Touchpoint value.
This information is used for the datastore and VMware ESX provisioning.

ESX_HostUser

Specifies the ESX host user name. This information is used in VMware ESX
provisioning.

Value: root

ESX_OperationRetry
Specifies the retry count, when the operation fails.
Default: 3

ESX_WaitAttempts
Specifies the number of attempts during the wait period.
Default: 5

ESX_WaitTime
Specifies the time interval between each attempt.
Default: 60

StorageAdminOrAdminGroup

Specifies the storage admin.
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WindowsAdmin
Specifies the Windows VM template parameters.

Specify the AdminPassword value for the default template. This value is used
when the template is not available in the valuemap. Continue creating index
values for each Windows VM Template:

Expand the Windows Admin folder, add Indexed Value. A new parameter set is
added.

Expand Parameters, and add the following values:
Template

Specifies the name of the Windows virtual machine template.
AdminUserName

Specifies the user name of the virtual machine that accesses the newly
provisioned Windows VM using the template.

Default: administrator
AdminPassword
Specifies the administrator password.
IsPasswordProvided
Specifies whether password is provided or not.
Change the parameter value to True if the password is provided.

Default: False
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LinuxAdmin
Specifies the Linux VM template parameters.

Specify the AdminPassword value for the default template. This value is used if
the template is not available in the valuemap. Continue creating index values
for each Linux VM Template:

Expand the LinuxAdmin folder, Add Indexed Value. A new parameter set is
added.

Expand Parameters, and add the following values:
Template

Specifies the name of the Linux virtual machine template.
AdminUserName

Specifies the user name of the virtual machine that accesses the newly
provisioned Linux VM using the template.

Default: root
AdminPassword

Specifies the administrator password.
SSHPort

Specifies the port where SSH service is listening on the newly provisioned
Linux virtual machine with the template.

Default: 22
UseSudo

Specify true if you want to use the sudo user in the Linux environment. For
information about configuring the sudo user, see the Update the sudoers
File (see page 207) section.

IsPasswordProvided
Specifies whether password is provided or not.
Change the parameter value to True if password is provided.
Default: False
PAMHome
Specifies the CA Process Automation installation path.
Example: C:\Program Files (x86)\CA\PAM
StorageOwner

Specifies the name of storage server that is configured with CA Server
Automation.
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8. Click AD Login Parameters CHANGE ME and complete the following details:

Adding these parameters allows you to toad secondary users as local administrator
to the provisioned machine.

domainName
name of domain
Example: ca
domainAdmin
Specifies the domain administrator name.
domainAdminPassword
Specifies the domain administrator password.
isDomainAdminPassswordProvided
Specifies whether domain administrator password is provided or not.
Change the parameter value to True if the password is provided.
Default: False
9. Click Pam Parameters CHANGE ME and complete the following details:
pamMachineAdmin
Specifies the CA Process Automation machine administrator user name.
Default: Administrator
pamMachineAdminPassword
Specifies the CA Process Automation machine administrator password.
10. Click Storage and enter the details of the following storage services.

Note: If Storage is configured, highlight the Storage Value Definition for the storage
integration.

m storageSpecAMTouchpoint

m storageSpecAM_Host_Admin

m storageSpecAM_Host_Password
m storageTierBronzelabel

m storageTierSilverLabel

m storageTierGoldLabel

Note: If the CA Process Automation Agent has been installed on CA Server
Automation, then enter the Touchpoint in the SpecAM_Touchpoint field.
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11. Click Save.
12. Click Check In.

13. Close ASC_GlobalDataset.

You have configured the CA Process Automation content for CA Automation Suite
for Clouds Base Configuration for ESX.

Upgrade from Release 1.6 SPO1

In this scenario, you upgrade all products associated with CA Automation Suite for
Clouds Base Configuration Release 1.6 SPO1 first, and then the content. For information
on upgrading the individual products, see the respective product documentation.

The following table provides the supported product version details of Release 1.6 SPO1

and the current release:

Product Name

Supported Product Version
for CA Automation Suite for
Clouds Release 1.6 SP01

Supported Product Version
for Release 1.7.1

CA Service Catalog

r12.7 with RO60036 (CP05)
and RO60274 patches orr12.8
with RO58569 (CP01) and
RO60273 patches

r12.8 CP0O3 with RO70135
and RO65483 patches

CA Process Automation

r4.0 SP1 CP02 or r4.1 SP1

r4.1 SP1 orr4.2 SP1

CA EEM r8.4orrl12.0.7.57 r12.5 CR1
CA Server Automation r12.8 r12.8.2
CA Business Intelligence  r3.3 r3.3
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When you upgrade the content pack some services, service options group and forms are
affected; in some cases report objects or plugins are modified.

Perform the following procedures to upgrade:

1
2
3
4
5.
6
7
8

Review the Prerequisites (see page 291).

Upgrade CA EEM.
Upgrade CA Process Automation.
Upgrade CA Server Automation.

Upgrade CA Service Catalog (see page 292).

Apply CA Service Catalog Patches (see page 276)

Upgrade Content (see page 277).
Post Upgrade Configuration (see page 301).

Review the Prerequisites

Verify the following prerequisites before you begin the upgrade:

Set the environment variable for CA EEM on the CA Server Automation server.

Important! Solution upgrade is not supported if CA EEM and CA Server Automation
are installed on the same server.

To set the environment variable, open the System Properties, Advanced,
Environment Variables. Click System variables, New, and set the variable name as
CA_ALLOW_UNSUPPORTED_EEM and Variable value to True.

Access the Published Service Offering in CA Service Catalog r12.7

The published service offering in CA Service Catalog r12.7 is sometimes not accessible by
default. You must request or subscribe to the service offering to access them.

Follow these steps:

1.

2
3
4.
5
6

Log in to CA Service Catalog.

Click Catalog, Service Offerings, Offerings.

Select a published service offering from the left menu.
Click Permissions tab, Groups.

Select the groups to grant permission.

Click Save.

You can access the published services.
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Upgrade CA Service Catalog
Apply patches on CA Service Catalog 12.8 environment.
Review Prerequisites to Upgrade CA Service Catalog

The following patch is required to upgrade CA Service Catalog:
m  RO65483
Follow these steps:

1. Login to https://ca.com/support with your credentials.

2. Click Download Center, search for and download the patches.

You have the required patches to upgrade CA Service Catalog.
Upgrade CA Service Catalog
Perform the following steps to upgrade CA Service Catalog.

Follow these steps:
1. Login to the existing CA Service Catalog server as an administrator.

2. Upgrade CA Service Catalog (see page 136).

On successful upgrade, the installer prompts you to run the setup utility.

Run Setup Utility (see page 141).
Configure the Database Module (see page 143).

Configure the Security Module (see page 146).

o v &~ w

Run the SQL query configureMSSQLMDB.sql on MDB.
The SQL query is available in patch RO65483.

Important: Ensure that you run the SQL query, after configuring the security
module and before configuring the components module of Setup Utility.

7. Configure the Components Module (see page 148).

You have successfully completed CA Service Catalog upgrade.
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Apply CA Service Catalog Patches

To enable CA Service Catalog to work with CA Automation Suite for Clouds, apply the CA
Service Catalog r12.8 CP 3 and RO70135 patches to your installation.

Follow these steps:

1. Loginto https://ca.com/support with your credentials.

2. Click Download Center, search for and download the following patches:

m CPO3
= RO70135

3. Extract the zip files.

4. Follow the instructions mentioned in the patch installation readme.

The patch is applied.

You have successfully completed installing CA Service Catalog and the required patches.

Update CA Service Catalog Content

Perform the following steps to upgrade CA Service Catalog content.

Follow these steps:

1. Login to CA Service Catalog as an Administrator.

2. Click Administration, Configuration.

3. Click CA Process Automation

CA Process Automation Configurations
QOrder of configuration: Load > Configure = Test

4 CA Process Automation * (itpam)

Property -
Certificate File Path on CA Process Automation
Enable Automatic Retry
Enable HTTPS
Host Name
Key File Path on CA Process Automation
Password for Certificate on CA Process Automation
PEM Certificate File Name
Port Number (1-65535)
Retry Count (0-10)
Retry Interval (0-3600) (in secs.)
Use Certificate for Authentication
User I

User Password

Launch Load

Value
Mot Configured
Yes
No

Mot Configured
Mot Configured
ITPAMCertfile.pem
8080

3

15

No

pamadmin

Sk

Add Delete

Configure Test

Modify

23355823 583%44%
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4. Click Load in the upper right corner.

Load Configuration

Hote: Loading takes few minutes. Please wat during the process.

¥ zer imported version of CA4 Process Automation Objects a5 current
varsion

¥ Make imported Custom Operators/Sensors available

Lood T concer

5. Complete the following settings:

m  Select Set imported version of CA Process Automation Objects as current
version.

m Select Make imported Custom Operators/Sensors available.
6. Click Load.

Message lram webpage E

Are you sure you wank bo losd this conbent? Press OK bo load the
cortert and Cancel otherwise

i |

7. Click OK.

Mesgmge lrom webpage B

Content was loaded successfuly, For help with sddtionsl
I % configuration instructions phasss check e documentation,

[ o

8. Click OK, when the content has successfully loaded.

9. Click Configure in the upper right corner.

Mesgage from welpage E

|-\ Configuration successiul

10. Click OK.

You have successfully updated the required content.
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Upgrade Content

This section details the upgrade procedures for CA Automation Suite for Clouds
Foundation and CA Automation Suite for Clouds Base Configuration content.

1.
2.

Upgrade CA Automation Suite for Clouds Foundation Content (see page 277).

Upgrade CA Automation Suite for Clouds Base Configuration ESX Content (see
page 281).

Updrade CA Automation Suite for Clouds Foundation Content

Review Prerequisites

Upgrade Content

This section details the content upgrade procedures for CA Automation Suite for Clouds
Foundation.

Complete and verify the following items before you start upgrading the CA Automation
Suite for Clouds Foundation:

Back up all user data, groups, and other related items.
Verify ASC_Security_GlobalDataset is checked in and closed.

To verify, open the CA Process Automation client that is configured with existing CA
Automation Suite for Clouds. Navigate to Default Environment: Orchestrator. If
ASC_Security_GlobalDataset is checked out and open, check in and close. If the data
set is in the checked out state, upgrade can fail to update the data set.

Ensure that the latest patches are installed on the CA Service Catalog server.

Before you start upgrading, rename all the existing folders under the content packs
folder with a suffix, _old. This step prevents conflict among the new files that you are
going to deploy.

Follow these steps:

1.

Unzip CA ASC Base Foundation.zip contents from the media to the
%USM_HOME%/filestore/contentpacks folder.

Open the CA Service Catalog Command Prompt window, change directory to:
%USM_HOME%/filestore/contentpacks/CA ASC Base Foundation.

Copy the securityrealm folder that is under the CA ASC Foundation to the CA
Process Automation server.

Run DeployBaseConsole.cmd.
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5. Type the tenant ID at the following prompt.
Enter the id of the tenant you want to import the content pack into (Required):
Note: The tenant ID is case-sensitive.
For example, Forward Inc.

The installer automatically detects the existing version of the base model in your
environment, the following message appears:

6. Typey to continue to upgrade at the following prompt.

A previous version of CA ASC Foundation is detected, do you want to upgrade to
ASC 1.7.1? Press y to upgrade or any key to exit the setup:

Note: If an existing installation is not detected, the installation of CA Automation
Suite for Clouds Base Configuration Release 1.7.1 proceeds.

On successful upgrade, BUILD SUCCESSFUL message appears.
If the build has failed, press any key other than ‘y’ to exit the setup.
7. Press Enter at the following prompt.

Enter the name of CA PAM configuration to import process definitions to specific
CA PAM instance. Leave it blank to import process definitions into the default
CA PAM instance [INSTALLED DEFAULT]

8. Typey to continue at the following prompt.

Installation will re-start CA Service Catalog multiple times. Please press y to
continue or any key to exit: y

9. Press Enter at the following prompt.

Enter the name of CA PAM configuration to import process definitions to specific
CA PAM instance. Leave it blank to import process definitions into the default
CA PAM instance [INSTALLED DEFAULT]

10. Type the database credentials to configure ASC schema at the following prompts.
Enter Service Catalog Database Administrator (Default sa):

Enter Service Catalog Database Administrator Password:
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Verify Default Rules

11. Typey at the following prompt to proceed creating groups.

If build is successful, enter y to Create Groups or any key to exit the setup:

Following groups are created in CA EEM and assigns permissions to the service
offerings in CA Service Catalog as defined in the content pack groups properties file:

m  ASCgrp_baseconsole_NormalUser

m  ASCgrp_baseconsole_Admin

Note: The groups in CA EEM are used for the Request user to Service group offering. All
the permissions that are assigned in CA Automation Suite for Clouds before upgrade
remain unchanged. The CA EEM groups and permissions are in addition to the existing
Active Directory groups and set of permissions.

Ensure that the following sets of default CA Service Catalog rules that you disabled
during the content deployment are still disabled:

Following rules are located under Request/Subscription item change.

When Status is Submitted and Approval Process is driven by Workflow.

When Status is Pending Approval and Requested By and Requested For users are
different.

When Status is Pending Approval.
When Status is Fulfillment Canceled.
When Reservation Request is Rejected.
When Reservation Request is Approved.

When Status is Pending Fulfillment.
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Following rules located under Request Pending action item change.

Verify Datasets

When action is Canceled.

When action is Delegated.

When action is Returned.

When action is Taken.

When action is Transferred

When Fulfilled.

When Pending Approval actions are Assigned.

When Pending Approval actions are Assigned and Requested By and Requested For
users are different.

When Pending Fulfillment actions are Completed.
When Status is Approved.
When Status is Rejected.

When Pending Fulfillment actions are Assigned.

After you deploy the upgrade, verify the following dataset in CA Process Automation:

Verify Upgrade

ASC_Security_GlobalDataset

m  Login Parameters CHANGE ME
m  APP URLs CHANGE ME

m  AD Parameters CHANGE ME

m  EEM Parameters

Verify the upgrade by performing the following steps:

Follow these steps:

1.
2.

Log in to CA Service Catalog.
Click Catalog, Configuration, and Content Packs.

Content packs installed before and after CA Automation Suite for Clouds upgrade
appears.
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3. Verify that names and ID after upgrade appears correctly.

4. Verify that all users are available and you are able to log in to CA Service Catalog.

5. Verify that the users created using the User Onboarding procedure are available.
After you complete upgrading the CA Automation Suite for Clouds Foundation, continue

upgrading the CA Automation Suite for Clouds Base Configuration for ESX deployed in
your environment.

Upgrade CA Automation Suite for Clouds Base Configuration ESX Content

Review Prerequisites

Upgrade Content

This section details the content upgrade procedures for CA Automation Suite for Clouds
Base Configuration for ESX.

Complete and verify the following items before you start upgrading the ESX content
pack for CA Automation Suite for Clouds Base Configuration:

m  Verify that CA Automation Suite for Clouds Foundation upgrade is complete.
m  Make sure that ASC_Security_GlobalDataset is checked in and closed.

To verify, open the CA Process Automation client that is configured with existing CA
Automation Suite for Clouds. Navigate to Default Environment: Orchestrator. If
ASC_GlobalDataset is checked out and open, check in and close. If the data set is in
the checked out state, upgrade can fail to update the data set.

Before you start upgrading, rename all the existing folders under the content packs
folder with a suffix, _old. This step prevents conflict among the new files that you are
going to deploy.

Follow these steps:

1. Unzip CA ASC Server Automation - ESX.zip contents from the media to
%USM_HOME%/filestore/contentpacks.

2. Open a CA Service Catalog Command Prompt window, change directory to
%USM_HOME%/filestore/contentpacks/CA ASC Server Automation - ESX.

3. Run DeployServerAutomation-ESX.cmd.

4. Type the tenant ID at the following prompt.
Enter the id of the tenant you want to import the content pack into (Required):
Note: The tenant ID is case-sensitive.

For example, Forward Inc.
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The Installer automatically detects the existing version of the content pack in your
environment, the following message appears:

Type y to continue to upgrade.

An earlier version of CA ASC SA ESX Cartridge is detected, do you want to upgrade
to ASC 1.7.17 Press y to upgrade or any key to exit the setup:

If an existing installation is not detected, the installation of CA Automation Suite for
Clouds Base Configuration Release 1.7.1 proceeds.

Type y at the following prompt to proceed with upgrade.

Installation will re-start CA Service View multiple times. Please press y to
continue or any key to exit:

On successful upgrade, the BUILD SUCCESSFUL message appears.
If the build fails, enter any key other than y to exit the setup.
Press Enter at the following prompt.

Enter the name of CA PAM configuration to import process definitions to specific
CA PAM instance. Leave it blank to import process definitions into the default
CA PAM instance [INSTALLED DEFAULT]

Type the database credentials to configure ASC schema at the following prompts.
Enter Service Catalog Database Administrator (Default sa):

Enter Service Catalog Database Administrator Password:

Type y at the following prompt to proceed creating groups.

If build is successful, enter y to Create Groups or any key to exit the setup:
After the groups are successfully created, the following message opens.

Offering permissions set successfully in CA Service Catalog.

The following groups are created in CA EEM and assigns permissions to the service
offerings in CA Service Catalog as defined in the content pack groups properties file:

m  ASCgrp_sa_esx_Snapshots

m  ASCgrp_sa_esx_DataStore

m  ASCgrp_sa_esx_Reservation_Create

m  ASCgrp_sa_esx_Reservation_Extend

m  ASCgrp_sa_esx_Reservation_Return

m  ASCgrp_sa_esx_Reservation_Change

Note: The newly created groups in CA EEM are used for the Request user to Service
group offering. All the permissions and groups that are created in CA Automation
Suite for Clouds before upgrade remain unchanged. The new groups and
permissions are in addition to the existing set of permissions and groups.
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Verify Datasets in CA Process Automation

Verify Upgrade

After you deploy the CA Automation Suite for Clouds Base Configuration for ESX
upgrade, verify the following datasets in CA Process Automation:

m  ASC_GlobalDataset under the CA ASC folder.
m Login Parameters

m  APP URLs CHANGE ME

Verify the upgrade by performing the following steps:

Follow these steps:
1. Login to CA Service Catalog.

2. Click Catalog, Configuration, and Content Packs.

Content packs installed before and after CA Automation Suite for Clouds upgrade
appears.

3. Verify that names and ID after upgrade appears correctly.
You have completed the CA Automation Suite for Clouds Base Configuration for ESX

upgrade. All content packs are upgraded for CA Automation Suite for Clouds Release
1.7.1.

Post Upgrade Configuration

After you upgrade all products, make sure to perform the following configuration to
complete the upgrade:

m  Update the vCenter AIM Servers (see page 302) information on CA Server
Automation.

m  Configure Super User on CA Server Automation (see page 302).

m  Configure CA Service Catalog (see page 303).

m  Disable Default CA Service Catalog Rules (see page 304).

m  After upgrade if the values in the dataset are missing, continue to configure CA
Process Automation Datasets for CA Automation Suite for Clouds Foundation (see
page 179).

m  After upgrade if the values in the dataset are missing, continue to configure CA
Process Automation Datasets for VMware ESX (see page 199).

m  Configure Touchpoint on CA Server Automation (see page 311).
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Update the vCenter AIM Servers

Sometimes after upgrading the CA Server Automation the vCenter AIM Server details
disappears. Manually add the missing information to the CA Server Automation
configuration.
Follow these steps:
1. Login to the CA Server Automation server.
Example: <https://<host name>:<port number>/Ul/>
2. Click Management, Administration, Configuration.
3. From the left menu, click the vCenter Server link from the Provisioning section.
The vCenter Server page opens.
4. Click the + button in the vCenter AIM Server section.
Add vCenter AIM Server dialog pops-up.
5. Complete the following details, and click OK:
vCenter AIM Server
Specifies the vCenter AIM Server name.
vCenter Server
Specifies the vCenter Server name.

6. Verify that a green check mark icon appears in Status.

Configure Super User on CA Server Automation

Perform the following procedure to enable the ability for multiple users to manage the
reservations lifecycle.

Follow these steps:

1. Loginto the CA Server Automation server.

2. Opena Command Prompt window, change directory to:
C:\CA\ServerAutomation\bin

3.  Run the following command:

dpmutil -set --super
4. Type the CA EEM credentials at the prompt.
5. Type 1 at the following prompt:

Enter the number for one of the following, or press enter for default:
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6. Type the System Administrator credentials.

On the successful configuration, the Configuration finished successfully message
appears. You have completed setting the set super user.

7. Run the following command:
dpmutil -get --super
8. Type the CA EEM Administrator credentials at the prompt.
The Administrator username and platform details are displayed.
On the successful verification, the Configuration finished successfully message

appears again. You have verified the super user configuration.

Confidure CA Service Catalog
Perform the following procedure after upgrading CA Service Catalog to Release 12.8.

Follow these steps:
1. Login to CA Service Catalog as an administrator.
2. Click Administration, Configuration.
3. Click CA Process Automation.
The CA Process Automation Configurations page opens.
4. Click the Load button.
The Load Configuration Dialog appears.

5. Select the Set imported version of CA Process Automation Objects as current
version check box.

6. Select the Make imported Custom Operators/Sensors available check box.
7. Click the Load button.
A confirmation message appears.
8. Click OK.
9. Click Configure.
A confirmation message appears.
10. Click OK.

11. Login to the CA Process Automation server as the CA Process Automation
Administrator.

12. Click the CA SLCM folder.
13. Double-click SLCM_GlobalDataset, and click Check Out.
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14. Click Login Parameters CHANGE ME and enter the following details:
password
Specifies the CA Service Catalog Administrator password.
15. Click Misc Parameters CHANGE ME and complete the following details:
m  Update the administrator user ID in the Administrator field, if missing.

m If a Mail Server is configured, enter the Administrator_Email and
EmailFromAddress.

16. Click Save, and then Check In the changes.

This procedure enables CA Service Catalog to push the latest CA Process
Automation processes into the CA Process Automation server.

Disable Default CA Service Catalog Rules

If you are already using any of the following default CA Service Catalog rules in your
environment, we recommend disabling them. Because, default rules create conflict with
the CA Automation Suite for Clouds content whenever a request is raised. Additionally,
if you have created custom actions for the default CA Service Catalog rules, add the
actions again to the new set of rules.

Disable the following rules that are located under Request/Subscription item change:

m  When Status is Submitted and Approval Process is driven by Workflow.

m  When Status is Pending Approval and Requested By and Requested For users are
different.

®  When Status is Pending Approval.

m  When Status is Fulfillment Canceled.

®  When Reservation Request is Rejected.
®  When Reservation Request is Approved.

m  When Status is Pending Fulfillment.

Disable the following rules that are located under Request Pending action item change.
m  When action is Canceled.

m  When action is Delegated.

®  When action is Returned.

m  When action is Taken.

m  When action is Transferred.

m  When Fulfilled.

m  When Pending Approval actions are Assigned.
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m  When Pending Approval actions are Assigned and Requested By and Requested For
users are different.

m When Pending Fulfillment actions are Completed.
m  When Status is Approved.
m  When Status is Rejected.

m  When Pending Fulfillment actions are Assigned.
Configure CA Process Automation Datasets for ESX

Configure the CA Process Automation datasets to provide data to the CA Automation
Suite for Clouds Base Configuration automated processes for ESX. For more information
about datasets, see the CA Process Automation documentation.

Note: Configure Error Handling Parameters in ASC_GlobalDataset and then proceed
configuring the datasets that are listed in this topic.

The Datasets capture information of CA Server Automation and Reservation Manager
Host, port, userid, and password to connect to CA Server Automation. These details help
in provisioning, changing, and snapshot features. In addition, datasets also capture CA
Service Catalog, CA Process Automation host, and login credentials to initiate the web
services. These details help the solution to get the information from CA Service Catalog
and update the request states.

Follow these steps:

1. Loginto the CA Process Automation console.

2. Click the Library tab from the home page.

3. Click the CA ASC folder.

4. Click ASC_GlobalDataset and Check Out.

Note: Delete all the unwanted or unused dataset values to ensure proper
connection.

5. Click Login Parameters CHANGE ME and complete the following details:
useriD
Specifies the CA Service Catalog Administrator user name.
Value: spadmin
password
Specifies the CA Service Catalog Administrator password.
businessUnit

Specifies the CA Service Catalog business unit name (This value is
case-sensitive).
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SAM_User

Specifies the CA Server Automation Administrator user name.
SAM_Password

Specifies the CA Server Automation Administrator password.
SpecAM_Touchpoint

If the CA Process Automation Agent is installed on CA Server Automation, then
enter the Touchpoint value. This information is used for the datastore and
VMware ESX provisioning.

Click APP URLs CHANGE ME and complete the following details:
SLCM_URL
Specifies the CA Service Catalog URL.
ITPAM_URL
Specifies the CA Process Automation URL.
SAM_URL
Specifies the CA Server Automation URL.
Click Misc Parameters CHANGE ME and complete the following details:
Administrator_Email
Specifies the administrator email.
VC_ESX_HostName

Specifies the ESX host name. This information is used in VMware ESX
provisioning.

VC_Datacenter_Name

Specifies the Datacenter name. This information is used in VMware ESX
provisioning.

VC_Server_Name

Specifies the vCenter server name. This information is used in VMware ESX
provisioning.

SpecAM_Home

Specifies the CA Server Automation bin folder path. This information is used in
VMware ESX provisioning.
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SpecAMTouchpoint

Specfies the SpecAM Touchpoint. If the CA Process Automation Agent is
installed on the CA Server Automation server, then enter the Touchpoint value.
This information is used for the datastore and VMware ESX provisioning.

ESX_HostUser

Specifies the ESX host user name. This information is used in VMware ESX
provisioning.

Value: root

ESX_OperationRetry
Specifies the retry count, when the operation fails.
Default: 3

ESX_WaitAttempts
Specifies the number of attempts during the wait period.
Default: 5

ESX_WaitTime
Specifies the time interval between each attempt.
Default: 60

StorageAdminOrAdminGroup
Specifies the storage admin.

WindowsAdmin
Specifies the Windows VM template parameters.

Specify the AdminPassword value for the default template. This value is used
when the template is not available in the valuemap. Continue creating index
values for each Windows VM Template:

Expand the Windows Admin folder, add Indexed Value. A new parameter set is
added.

Expand Parameters, and add the following values:
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Template
Specifies the name of the Windows virtual machine template.
AdminUserName

Specifies the user name of the virtual machine that accesses the newly
provisioned Windows VM using the template.

Default: administrator
AdminPassword
Specifies the administrator password.
IsPasswordProvided
Specifies whether password is provided or not.
Change the parameter value to True if the password is provided.

Default: False
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LinuxAdmin
Specifies the Linux VM template parameters.

Specify the AdminPassword value for the default template. This value is used if
the template is not available in the valuemap. Continue creating index values
for each Linux VM Template:

Expand the LinuxAdmin folder, Add Indexed Value. A new parameter set is
added.

Expand Parameters, and add the following values:
Template

Specifies the name of the Linux virtual machine template.
AdminUserName

Specifies the user name of the virtual machine that accesses the newly
provisioned Linux VM using the template.

Default: root
AdminPassword

Specifies the administrator password.
SSHPort

Specifies the port where SSH service is listening on the newly provisioned
Linux virtual machine with the template.

Default: 22
UseSudo

Specify true if you want to use the sudo user in the Linux environment. For
information about configuring the sudo user, see the Update the sudoers
File (see page 207) section.

IsPasswordProvided
Specifies whether password is provided or not.
Change the parameter value to True if password is provided.
Default: False
PAMHome
Specifies the CA Process Automation installation path.
Example: C:\Program Files (x86)\CA\PAM
StorageOwner

Specifies the name of storage server that is configured with CA Server
Automation.
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8.

10.

Click AD Login Parameters CHANGE ME and complete the following details:

Adding these parameters allows you to toad secondary users as local administrator
to the provisioned machine.

domainName
name of domain
Example: ca
domainAdmin
Specifies the domain administrator name.
domainAdminPassword
Specifies the domain administrator password.
isDomainAdminPassswordProvided
Specifies whether domain administrator password is provided or not.
Change the parameter value to True if the password is provided.
Default: False
Click Pam Parameters CHANGE ME and complete the following details:
pamMachineAdmin
Specifies the CA Process Automation machine administrator user name.
Default: Administrator
pamMachineAdminPassword
Specifies the CA Process Automation machine administrator password.
Click Storage and enter the details of the following storage services.

Note: If Storage is configured, highlight the Storage Value Definition for the storage
integration.

m storageSpecAMTouchpoint

m storageSpecAM_Host_Admin

m storageSpecAM_Host_Password
m storageTierBronzelabel

m storageTierSilverLabel

m storageTierGoldLabel

Note: If the CA Process Automation Agent has been installed on CA Server
Automation, then enter the Touchpoint in the SpecAM_Touchpoint field.
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11.
12.
13.

Click Save.
Click Check In.
Close ASC_GlobalDataset.

You have configured the CA Process Automation content for CA Automation Suite
for Clouds Base Configuration for ESX.

Configure Touchpoint in CA Server Automation

Perform the following procedure to configure a touchpoint that is required for creating
the datastore. This procedure requires you to first install the CA Process Automation
agent on the CA Server Automation server, and then configure the touchpoint.

Follow these steps:

1.

vk W

N o

10.

11.

Log in to the CA Server Automation server.

Open a web browser and launch CA Process Automation client.
Log in as CA Process Automation Administrator (pamadmin).
Click the Configuration tab.

Click the Installation palette.

Click Install for Install Agent

At the File Download prompt, click Run to start the installer. If you receive a
security warning, click Run.

The Language Selection dialog opens. The language of the host computer is selected
by default.

Click OK or select another language and click OK.

The welcome page of the CA Process Automation Agent Setup wizard appears.
Click Next.

The License Agreement opens.

Read the license. If you accept the terms, click | accept the terms of the License
Agreement. Click Next.

The Set Java Home Directory page opens.
If the displayed Java home directory is not correct, browse to the JRE folder.
The default JRE folder for Windows follows, where jre has a release-specific name:

C:\Program Files\Java\jre
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12. Click Next.
The Select Destination Directory page opens. The default path follows:
C:\Program Files\CA\PAM Agent

13. Click Next to accept the default or enter a destination directory for the new agent,
and click Next.

The Select Start Menu Folder page opens.

14. (Windows only) Click Next to accept CA Process Automation Agent as your Start
menu shortcut or type a new name and click Next.

15. (Optional) Create short cuts for all users on this host.
16. (Optional) Suppress the short-cut creation entirely.

17. Examine the Domain URL and the URL of the Domain Orchestrator from which you
launched the agent installation. Click Next.

18. Complete the General Properties page as follows:

a. Accept the Agent Host name entry. This name identifies the host from which
you started the installation.

b. Change or accept the default Display Name, the host name.

c. Accept 7003 as the Agent Port unless this port is used. Alternatively, enter
another port number such as 57003.

d. If you launched the agent installation from a Windows host, select Install as
Windows Service.

e. (Optional) Select Start Agent After Installation.

Starting the agent lets you view the active agent and continue with the agent
configuration.

19. Click Next to accept the default temporary directory for executing scripts or enter
another path and then click Next.

Note: An acceptable path contains no spaces.
The Set PowerShell execution policy page opens.

20. Read the displayed explanation and complete the setting in one of the following
ways.

m If you use Windows PowerShell, select the Remote Signed check box to set the
PowerShell execution policy and browse to the PowerShell host location. Click
Next.

This setting enables you to run Windows PowerShell scripts through this agent.
m If you do not use Windows PowerShell, click Next.

The CA Process Automation agent installation begins.
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21.
22.
23.
24,
25.

26.
27.
28.
29.

30.

31.

32.
33.

Click Finish.

Start the agent service. Click Start, Programs, CA, agent-name, Start agent service.
Click the Configuration Browser palette on the Configuration tab.

Click Refresh.

Expand Agents and verify that your agent name is listed.

Continue configuring touchpoint in CA Process Automation.

Expand Configuration.

Click the Configuration Browser palette.

Expand Domain.

Right-click Default Environment, and select Lock.

Expand Agents, right-click the agent name, select Configure touchpoint at, Default
Environment.

The Add Agent Touchpoint popup appears.
Enter the name of the touchpoint and click OK.

The newly added touchpoint appears under All Touchpoints, under Domain, Default
Environment.

Click Save.
Right-click Default Environment, and select Unlock.

You have configured the touchpoint on the CA Server Automation server.
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Chapter 6: Uninstall the Solution

As a Service Provider, you can uninstall CA Automation Suite for Clouds Base
Configuration when you no longer need it.

Important! Uninstall CA Automation Suite for Clouds Base Configuration for ESX first
and then uninstall the CA Automation Suite for Clouds Foundation.

The following diagram illustrates how a Service Provider uninstalls the solution:

Uninstall the Solution

Uninstall CA Automation Suite for
Clouds Base Configuration

Service Provider l

Uninstall CA Automation Suite for
Clouds Foundation

Follow these steps:

1. Uninstall CA Automation Suite for Clouds Base Configuration for ESX (see page 315).

2. Uninstall CA Automation Suite for Clouds Foundation (see page 318).

Uninstall CA Automation Suite for Clouds Base Confiduration
for ESX

Uninstall CA Automation Suite for Clouds Base Configuration by performing the steps
that are provided in this section.
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Delete Data Views
You delete data views to remove the report builder settings.

Follow these steps:
1. Login to CA Service Catalog as an Administrator.
2. Click Administration, Report Builder, Data Views.
3. Expand the Chargeback folder from the Data View List.
4. Delete the following data views:

m  Get Server Costs By Cost Center

m  Get VM Reservations By Cost Center

m  Get VM Reservations For Month

m  Get Server Costs By Cost Center - SSRM

m  Get VM Reservations By Cost Center - SSRM

m  Get VM Reservations For Month - SSRM

You have deleted the data views that are associated with chargeback.

Uninstall Content Packs

Follow these steps:

1. Loginto CA Service Catalog.

2. Click Catalog, Configuration, Content Packs.

3. Click the CA ASC Server Automation - ESX content pack.

Note: Verify that the Status of all the items in the Content section is in Enabled
state before you click uninstall.

4. Click Uninstall.

Note: If you are uninstalling from an upgraded environment, it is important to
follow the order to complete the uninstall process. For CA Automation Suite for
Clouds Release 1.7.1, uninstall the CA ASC Server Automation - ESX

(CA_ASC SA_ESX_v1.7.1_en) content pack.

The selected content pack is uninstalled.
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Remove CA Process Automation Content

Follow these steps:

Open CA Process Automation client.

Click the Library tab and navigate to the Orchestrator.
Delete the CA ASC folder.

Eal S

Empty the Recycle Bin to permanently delete files.

Remove plugin.jar Files from CA Service Catalog

Follow these steps:
1. Login to the CA Service Catalog server.
2. Stop CA Service Catalog service from the Windows Services console.
Note: For CA Service Catalog 12.8, stop the CA Service Catalog service.
3. Browse to the %USM_HOME%\view\webapps\usm\WEB-INF\lib folder.
Note: For CA Service Catalog 12.8, browse to the %USM_HOME%/lib folder.
4. Locate the following jar file and delete the file.
ASCESXPlugins.jar
5. Navigate to %USM_HOME%/filestore/plugins/ and delete the following folders:
m com.ca.asc.sa.esx.chargeback.plugins.org-plugin
m com.ca.asc.sa.esx.chargeback.plugins.template-plugin
m com.ca.asc.sa.esx.chargeback.plugins.eemgroups-plugin
m com.ca.asc.sa.esx.chargeback.plugins.servicefolder-plugin
m com.ca.asc.sa.esx.chargeback.plugins.costcenter-plugin
m com.ca.asc.sa.esx.chargeback.plugins.department-plugin
m com.ca.asc.sa.esx.chargeback.user-reservations-select-plugin
6. Start the CA Service Catalog service from the Windows Services console.

Note: For CA Service Catalog 12.8, start the CA Service Catalog service.

Remove CA EEM groups from CA EEM

Follow these steps:
1. Login to CA Service Catalog.

2. Click Administration, Users.
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3. Click the CA-EEM button.
The CA EEM screen opens.

4. Select the CA Service Catalog instance from the Application drop-down, and log in
to CA EEM.

5. Navigate to the Manage Identities tab, select Groups submenu.
6. Click the Go button to list all groups.

7. Select the following groups one after the other, and click the Delete icon to remove
the CA EEM group:

m  ASCgrp_sa_esx_Snapshots

m  ASCgrp_sa_esx_DataStore

m  ASCgrp_sa_esx_Reservation_Create

m  ASCgrp_sa_esx_Reservation_Extend

m  ASCgrp_sa_esx_Reservation_Return

m  ASCgrp_sa_esx_Reservation_Change
m  ASCgrp_sa_esx_Power_Functions

m  ASCgrp_sa_esx_offering_admin

Remove Storage Tables from Database

Follow these steps:
1. Login to the database (MDB) using sa credentials.
2. Delete the following tables in the same order as listed:
a. usm_asc_department
b. usm_asc_cost_center
c. usm_asc_policy_org
d. usm_asc_policy_master
e. usm_asc_policy_price

f. usm_asc_storage

Uninstall CA Automation Suite for Clouds Foundation

After you uninstall CA Automation Suite for Clouds Base Configuration, follow the steps
that are provided in this section to uninstall CA Automation Suite for Clouds Foundation.
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Uninstall Content Pack

Follow these steps:

1.
2.
3.

Log in to CA Service Catalog.
Click Catalog, Configuration, Content Packs.
Click the CA ASC Foundation content pack.

Note: Verify that the Status of all the items in the Content section is in Enabled
state before you click uninstall.

Click Uninstall.

Note: If you are uninstalling from an upgraded environment, it is important to
follow the order to complete the uninstall process. For CA Automation Suite for
Clouds Release 1.7.1, uninstall the ASC Foundation Console (CA_ASC_FC v1.7.1 _en)
content pack.

The selected content pack is uninstalled.

Remove CA Process Automation Content

Follow these steps:

1.
2.

oW

Open the CA Process Automation client.
Click the Library tab, and navigate to the Orchestrator.
Delete the CA ASC Base Console folder.

Empty the Recycle Bin to permanently delete files.

Enable CA Service Catalog Default Rules

Follow these steps:

1.

2
3.
4

Log in to CA Service Catalog.
Navigate to the Administration tab.
Select Event-Rules-Actions.

Select Request Subscription Item Change.
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5. Enable the following rules:

m  When Reservation Request is Approved
m  When Reservation Request is Rejected
m  When Status is Fulfillment Canceled
m  When Status is Pending Approval
m  When Status is Pending Fulfillment
m  When Status is Pending Approval and Requested By and Requested For users
are different
m  When Status is Submitted and Approval Process is driven by Workflow
6. Click Done.

7. Select Request Pending Action Change.

8. Enable the following rules:

m  When action is Canceled
m  When action is Delegated
m  When action is Returned
m  When action is Taken
m  When action is Transferred
m  When Fulfilled
m  When Pending Approval actions are Assigned
m When Pending Approval actions are Assigned and Requested By and Requested
For users are different
m  When Pending Fulfillment actions are Assigned
m  When Pending Fulfillment actions are Completed
m  When Status is Approved
m  When Status is Rejected
9. Click Done.

Remove plugin.jar Files from CA Service Catalog

Follow these steps:

1. Login to the CA Service Catalog server.

2. Stop CA Service Catalog service from the Windows Services console.

Note: For CA Service Catalog 12.8, stop the CA Service Catalog service.
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Browse to the %USM_HOME%\view\webapps\usm\WEB-INF\lib folder.
Note: For CA Service Catalog 12.8, browse to the %USM_HOME%/lib folder.
Locate the following JAR file and delete the file.

FoundationConsolePlugins. jar

Navigate to %USM_HOME%/filestore/plugins/ and delete the
com.ca.puma.base.console.plugins-get-user-groups folder.

Start the CA Service Catalog service from the Windows Services console.

Note: For CA Service Catalog 12.8, start the CA Service Catalog service.

Remove CA EEM groups from CA EEM

Follow these steps:

1.
2.
3.

Log in to CA Service Catalog.

Navigate to Administration, Users submenu.

Click the CA-EEM button.

The CA Embedded Entitlements Manager screen opens.

Select the CA Service Catalog instance from the Application drop-down, and log in
to CA EEM.

Navigate to the Manage |dentities tab, select Groups submenu.
Click the Go button to list all groups.

Select the following groups one after the other, and click the Delete icon to remove
the CA EEM group:

m  ASCgrp_baseconsole_NormalUser

m  ASCgrp_baseconsole_Admin
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Chapter 7: Create a Reporting Dashboard

As a Service Provider you create and configure the CA Business Intelligence
(BusinessObijects XlI) reporting server for the Service Delivery Manager (or their
delegates) who generates reports.

Create a Reporting Dashboard

- Create the QODBC Database

Review Prerequisites )
Connection

Import BIAR File

Service Provider l'

Integrate CA Service
Catalog with
BusinessObjects
Enterprise

Add a Dashboard - — Configure Content 4 Administer Dashboards
Elements

A

Follow these steps:

Review the Prerequisites (see page 324).

Create the ODBC Database Connection (see page 324).

Import the BIAR file (see page 327).

Administer Dashboards (see page 331).

Configure Content Elements (see page 332).

1.
2.
3
4. Integrate CA Service Catalog with BusinessObjects Enterprise (see page 328)
5
6
7

Add Dashboards (see page 334).
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Review the Prerequisites

To complete all tasks in the scenario, you must have the following items:

m  Access to the CA Business Intelligence server and the following parameter values:
m  BoHost (Name of the CA Business Intelligence server)
m  BoUser (CA Business Intelligence Username, typically Administrator)
m  BoPassword (CA Business Intelligence password)

These values are required for you to complete the import BIAR file.

m  Access to the CA Business Intelligence Enterprise Java InfoView server

m  Access to the BusinessObjects Enterprise server.

m  Access to the CA Server Automation server.

m  Access to the BIAR file and CA Server Automation installation media.

Note: You can find the required information in the installation worksheet (see
page 19).

Create the ODBC Database Connection

You can create an ODBC database connection on both CA Server Automation server and
CA Business Intelligence server.

Create DSN on the CA Server Automation Server

Create a system Data Source Name (DSN) to the underlying CA Server Automation
database (SQL database) before using the CA Server Automation reports in CA Business
Intelligence.

Follow these steps:

1. Click Start, Administrative Tools, Data Sources (ODBC) on the CA Server Automation
server.

The ODBC Data Source Administrator window appears.

2. Click the System DSN tab, and click Add.
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3.

4.

Select the SQL Server driver for your data source and click Finish.

The wizard opens for you to create a data source and connect to SQL Server.

Microsoft SQL Server DSN Configuration [ X| I

This wizard will help you create an ODBC data source that you can use to
connect to SAL Server.

'J What name do you want to use to refer to the data source?

2
———l—t———
How do you want to desciibe the data source?
Description: ISetvetAulOOB

‘Which SOL Server do you want to connect to?
Server. |asc-dev-sa ~|

Finish I Next > Cancel Help

Complete the following details, and click Next:

The authentication page opens.
Microsoft SQL Server DSN Configuration

How should SOL Server verity the authenticity of the login 107

 With Windows MT authentication using the netwark login (D

= With S0L Server authentication uzsing a login 1D and password
entered by the user.

14 g"q'tpa‘e To change the network, library uzed to communicate with SOL Server,
gﬁsoiﬂ et click Client Configuration.
A

Client Canfiguratiar...

LConnect ko SOL Server to obtain default zettings for the
v ok L . -
additional configuration options.

Login D I

Pazzword: I

< Back I Mest » I Cancel Help
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5. Select the following options and click Next:

a. Select the With SQL Server authentication using a login ID and password
entered by the user option.

b. Select the Connect to SQL Server to obtain default settings for the additional
configuration options check box.

c. Type the SQL Server Database Login ID and Password, and click Next.
The default database page opens.
™ [hange the defaull database lo)

[oomZ 3

a ™ Attach database filename:
i)

V' Use ANSI quoted identifiers.
V' Use ANSI nulls, paddings and wamings.

= Jge '.",:“.'t" Loerveriftne | ary SUL Serve
oy altable
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Import the BIAR file

6. Select the database name from the drop-down list, and click Next.

The default configuration page opens.

Microsoft SQL Server DN Configuration x| |
[~ iChange the language of SAL Server system messages to

| Engiish =

[~ Use strong encryption for data

W Perfom translation for character data

Uze regional settings when outputting currency, numbers, dates and
r times.

IE:"\TEMF"\'I'\E!UEFIY.LDG Biowse. |
Long query time [milizeconds]: |3|:||:|E||j

[~ Log ODBC driver statistics to the log file:

IE:'\TEMF"\'I\ST.-’-'«TS.LDG Browse... |
< Back I Finizh I Cancel | Help |

7. Use the default configuration, and click Finish.

8. Test the Data Source connection.

9. Click OK.

10. Click OK to complete DSN creation for CA Business Intelligence.
The DSN is created.

Create DSN on CA Business Intelligence Server

Perform the same steps as detailed in Create DSN on the CA Server Automation Server
section for the CA Business Intelligence server.

Import the BIAR file

You import the BIAR file to view CA Business Intelligence reports for CA Server
Automation. The BIAR file consists of CA Server Automation reports and universes. All
users must import the BIAR file manually to view reports in the Enterprise Java InfoView
application.
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Follow these steps:
1. Access the CA Automation Suite for Clouds media.

2. Copy the contents of the DVD1\Reports directory into the installed destination
folder on the CA Server Automation server.

For example: C:\Program Files\CA\Server Automation\Reports.
3. Apply read/write permissions to the Reports\BlConfig directory.
4. Modify the am_biar_import.xml file and replace the required properties.

This file contains information for the BIAR file name and DB credentials.

<?xm] wersion="1.0"7>
<biconfig version="1.0">

<!-— Import BIAR Tile --»
<step priority="1"»
<add:>

<biar-file name="C:“\serverautoReportshiReportshsServerAutomation. biar”s
<netwarklayaer>0DEC</network]ayer>
<rdms=mMs SgoL Server 2005</rdmss
<lsernamessa</ Usernameas
<passwordsrewwwawssle nasswords
<datasourcexserverautobB«  datasources
<serverzasc-dev-sa</server:s

< /hiar-file>
< adds
</step>
< /biconfigs

Important! For security reasons, clear the DB credentials from the xml import file
after the BIAR file is imported.

5. Modify the importCABIReports.bat file and set the CA_DPM_HOME environment
variable:

SET CA DPM HOME=C:\Program Files\CA\Server Automation
6. Runthe importCABIReports.bat utility.
The BIAR file is imported.

Verify the BIAR File Import

Log in to the Enterprise Java InfoView and verify that the folder by name CA Server
Automation Reports is created and associated reports are available.

Intedgrate CA Service Catalog with BusinessObjects Enterprise

Specifying the configuration settings for BusinessObjects Enterprise is a required task for
enabling the integration between BusinessObjects Enterprise and CA Service Catalog. If
you are running multiple instances of BusinessObjects Enterprise, these settings apply to
all instances.
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Set and Test Administration Configuration Parameters

Follow these steps:

1.
2.

Log in to CA Service Catalog.

On the Administration tab of CA Service Catalog, click Configuration and scroll to
the CA Business Intelligence section.

The CA Business Intelligence configuration options appear.

Click the Modify (Pencil) icon to next to each property that you want to update,
using the following information:

Enable HTTPS
Specifies a web protocol, as follows:

m  Select No (the default) to use HTTP to communicate with BusinessObjects
Enterprise.

m  Select Yes to use HTTPS to communicate with the BusinessObjects
Enterprise.

Important! If you select Yes, verify that BusinessObjects Enterprise is using
HTTPS. If necessary, configure it to use HTTPS; for details, see the
BusinessObjects Enterprise documentation.

Host Name

Specifies the computer name on which the InfoView component of
BusinessObjects Enterprise is hosted.

Port Number
Specifies the port number on which InfoView is running.
Default:8080

Click the Launch button and verify the connection between CA Service Catalog and
InfoView.

The connection is tested, using the new values that you specified. If the connection
fails, try using a different value.

Recycle Service View.

The BusinessObjects Enterprise configuration details are updated with the values that
you specified.
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Confidure Trusted Authentication

For best results, we recommend configuring CA Service Catalog and BusinessObjects
Enterprise to use a trusted authentication for the integration between the two
products. A trusted authentication provides Single Sign-on (SSO). SSO allows CA Service
Catalog users to access the InfoView application of BusinessObjects Enterprise directly
from the CA Service Catalog Ul without logging in to BusinessObjects Enterprise.

Follow these steps:

1.

el

10.

Log in to the BusinessObjects Enterprise Central Management Console as a user
with administrative rights.

Go to the Authentication Management area of the Central Management Console.
Click the Enterprise tab.

Enable trusted authentication.

Enter a shared secret password for your users.

Note: Verify that the value of the password and the frequency that you update
meet the password security standards of your organization.

The BusinessObjects Enterprise client and the Central Management Console use the
shared secret password to create a trusted authentication password.

Perform the remaining steps on every Service View computer.

Open the file named %$USM_HOME%\reporting\CABI\TrustedPrincipal.conf in a text
editor.

%USM_HOME% is the location where Service View is installed.
Scroll to the following line:
SharedSecret=password

For the password, specify the same shared secret password that you entered on the
BusinessObjects Enterprise Central Management Console earlier in this procedure.

Save the TrustedPrincipal.conf file.
Restart the Service View computer.

Important! When you update the password on the BusinessObjects Enterprise
Central Management Console, update the same password in the
TrustedPrincipal.conf file on every Service View computer.
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Run Predefined Reports

To see the various types of CA Server Automation data that you can access quickly and
easily with BusinessObjects Enterprise reporting, run the predefined reports. The
Infoview button appears on CA Service Catalog pages so that you can start
BusinessObjects Enterprise from within CA Service Catalog and can run predefined
reports quickly.

Follow these steps:

1. In CA Service Catalog, click Home, Reports, InfoView to start BusinessObjects
Enterprise.

The BusinessObjects Enterprise home page opens.

2. In BusinessObjects Enterprise, click Home, Document List, Public Folders, CA Server
Automation Reports, Reservation Manager Reports.

3. Select from History, Inventory, or Reservation reports.
4. Double-click the report that you want to run.
5.  When prompted, specify the parameters for your report.

6. Click Run Query.

You can view the report.

Administer Dashboards

You can create and maintain dashboards to meet the needs of your organization. A
dashboard is a personal page containing elements from the dashboard library.

You use the Dashboard Builder to manage the dashboard library. The dashboard library
contains content that you can include in dashboards as dash items. To manage the
dashboard library, use the Administration, Dashboard Builder menu.

Administrators and other users select the Administration, Dashboard menu to display,
and manage dashboards, to extend permissions for their roles.

Follow these steps:

1. Login to CA Service Catalog.

2. Click Administration, Dashboard Builder.

The Dashboard Library folders appear. Displays the dashboards that you have the
permission to access.

3. Expand the library tree and find the category for which you want to administer
dashboards.
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(Optional) Install ActiveX components, if prompted.

Note: Some dashboard items require ActiveX. When you first access a Dashboard
Builder item, it prompts you to install ActiveX components in your browser. In such
cases, follow the prompts to install the ActiveX components. When completed,
resume administering the dashboard.

Select the option that you want from the Action drop-down list and click Go.

Note: The options vary according to the category that you have selected in the
library tree.

Repeat these steps as needed for each dashboard that you must administer.

You have added dashboards to administer.

Configure Content Elements

You can configure content elements in dashboards to customize them to meet the
needs of your organization.

Follow these steps:

1.
2.

Log in to CA Service Catalog.
Click Administration, Dashboard Builder.

The Dashboard Library folders appear. They display the dashboards that you have
the permission to access.

Expand the library folder and subfolders.

The details of the selected content element appear in the Content Preview and
Content Properties panes.

Select the folder where you want to publish the content.

Select Publish Content from the Action drop-down and click Go.
The Add New Content window appears.

Provide a name for the content and complete the following details:
Content Type

Select External Web Content as the type of content element that configures the
content element as a web page URL.

For more information, see Sample URLs (see page 333).
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Sample URLs

ACL Settings
Specifies the access control list (ACL) settings.

To specify the level of access for each role to the content element, use these
settings.

7. Onthe Content Properties pane, click Save.

You have configured the content elements.

CA Automation Suite for Clouds packages boxireporting.jsp which uses OpenDocument
to generate URLs for Crystal reports and Web Intelligence documents. OpenDocument is
one of many deployed web applications within a BusinessObjects Enterprise system.
This third-party component processes incoming URL requests for documents and
delivers the correct document to the end user in the appropriate viewer. You can link to
many viewable object types with the OpenDocument syntax. The file type of the target
document is expected to be a web intelligence document (*wid). The target document
will be refreshed when it is rendered. This behavior has been leveraged from the
OpenDoc parameters sType and sRefresh.

Examples on Nonparameterized Reports

Sample URL 1:

http://Service Catalog hostname:service catalog port/usm/asc/boxir
eporting.jsp?report=Image Inventory

Sample URL 2:

http://Service Catalog host:service catalog port/usm/asc/boxirepor
ting.jsp?report=Active Reserved Systems

CA Service Catalog hostname

Host name of the CA Service Catalog server.
CA Service Catalog_port

Port number of the CA Service Catalog server.
report

The name of the document without extension.

Example on Parameterized Reports

http://Service Catalog host:service catalog port/usm/asc/boxirepor
ting.jsp?report=Reservations by Organizational Unit&lsS1l. Enter
Start Time:=07/04/2012&1sS2. Enter End Time:=07/31/2012&1sS3. Select
Organizational Unit:=ESX
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IsSINAME]
Specifies a value for a single prompt. [NAME] is the text of the prompt.
To specify multiple values for a parameter, use ISM[NAME] separated with a

semicolon for Webi.

Sample URL:

http://Service Catalog host:service catalog port/usm/asc/boxirepor
ting.jsp?report=Reservations by Organizational Unit&lsS1l. Enter
Start Time:=07/04/2012&1sS2. Enter End Time:=07/31/2012&1sM3. Select
Organizational Unit:=ESX;Hyper-V

IsRINAME]

Specifies a range of values for a prompt. [NAME] is the text of the prompt. Separate
the range of values for the prompt by a double period {(..)

If the target is a crystal report, the range must be enclosed in square brackets or
parentheses. To include a value in the range, use a square bracket next to a value.
Use parentheses to exclude.

Sample URL:

http://Service Catalog host:service catalog port/usm/asc/boxirepor
ting.jsp?report=reportname&lsRparamStringDR=h. .1

Add Dashboards

You add personal or shared dashboards to provide expedited access to information and
to frequently used features and functions of CA Service Catalog.
Follow these steps:
1. Loginto CA Service Catalog.
2. Click Home, Dashboards.
3. Click the << icon at the top right part of the page, and click Add Dashboard.
The Dashboard Options page appears.
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4. Name the dashboard and configure the other options, as follows. Click the Help
(question mark) icon for assistance.

The following fields require explanation:
Shared Dashboard
Creates a shared dashboard.

Administrators use shared dashboards to publish information to users. If this
option does not appear or you do not select this option, this dashboard is
available to you only (personal).

Note: You can create a personal dashboard and can share it later.

When you select Shared Dashboard, several other fields appear. These fields
are mutually exclusive. Select one of the following options:

m  Accessible by Sub Business Units — Shares this dashboard with users in your
business unit and its child business units.

m  Accessible by Role — Shares this dashboard with users who have the roles
you specify. Specify your own role to the dashboard for your access after it
is created.

5. Click Add to create the dashboard.

The new dashboard appears in the dashboard menu and is selected. The rest of the
window is blank, because a new dashboard has no dash items.

6. Do the following steps and add dash items:
a. Click Show Library from the Dashboard Administration menu.
The Dashboard Library appears.

b. Navigate the Library tree and locate the elements that you want to use on the
dashboard.

c. Drag the content elements to the place where you want them on the
dashboard.

The elements become the dash items. Adjust the size of the dash items as
needed.

7. Set the properties of the dash items by clicking the Edit (pencil) icon on the dash
item heading.

Note: To delete a dash item from the dashboard, click the Delete (X) icon on the
dash item heading.

8. Click Save Layout.
The Catalog system saves the dashboard layout.

You have added the new dashboard and enabled the Service Delivery Manager to
generate or view reports.
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Chapter 8: Troubleshooting

This chapter contains troubleshooting topics that are related to CA Automation Suite for
Clouds Base Configuration.

Software Packade Added in CA IT Client Manader is Not
Updated in CA Server Automation

Symptom:

When you add a software package to the CA IT Client Manager, CA Server Automation is
not updated in a timely manner.

Solution:

Configure the sync interval value when you update the CA IT Client Manager packages.

Follow these steps:

1. Login to the CA Server Automation server.

2. Navigate to the C:\CA\ServerAutomation\2.8.2.conf folder.

3. Edit the casdaconf.cfg file.

4. Search for the following property name and update the value for your environment:
“CONFIG KEY SDA PACKAGELIST SYNC INTERVAL”

The default interval is set to 12 hours.
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Event Receiver is not Triggered

Event Receiver is not Triggered

Symptom:

Once the virtual machine is provisioned or failed, CA Server Automation triggers an
event receiver to the configured CA Process Automation. However if the import rules
and actions fail during the CA Automation Suite for Clouds content installation, the
event receiver is not triggered.

Solution:

In such cases, import actions and rules manually using the following procedure.

Follow these steps:
1. Login to the CA Server Automation server.

2. Copy the following files from the downloaded content pack in the
util\ServerAuto-Rules folder to the C: drive.

m  ASC_Actions.txt
m  ASC_Rules.txt
3. Follow the procedure in the ReamMe.txt file in the util\ServerAuto-Rules folder.

Example of File Path: C:\Program Files (x86)\CA\Service
Catalog\filestore\contentpacks\CA ASC Server Automation -
ESX\util\ServerAuto-Rules

The required actions and rules start importing and a confirmation message appears
when the rules are imported.

CA Business Intelligence Server Not Found or Down

Symptom:

When logging into the SAP Central Management Console used for managing security in
UMS, | received the following error:

Server not found or server may be down (FWM 01003) null.

Solution:

Recycle the SQL Server Agent service and the Server Intelligence Agent service.

Follow these steps:
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CA Business Intelligence Server Not Found or Down

Ll S

Click Start, Run, Type "services.msc".

Restart SQL Server Agent.

Click Start, Run, Type Central Configuration Manager.
Restart Server Intelligence Agent.

The services are restarted and the server will be available for use.
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Appendix A: Active Directory Configuration

How to Add the Active Directory Certification Role to Active

Directory

Follow these steps:

1.
2.

Log in to the Active Directory Domain Controller as the Domain Administrator

Open the Server Manager.

E: Server Manager _[Ofx

Fle Action Yiew Help

Y

B 5 Roles
Active Directory Domain
g DHCP Server
o, DS Server

a:j Features

i Diagniostics

= Eﬁ‘j Configuration

Task Scheduler
‘Windows Firewall with &

#! Roles Summary

2! Roles: 3 of 17 installed

-&}: Services
/4. Active Direckory Domain Services

ﬁ, “iew the health of the roles installed on your server and add or remove roles and features,

Foles Summary Help

o

Lo 4

5 Remove Roles

& Wi Control
7 55 Shorane hdl || S
q 3 %4 Last Refresh: Today at 03:47 p.m. Configure refresh

Right-click the Computer icon and select Manage.

Expand Server Manager, select Roles, and click Add Roles.
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5.

6.

The Add Roles page opens.
Asdnotes wizord @l

ﬁ Before You Begin
-
This wizard belps you inetal roles on this server. You determing which rolos 10 ratal Based on the tads you
Server Roles wack this server to perfors, such o sharing documants or hosting & Web s,
Confrmaton Belore you continue, verfy that
Progress « The Admwestratoe ccourt has & stroeg passwernd
Sissdrs « Nntwork sattings, such as static 1P addresoes, are configured
« The latest securty updates from Windows Update are rstalled
¥ you have Lo compiete arry of the precedng stegs, cancel the wizard, complete the steps, and then run the
wead agan.
To cortinue, Aok Net
I 9% the page by defak
[ aets | | coxa |
Click Next.

The Select Server Roles page opens.

Add Roles ¥izard [ x]

ﬁ% Select Server Roles

EBefore You Begin

Select one or more roles to install on this server.

Roles:

Description:

Active Directory Certificate Services
AD C5)is used to create certification
authorities and related role services

ADCS

Role Services ctive Directory Domain Services (Installed)

Setup Type
CA Type
Private Key
Cryptography
CA Name
walidity Period
Certificate Database
Confirmation
Progress

Results

D Active Directory Federation Services
D Active Directory Lightweight Directory Services
D Active Directory Rights Management Services
[] application Server
DHCP Server (Instaled)
DS Server (Installzd)
D Fax Setver
[] File Services
D Hyper-¥
[] Metwork Palicy and Access Services
D Print and Document Services
D Remote Desktop Services
[] web server (115)
[] windows Deployment Services
[] windows Server Update Services

Mare about server roles

< Previous | Mext = I

that allow you toissue and manage
certificates used in a variety of
applications.

Inistall Cancel

Select Active Directory Certificate Services, and click Next.

The Introduction to Active Directory Certificate Services page opens informing you

about the services.
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7. Click Next.

The Select Role Services page opens.

Add Roles

ard

=
! ‘l# Select Role Services

Before ‘You Begin Select the role services to install for Active Directory Certificate Services:

Server Roles Role services: Description:
ADCS 4] Certffication &uthority Certification Authority (CA) is used to

izsue and manage certificates.

[ cCertification authority Web Enroliment Multinle CAs can be linked to form a
— [] Certificate Enrollment Wweb Service public key infrastructure.
SR Type [] Certificate Enrollment Policy Web Service
CA Type
Private key
Cryptography
CA Name

W alidity Period
Certificate Database
Confitmnation
Frogress

Results

Maore about role services

< Previous | Mext = I Install Cancel

8. Select Certification Authority, and click Next.

The Specify Setup Type page opens.

Add Roles

ard

=
! ‘l# Specify Setup Type

Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of
certificates, Specify whether you want ko set up an Enterprise or Standalone CA.

Server Roles

ADCS ' Enterprise

Role Services Select this option iF this CA is a member of a domain and can use Directory Service to issue and manage
certificates,

CA Type

" standalone
Frivate Key Select this option if this CA does nok use Directory Service data to issue or manage certificates, A
standalone CA can be a member of a domain,
Cryptography
CA Name
“alidity Period
Certificate Database
Confitmnation
Progress

Results

Mare about the differences between enterprise and standalone setup.

< Previous | Mext = I Install Cancel
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9.

Select Enterprise, and click Next.

The Specify CA Type page opens.

Add Roles

I[i Specify CA Type

Before You Begin

ard

Server Roles
ADCS

Role Services

Setup Type

Private Key
Cryptography
CA Mame
‘alidity Period
Certificate Database
Confitmation
Progress

Results

A combination of root and subordinate CAs can be configured to create a hierarchical public key infrastructure
(PKI). A root CA is a CA that issues its own self-signed certificate, A subordinate CA receives its certificate
from another CA. Specify whether you want to set up a root or subordinate Ca.

¢ Rook CA
Select this option if you are installing the First or only certification authority in & public key infrastructure,

" sybordinate CA

Select this option iF vour C& will abtain its CA certificate From anather CA higher in & public key
infrastruckure.

More about public key infrastructure (PKI)

Cancel

< Previous | Mext = I

Install

10. Select Root CA, and click Next.

The Set Up Private Key page opens.

Add Roles

=
! T{ﬂ Set Up Private Key

Before You Begin

ard

Server Roles
ADCS5

Role Services

Setup Type
CA Type

Cryptography
A Mame
‘alidity Period
Certificate Database
Confirmation
Progress

Results

To generate and issus certificates to clients, a CA must have a private key. Specify whether you wank to
create a new private key or use an existing one.

v Create a new private key

Use this option if you don't have a private key or wish to create a new private key to enhance security,
“ou will be asked to select & cryptographic service provider and specify a key length For the private key,
To issue new certificates, you must also select a hash algarithm.

i Use existing private key
Use this option ko ensure continuity with previously issued certificates when reinstaling a Ca,

1= Seleck o certificate and|use its associated private key

Select this option if you hawe an existing certificate on this computer ar if you want ko import &
certificate and use its associated private key.

! Seleck an existing private key on this computer
Select this option if you hawve retained private keys from a previous installation or want to use a private
key From an alternate source,

More about public and private kevs

Install Cancel

< Previous | Mext = I
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11. Select Create a new private key, and click Next.

Add Roles Wizard

=
!! Configure Cryptography for CA

Before You Begin To create a new private key, you must first select a cryptographic service provider, hash algorithm, and

key lengththat are appropriate forthe intended use of the certificates that you issue. Selecting a higher
Server Roles value for key length will result in stronger security, but increase thetime needed to complete signing
LD CS operations.
Role Services
Select a cryphographic service provider (CSP): Key character length:
Setup Type
RSA#Micrasoft Software Key Storage Provider j I2048 j
CA Type
Private Key Select the hash algorithm For signing certificates issued by this Ca:
SHAS12 Al
. . SHEL 1
A Mame WDS
-
p . ar
‘alidity Period i I _’I_I
Certificate Database
Confirmation I~ Allow administrator interaction when the private key is accessed by the Ca.
Progress
Results

More about cryptographic options for & CA

< Previous

Instal Cancel

12. Complete the following fields:

m  Select RSA#Microsoft Software Key Storage Provider from the CSP drop-down
list.

m  Select 2048 from the Key character length drop-down list.
m  Select SHA1 as the hash algorithm for signing certificates.

m  Ensure the check box Allow administrator interaction when the private key is
accessed by the CA is clear.

m Click Next.
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The Configure CA Name page opens.

Add Roles Wizard

Eg}' Configure CA Name

Before You Begin

Server Roles

AD S
Role Services
Setup Type
CA Type

Private key

Cryptography

“alidity Period
Certificate Database
Confitmnation
Progress

Results

Twpe in a common name to identify this CA, This name is added to all certificates issued by the CA,
Distinguished name suffix values are automatically generated but can be madified.

Common name For this CA:

ink-A5C-AD-CA

Distinguished name suffix;

DiZ=ink, DC=prima, DC=com, C=ar

Preview of distinguished name:

CN=ink-ASC-AD-CA,DC=int, DC=ptima, DC=com,DC=ar

Maore about configuring a CA name

< Previous | Mext = I Install Cancel

13. Complete the following fields:
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m  Enter a name in the Common name for this CA field.

m  Enter a suffix to the name in the Distinguished name suffix field.

m  Preview the name in the Preview of distinguished name field.
14. Click Next.

The Set Validity Period page opens.

Add Roles Wizard [x]

=
! ‘t% Set Validity Period

Before You Begin A certificate will be issued ka this CA ta secure communications with other CAs and with clients requesting
certificates. The validity period of a CA certificate can be based on a number of Factors, incduding the intended

Server Rales purpose of the CA and security measures that you have taken to secure the CA,

AD S

Select validity period For the certificate generated For this Ca:
5 |vears h

Role Services

Setup Type
A Type CA expiration Date:  27/02/2017 03:49 p.m.
Ioke that CA will issue certificates walid only until its expiration date,
Private key
Cryptography
CA Name

Certificate Database

Confitmnation
Frogress

Results

Mare about setting the certificate validity period

< Previous | Mext = I Install Cancel
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15. Set the validity period, and click Next.

dd Roles Wizard

Configure Certifica

|~

Before You Begin
Server Roles
ADCS5
Role Services
Setup Type
CA Type
Private Key
Cryptography
A Mame

‘alidity Period

Confirmation
Progress

Results

te Database

The certificate database records all certificate requests, issued certificates, and revoked or expired
certificates. The database log can be used ko monitor management activity For a CA,

Certificate database location:

IC:'LWindows\systamSZ'tCertLog Browse, ..

I™ | Use existing certificate database From previous installation at this location

Certificate database log location:

IC:1,Wlndows\systamﬁZ\,CertLog Browse, .,

< Previous | Mext = I Instal Cancel
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16. Complete the following fields:
m  Verify or change the Certificate database location.
m  Verify or change the Certificate database log location.
m  Click Next.

The Confirm Installation Selections page opens.

Add Roles Wizard [x]

=
!! Confirm Installation Selections

Before You Begin

Tainstall the Follawing roles, role services, or features, click Install,
Server Roles
/¥ 1 warning, 1 informational messages below

AD S
Role Services "i'il This server might nesd to be restarted after the installation completes.,
Setup Type *| Active Directory Certificate Services
CA Type Certification Authority
Private Key POy The name and domain settings of this computer cannot be changed after Certification Authority has
been installed.
Cryptography CA Type Enterprise Roat
A Name 3P RSA#Microsoft Software Key Storage Provider
» X Hash Algorithm SHA1
W alidity Period Key Length : 2046
Certificate Database Allow CSP Inkeraction : Disabled
Certificate validity Period @ Z7(0212017 03:49 p.m.
Distinguished name : CH=int-A3C-AD-Ch, DC=int, DC=prima,DC=com,DiC=ar
Progress Certificate Database Location Ci\windows|system32iCeartlog
Results Certificate Database Log Location @ CriWindows|system32iCertlog

Prink, e-mail, or save this information

< Previous | Mext = | Install I Cancel

17. Verify the Active Directory Certificate Services setup, and click Install.
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20.
21.

The Installation Results page opens.

Add Roles Wizard

ES}' Installation Results

Before You Begin
Server Roles
ADCS
Role Services
Setup Type
8 Type
Private Key
Cryptography
A Mame
‘alidity Period
Certificate Database

Confirmation

Progress

The following roles, role services, or Features were installed successfully:

/¥ 1 warning message below

1, Windows automatic updating is not enabled, To ensure that yvour newly-installed role or feature is
~ automatically updated, turn on Windows Update in Contral Panel,

#) Active Directory Certificate Services I.Q' Installation succeeded

The following role services were installed:
Certification Authority

Print, e-mail, or save the installation report

= Brevious [ext = | Close I ance|

18.
19.

Verify that the installation has succeeded.
Click Close to close the Add Role Wizard.
Verify that the Server Manager now has an Active Directory Certificate Role.

Close the Server Manager.

You have successfully added the active directory certification role to the Active

Directory.

How to Create an AD Certificate File

Follow these steps:

1. OpenaCommand Prompt using the option Run as Administrator.

2.

Enter MMC and press Enter.
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The Microsoft Management Console opens.

There are no items to show in this view.

Select File from the toolbar and select Add/Remove Snap-in, from the drop-down

list.

The Add or Remove Snap-ins wizard opens.

Add or Remove Snap-ins

You can select snap-ins For this console from those available on vour computer and configure the selected set of snap-ns, For

extensible snap-ing, you can configure which extansions are enablad.

Avalable gnap-ins!
Sneg-in | vendor -
5 Aekive Ditactory Da,..  Mierasoft Cer...
F_ETMMJ Directoey Ske.,. Microsaft Cor,..
. Active Diractoey Use.,.  Micnosoft Cor,..
= | Aetivex Coritral Microsoft Cox...
2 ADST Edit Microsoft Cor...
[T authorization Managsr  Microsoft Cor,..
3| Cortificate Templates  Microsoft Cor,..
Microsoft Cor,..
) Certificabion futhority  Micrasoft Cor...
B Component Services  Microsoft Cor ..
&Cnrnpu.ﬂar Managem.., Micrasaft Cor,..
B bevice Manager Microsoft Cor, ..
F pHcp Microsoft Cor...
=4 Disk Mansaerment Microsoft and... Ll
Diescription:

Sgkeched snap-ins:

Tl Console Rook

Edit Extensions. .. |

Iave L I

Adyanced...

The Certificates =nap-in allows you o browse the contents of the cestificate stores For yourseF, a service, or & computer.

OK I Cancel
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4. Select Certificate in the Available snap-ins section, click Add to move it to the
Selected snap-ins section, and then click OK.

The Certificates snap-in page opens.

Thiz znap-in will abways manage cedificates for:

My user account
"~ Service account

a

¢ Baclk I Hewt » I Cancel

5. Select Computer account and click Next.

The Select Computer page opens.

Select Computer E3

Select the computer pou want thiz snap-in to manage.

Thiz znap-in will alwags manage:

& 1 ocal computer; [the computer this console is running onk

" fmother computer: I Browsze. . |

[ Allow the selected computer ta be changed when launching from the command line. This
only applies if you gave the conzole,

< Back I Finish I Cancel

6. Select Local computer: (the computer this console is running on), and click Finish.
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9.

The Add or Remove Snap-ins page opens. The Certifications (Local Computer) is
added to Selected snap-ins.

Add or Remove Snap-ins E

Wou can select snap-ins For this console from those avalable on youw computer 2nd configues the selecthed st of snap-ins, For
mxtersible snap-ins, you can configure which extensions are ensbled,

Availsble snap-ns: Selected snap-ins:

Snap-in | vendor = [ Conscle Root Edit Extensions... I
_-E_'a,nctlve Cireckory Do, Microsoft Cor.,, ﬂcartlﬂca\:es [Local Computer)
B fictive Direckary Site..,  Microsoft Cor.., Remae I
] Active Direckory Use.., Microsoft Cor.,,
" Activei Contral Microsoft Cor.,, — 1ave Lin
2 A0Sl Edt Microsoft Car..,
nuthnrlzajon Manager  Microsoft Cor..
4 Centificate Templabes  Microsoft Cor..,
Elcenificares Microsoft Cor .,
i__,gJCartifir,atnn Authoeky  Microsoft Cor.
R Component Services Microsoft Cor...
gmrﬂputer Manzgen... Microsoft Cor...
4 Device Manager Microsot Cor..,
& pHep Microsoft Cor,,,
=¥ Digk. Mananement Microseft and...

= Adwanced, .,

Desoriphion:
The Cettificates snap-im allows you b brosese the contents of the certificate stores For yoursslf, a service, or a computer,

aK cancel |

Click OK. The Add or Remove Snap-ins wizard closes.

Expand Certificates (Local Computer) in the Console.

P Console1 - [Console Root\Certificates (Local Computer)iPersonaliCertificates]

G Ble  Adion Wew Favaibes Window  Help =11 x|

Al =

. Console Roat Issued To | Essued By | Explration bate | Intended Purposes | | | Actions:

= [l centificstes fLocal Conputer) Clink-ASC-AD-CA Ink-ASC-AD-CA 7ozt <Al Certificates
B[

__ Per

5 Marg ... F
'm.ﬁled Rk Certification Authariti
Enterprice Trust

Ineerirediate Certification Authorts
Trusted Publishers

Untrusted Certificates

Third-Parky Rook Certification Auth
Trusked People

Refmote Desitap

Certificate Enrollment Requests.
Smart Card Trusted Roots

Trusted Devices

7|.?|7I7\7|F|7I7I7\7|F|

1 | | 1 I =

Expand Personal.

10. Right-click Certificates, select All Tasks, and then select Request New Certificate.
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The Certificate Enrollment wizard opens.

B Certific ate Enrollment

M= 3
) Certificate Enrollment

Before You Begin

The Follewing steps will help you irskall certificates, which are digial credentials used b conrect bo wireless rebeorks,
pratect conkent, establish identity, and da ather security-related tasks,
Biefore requesting a cestificate, verify the folowing:

Your compiuber |5 conmacted to the nabwatk
You have credentials that can be used to sarify your right to abzin the certificate

Learn more about digital cerificabes

o

11. Read the instructions and click Next.

The Select Certificate Enrollment Policy page opens.

B cCertficate Enrollment

=] 5
_ﬁj Certificate Enrollment

Select Certificate Enrollment Policy

Cerbif cabe eatalmen: policy enables erealment for caiicaces based on predefired cerficate tzmplatzs, Ceriflczte
errollment palcy mav already be conficured Far you,

Configured by your administrator

Conligured by you

Add New

Lesar e aboul weiLiicele eorolbioe L iy

Iz Camec| |

12. Verify that Active Directory Enrollment Policy is selected, and click Next.
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The Request Certificates page opens.

I Certificate Enrollment =]

= Certificate Enrollment

Request Certificates

‘ou can request the Following tvpes of certificates. Select the certificates wou wankt to request, and then click Enrall,

Active Directory Enrollment Policy

[ Directary Email Replication _E_J STATUS: Avvailable Details ()
[w Damain Controller L) STATUS: Available Details )
[¥ Domain Controller Authentication j{) STATUS: Available Details (%)

[~ Show all templates

Learn more about certificates

el |

13. Select Domain Controller, Domain Controller Authentication, and click Enroll.

The Certificate Installation Results page opens.
M Certificate Enrollment [_[O0]

_| Certificate Enrolirent

Certificate Installation Results

The Frllring redtificates hava heen enenled and ingtAlled e Fhis campok=r.

Actlve Diectory Enroliment Palicy

[ Domnair Contralet J STATUS: Succesadad Dakails (2

[ Dornair Cantraler Autherzicabon o STATUS: Succmeded Details (2}

irish |

14. Verify that the status is Succeeded for both policies, and click Finish.
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15. Verify that there are three certificates under Certificates, in the Console.
16. Right-click the certificate with the Intended Purpose of <All>.
17. Select All Tasks and Export.

The Certificate Export Wizard opens.

18. Click Next, to continue.

Certificate Export Wizard E3

Export Private Key
‘fou can choose to export the private key with the certificate,

Private kews are password prokected, IF wou wank to export the private key with the
cettificate, wou must bvpe a password on a later page.

Do waou want ko export the private key with the certificake?

" ves, export the private key

* o, do not export the private key:

Learn maore about exporting private kevs

< Back I Mext = I Cancel
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19. Select the option No, do not export the private key, and click Next.

Certificate Export Wizard E

Exzport File Format
Certificates can be exported in a variety of file formats,

Select the Format wou want ko use:

% DER encoded binary ¥.509 {.CER):

" Base-64 encoded ¥.509 {.CER)
{” Cryptographic Message Syntax Standard - PKCS #7 Certificates (. P7E)

™| Include all certificates in the: certification path i possitle

" Personal Information Exchange - PKES #12 (P

[™ | Include &ll certificates in the certification path if possible
[" | Delete the private key if the expart is successhul
[™ | Expott &l extended propetties

" Micrasoft Serislized Certificate Store (55T)

Learn mare abouk certificate file Formats

< Back I Mext = I Cancel |

20. Select DER encoded binary X.509 (.CER), and click Next.

Certificate Export Wizard E3

File to Export
Specify the name of the File vou wank to export

File mane:

CihiZertificate\AsiC-A0, cer Browse, ., |

< Back

Cancel |
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21. Browse and create a folder named Certificate (\Certificate).
22. Name the certificate file to identify it (ASC-AD.cer) and click Next.

The Completing the Certificate Export page opens.

Completing the Certificate Export
Wizard

vou have successfully completed the Certificate Export

ecified the Following settings:

Export Keys Mo
Include all certificates in the certification path Mo
File: Forrmak DER En
| | i

< Back I Finish I Cancel

23. Verify the Certification Export information and click Finish.

A success message opens.

Certificate Export Wizard |

The export was successful,

24. Click OK.

25. Close the Microsoft Management Console.
A save message opens.

26. Click Yes and Save to save the Console.

A Certification File (ASC-AD.cer) in created in the Certification folder on the Domain
Controller.

Note: Copy the Certification File (ASC-AD.cer) to the CA Process Automation server.
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Allow Remote Connections through Windows Firewall

Follow these steps:

1.
2.

A

Open Server Manager.

Right-click Computer, and select Manage.

Expand Configuration.

Expand Windows Firewall with Advanced Security.
Highlight Inbound Rules.

Select New Rule, under Actions.

The New Inbound Rule Wizard opens.

a. Select Port and click Next.

b. Verify that TCP and Specific local ports are selected, enter the SQL port (1433),
and click Next.

c. Verify that Allow the connection is selected and click Next.

d. Verify that the rule applies to all Profiles (Domain, Private, and Public), and click
Next.

e. Enter a Name for this Rule (SQL) and click Finish.

Verify the connection from a machine with only the SQL Client installed.

Turn off Internet Explorer Enhanced Security Configuration

We recommend turning off the Internet Explorer Enhanced Security Configuration (IE
ESC). Turning off IE ESC allows Administrators and Users to open all CA Automation Suite
for Clouds Solution User Interfaces (Web-based) without having to set and configure
access.

Follow these steps:

1.
2.
3.
4,

Open the Server Manager.

Select Configure IE ESC.

Select Off for both Administrators and Users.
Click OK.
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Turn on Windows 2008 Firewall

If Windows Firewall must be tuned on, Notifications must be enabled during the
installation and configuration. Users are notified when a program encounters a blocked
port. Create a permanent Windows Firewall Rule for allowing the program to
communicate on the specific port and grand access to users.

Enable Notifications

Allow Access

Allow ICMP

Follow these steps:

1. Open Windows Firewall.

2. Go to Start, Run, and enter firewall.cpl.

3. Select Change Notification Settings.

4. Select Notify me when Windows Firewall blocks a new program.

5. Click OK.

When Notifications are enabled, the user is prompted the first time that a program
attempts to access a protected port.

To allow access, click Allow Access. Windows Firewall creates a Rule and the program is
permanently granted access on the required port.

Another Windows Firewall setting that you must adjust is to allow ICMP (PING) to work
while checking communication between the various servers.

Follow these steps:

1. Open Windows Firewall.

2. Select Advanced settings.

3. Select Windows Firewall Properties.

4. Select the IPsec Setting tab.

5. Change the IPSec exemptions, Exempt ICMP from IPsec value from No (default) to
Yes.

6. Click OK.

7. Close the Windows Firewall, and Windows Firewall Properties windows.
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Appendix C: SQL Confiduration

Install Microsoft SQL Server 2008 R2 Standard

Follow these steps:

1.
2.

10.
11.

12.

13.

Log in as the local Administrator or a user with administrative rights to the server.
Connect to the media.

Note: Version Used is en_sql_server_2008 _r2_standard_x86_x64_dvd_521546.
Double-click SETUP.

Click OK, and wait until the SQL Server Installation Center opens.

Note: The following steps 5 — 8 can be skipped and you can go directly to Step 9 to
start the installation.

Verify that Planning is selected (Bold).
Click the System Configuration Checker.

Verify that the status for Operation completed and Setup Support Rules is Passed. If
the status is Failed, correct them. Warning issues must be corrected but are not
required.

a. Click Show details to see issue details.

b. After the problem is corrected, click Re-run to run the Setup Support Rules
again.

Click OK to close the System Configuration Checker.
Select Installation.
Click New installation or add features to an existing installation.

Verify that the status for Operation completed and Setup Support Rules is Passed. If
the status is Failed, correct them. Warning issues must be corrected but are not
required.

a. Click Show details to see issue details.

b. After the problem is corrected, click Re-run to run the Setup Support Rules
again.

Click OK.
The Product Key page opens.

Enter the product key, and click Next.
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14.
15.
16.
17.

18.

19.
20.
21.

22.

23.

24,
25.
26.
27.

28.

Select the option | accept the license terms, and click Next.
Verify that no Setup Support Files are required.
Click Install.

A status bar appears with the status In Progress while the Setup Support Rules are
checked.

Verify that the status for Operation completed and Setup Support Rules is Passed. If
the status is Failed, correct them. Warning issues must be corrected but are not
required.

a. Click Show details to see issue details.

b. After the problem is corrected, click Re-run to run the Setup Support Rules
again.

Click Next.

Verify that SQL Server Feature Installation is selected, and click Next.
Select the following Features:

a. Database Engine Services

b. Client Tools Connectivity

c. (Optional) SQL Server Books Online

d. Management Tools - Complete

Change the Shared feature directories if you wish to change the installation
location, and click Next.

Verify that the status for Operation completed and Installation Rules is Passed.
Several rules have the Skipped status.

a. Click Show details to see issue details.

b. Click Re-run to run the Installation Rules again.

Click Next.

Verify that the Instance ID, and the Directory settings are correct, and click Next.
Verify that the Disk Space Requirements are checked, and click Next.

Click the drop-down field under Account Name and select NT AUTHORITY\SYSTEM
for SQL Server Agent and SQL Server Database Engine.

Click Next.
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29.

30.
31.
32.

33.
34.
35.
36.

Fill the following fields:
m  Select Mixed Mode and enter a password for the sa account.
m  Click Add Current User to add the local Administrator account.

m Click Add to add additional accounts from the local or Domain user account
database

Click Next.
Verify the Error Reporting page, and click Next.

Verify that the status for Operation completed and Installation Rules is Passed.
Several rules have the Skipped status.

a. Click Show details to see issue details.

b. Click Re-run to run the Installation Rules again.
Click Next.

Review the Ready to Install information.

Click Install. Click Close.

Close the SQL Server Installation Center.

Install SQL Server 2008 R2 Standard Client

This section describes the installation procedure for the R2 Version of SQL Server 2008.
If you are installing earlier versions of SQL Server 2008, manually add the Feature
Microsoft .NET Framework.

Follow these steps:

1.
2.
3.
4.
5.

Open Server Manager, right-click Computer, and select Manage.
Highlight Features. Click Add Features.

Expand and check .NET Framework 3.5.1.

Click Next. Click Install.

Click Close.

Follow these steps:

1.
2.

Log in as the local Administrator or a user with administrative rights to the server.
Load Media.
m Version: en_sql_server_2008 r2_standard_x86_x64_dvd_ 521546

m Server: Local
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3.

4.

Double-click SETUP.

A setup message appears.

Microsoft SQL Server 2008 R2 Setup |

AW S0 Server 2008 RZ setup requires Microsoft JMET Framework and
' | an updated Windows Installer to be installed,
To enable the (MET Framewark Core rale, click OF, To exit Setup,
click Cancel,

Zancel |

Click OK. Wait until the SQL Server Installation Center opens.

% SOL Server Installation Center M= B
Planning = Hardware and Software Requirements
Installation Wiew the hardware and software requirements.

Maintenance Security Documentation

Taoks Wiew the security documentation,

Resources 1= Cnline Release MNotes
Advanced Wigws the lakest information about the release,
Options b E‘

Setup Documentation

Read the Overview of SQL Server Setup Documentation topic for information about SQL Server
Books Online, The Setup documentation includes an overview of SQL Server installation, the help
topics that are needed during installation, and links ko more detailed information about planning,
installing, and configuring SCGL Server.

System Configuration Checker

Launch a toal ko check for conditions that prevent a successful SQL Server installation.

Install Upgrade Advisor

Upgrade Advisor analyzes any SQL Server 2005 or SQL Server 2000 components that are installed
and identifies issues ko fix either before or after you upgrade to SQL Server 2008 RZ,

Cnline Installation Help

Launch the online installation documentation.

How to Get Started with 551 Server 2008 R# Failover Clustering
Reead instructions on how to get started with SQL Server 2008 R2 Failowver clustering.

How to Get Started with a PowerPivat for SharePoint Standalone Server Installation

Reead instructions on how to install PowerPivok for SharePoint in the fewest possible steps on a new
SharePaint 2010 server,

Upgrade Documentation

Wiew the document about how to upgrade ko SOL Server 2008 RZ from SQL Serwer 2000, SCL
Server 2005 or S0L Server Z00&.

€ 666 = =

S, Mok
~7SQL Serverazrz

You can perform the following procedures from the SQL Server Installation Center:
m Planning

m Installation
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The following procedure lists the steps for planning the installation.

Follow these steps:
1. Select Planning in the SQL Server Installation Center page.
2. Click System Configuration Checker.

The Setup Support Rules page opens.

& SOL Server 2005 R2 Setup [_[o]x]

Setup Support Rules

Setup Support Rules identify problems that might occur when you install SQL Server Setup support files. Failures must be corrected
before Setup can continue.

Setup Support Rules Operation completed, Passed: 14, Falled 0. Warning 1. Skipped 0.

Hide details << | Re-run

view detailed repart

Rul| Ruls Status B
Restart computer Passed
windows Management Instrumentation (WHMI) service Passed
Consistency validation for SQL Server reqgistry keys Passed
Long path names ta files on SQL Server installation media Passed
50L Server Setup Product Incampatibility Passed
Unsupported SQL Server products Passed
Performance counter registry hive consistency Passed

Previous releases of SQL Server 2008 Business Inteligence Develop... | Passed

L EIEEIEEERIERIER)

Previous CTP installation Passed
Computer domain controller Passed
Microsaft MET Application Sacurity Warning
Edition WOW64 platform Passed |
(0 | wiirdewss BraerShel Passed d|
Cancel

y

3. Ensure the status is Passed for Operation completed and Support Rules.

The rules with a Failed status must be corrected. Warning issues must be corrected
but are not required.

a. To correct a status, follow these steps:
m  Click Show details to see issue details.

m  After the problem is corrected, click Re-run to run the Setup Support Rules
again.

4. Click OK to close the System Configuration Checker.

The following procedure lists the steps for the installation.
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Follow these steps:

1.
2.

3.

Click Installation in the SQL Server Installation Center page.

Click New installation or add features to an existing installation.

The Setup Support Rules page opens.
& S0L Server 2005 R2 Setup

Setup Support Rules

Setup Support Rules identify problems that might occur when you install SQL Server Setup support files, Failures must be corrected

before Setup can continue.

= E3

Setup Support Rules Operation completed, Passed: 7. Falled 0. Warning 0. Skipped 0.

|

Wiews detailzd report

Rul| Rule Status

@ Minimum operating system version Passed

(@ | setup administrator Passed

@ Restart computer Passed

(@ | windows Management Instrumentation (M) service passed

@ Consiskency validation for SQL Server registry keys Passed

(2 | Long path names ta files on SQU Server installation media Passed

(2 | SQL Server Setup Product Incompatibility Passed

oK Cancel
YA

Ensure the status is Passed for Operation completed and Support Rules.

The rules with a Failed status must be corrected. Warning issues must be corrected

but are not required.

a. To correct a status, follow these steps:

m Click Show details to see issue details.

m  After the problem is corrected, click Re-run to run the Setup Support Rules

again.

Note: Verify the status and make the corrections on every Setup Support Rules

page.
Click OK.
The Product Key page opens.

Type the product key, and click Next.
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The License Agreement page opens.

Read the agreement, select | accept the license terms, and click Next.

The Setup Support Files page opens.
& SOL Server 2005 RZ Setup [_ O] x]
Setup Support Files

Click Install to install Setup Suppart files. To install or update SQL Server 2008 R2, these files are required,

Product Key The follawing components are required for SQL Server Sekup:

License Terms | Feature Mame | Status |
Setup Support Files Setup Suppart Files | |

<« Back I Install Cancel

y

Verify that no Setup Support Files are required.
Click Install.

A status bar displays the progress of the installation. The Setup Support Rules page
opens.
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9.

Verify the status and click Next.

The Setup Role page opens.

& SOL Server 2005 RZ Setup

Setup Role

Click the SQL Server Feature Installation option ko individually select which feature companents ko install, or click a Feature rale ta

install a specific configuration,

A= E3

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Disk Spacs Requirsments

Error Reporting

Installation Configuration Rules
Ready ta Install

Installation Progress

Complete

¥ 50L Server Feature Installation

Install SQL Server Database Enging Services, Analysis Services, Reporting Services, Integration Services, and

other features,

" all Features With Defaults

Instal all Features using default values Far the service sccounts,

<gak | mews T Help
Y
10. Select SQL Server Feature Installation, and click Next.
The Feature Selection page opens.
0L Server 2008 RZ Setup [_ O] =] '
Feature Selection
Select the Standard Features ta install.
Setup Support Rules Features: Description:

Sebup Role

Feature Selection
Installation Rules

Disk Space Requirements

Error Reporting

Installation Configuration Rules
Ready ta Install

Installation Progress

Camplete

[] Database Engine Services
[[] 5L Server Replication
] Full-Text Search
[ Analysis Services
] Reporting Services
Shared Features
[] Business Inteligence Development Studio
lient Tools Conneckivity
[ Inkegration Services
[ client Tools Backwards Compatibiity
[ client Tools 5Dk
QL Server Books Orline
lanagement Tacls - Basic
Management Tools - Complete
[[]50L Client Connectivity SOK
[] Microsoft Sync Framework
Redistributable Features

Select all Unselect Al

Server features are instance-
suiare and hawe their awn
registry hives, They suppart.
rultiple instances on a computar.

Shared feature directory: IC:\Prugram Files\Microsoft SQL Server),

Shared feature directory (x86): IC:\Program Files {86 )\Microsoft SQL Servert

L

= Back

Hext >

el | b |
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11. Select or change the following information:
m  Select the following features:
m Client Tools Connectivity
m  SQL Server Books Online (Optional)
m  Management Tools - Complete

m  Change the Shared feature directory if you want to change the installation
location.

m Click Next.

The Installation Rules page opens.
% SOL Server 2008 R2 Setup [_[o[x]

Installation Rules

Setup is running rules to determine if the installation process will be blocked. For more information, click Help.

Setup Support Rules Operation completed, Passed: 5. Failed 0. “Warning 0. Skipped 19,
Feature Selection
Installation Rules Hide details << | Re-run
Instance Configuration Wiew detailed report
Disk. Space Reguirements
Server Configuration Rl | Rulle Status =
Database Engine Configuration (@ 5QL Server 2005 Express tacls Bassed
Error Reporting @ Operating system supported For edition Passed
Installation Configuration Rules @ Previous releases of Microsoft Visual Studio 2008 Passed
Ready to Install @ SharePoint \MET Framework Supported Check. Mot applicable
Installation Progress -
Euple @ Operating system requirement Far SQL Server PowerPivat for Share... | Mok applicable
@ User account requirement far Farm administrakor Mot applicable
@ Inkernet Information Services version Mot applicable
@ &4-bit processor Mot applicable
@ Single instance reguirement Mot applicable
@ 64-bit operating system Mot applicable
@ SharePoint configuration and upgrade check For existing Farm Mot applicable
@ PowerPivot For SharePoink check for existing Farm Mot applicable
(¥ | sharePrint ranfinration rherk For new Farm Mt annlirable =
< Back | Mext = | Cance| | Help |

12. Ensure the status is Passed for Operation completed and Support Rules.
The status Skipped appears for several rules.
m  Click Show details to see issue details.

m  Click Re-run to run the Installation Rules again.
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13.

14.

15.

16.
17.
18.
19.
20.

Click Next.

The Disk Space Requirements page opens.

% SOL Server 2008 R2 Setup H=] E3
Disk Space Requirements
Review the disk space summary For the SQL Server features you selected.
Setup Support Rules Disk Lsage Summary:
Setup Role 1) Drive C: 2609 ME required, 29199 MB avalable
Feature Selection System Drive {C:\) 1633 MB required
Installation Rules Shared Install Directary (C:\Program Files\Microsoft SQL Serveri): 976 ME required
Disk Space Requirements
Error Reporting
Installation Configuration Rules
Ready to Install
Installation Progress
Complete
< Back | Mext = | Zancel | Help

4

Verify that the Disk Space Requirements are checked, and click Next.

The Error Reporting page opens.

Verify that the Select Windows check box is clear, and click Next.

The Installation Configuration Rules page opens.

Verify the status, and click Next.

Review the Ready to Install information, and click Install.

The Complete page opens.

Read the completion message, and click Close.

Close the SQL Server Installation Center.

Verify SQL Connectivity

Follow these steps:

1.
2.

Open Microsoft SQL Server Management Studio.

Enter the hostname of the SQL Server machine in the Server Name.

Change Authentication to SQL Server Authentication.

Enter the credentials for the SQL Administrator account (sa).
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5. Click Connect.

Note: If the remote connection cannot be made, the following modification must be
done to the SQL Server machines Windows Firewall.

How to Create an SQL Alias

Using an SQL Alias is required to connect an installation of SQL Server on a remote
machine. In most cases, it is not needed but sometimes it is useful in the following
circumstances:

m  SQL Server is using a Port other than 1433
m  SQL Server has a Named Instance which is using a Dynamic TCP/IP Port Number

m  Name Resolution within the Domain makes connecting to the SQL Server difficult or
impossible using the hostname (SERVERSQL21)
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For example, DNS is not properly configured and the only way to PING the SQL Server
machine is by using the IP Address or the Fully Qualified Hostname
(serversqgl21.domain.com). During some product installation using the IP Address or
Fully Qualified Hostname can cause problems or not be accepted. So to simplify the
connection it is preferred that the communication work using the simple Hostname of
the SQL Server machine or in this case Alias.

To connect to a remote SQL Server, the SQL Workstation component must be installed
on the local machine. The Workstation component installs the Client Connectivity and
the SQL Management Tools.

Follow these steps:

1.

Click Program Files, Microsoft SQL Server 2008, Configuration Tools, and open the
SQL Server Configuration Manager.

Expand SQL Native Client Configuration.
Right-click Alias, and select New Alias.
Complete the following fields:
Alias Name
Enter a SQL Server name to access the remote SQL Server from this computer.
Note: Use the hostname of the remote SQL Server.
Port No
Enter the Port being used to communicate with SQL Server.
Protocol
Keep TCP/IP unless a different Protocol is needed (Not Recommended).
Server

Enter the IP Address or Hostname (Fully Qualified if needed) that
communicates successfully with the remote SQL Server.

To verify the SQL Alias, connect to the remote SQL Server Database using Microsoft SQL
Server Management Studio. Use the Alias Name as the Server Name.

How to Determine the TCP/IP Port Number for a Named

Instance of SQL

This procedure provides information about how to determine the TCP/IP port number
for named instance of SQL from SQL Server:
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How to Determine the TCP/IP Port Number for a Named Instance of SQL

Follow these steps:

1.
2.
3.

Open SQL Server Configuration Manager.

Click SQL Server 2008 Network Configuration, Protocols for InstanceName.
Double-click TCP/IP in the right pane.

Click the IP Addresses tab.

You can make a note of the value of the TCP Dynamic Ports item under IPAIl. Use
the Port Number when creating a SQL Alias.
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Appendix D: Updgrade CAITCM r12.8 C1

See the Upgrade and Migration Considerations section in the CA IT Client Manager
Implementation Guide. You can download the CA IT Client Manager Implementation
Guide from the CA Automation Suite for Clouds bookshelf.
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