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Chapter 1: Getting Started

This chapter briefly discusses the Web services provided by CA AuthMinder (later
referred to as AuthMinder), and the checks that you must perform before using the
Web services. It covers the following topics:

®m  |ntroduction to the AuthMinder Web Services (see page 12)

m  AuthMinder Web Services Features (see page 15)

m  Before You Begin (see page 16)
m  Develop Client Applications Using AuthMinder WSDL Files (see page 16)

m  Quick Summary (see page 18)

This guide provides information on how to develop Web applications that use the strong
and versatile modes of authentication provided by CA AuthMinder. This guide discusses
Java classes and methods that you can use to programmatically integrate with
AuthMinder SDK.
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Introduction to the AuthMinder Web Services

The AuthMinder Web services provides a programmatic interface that you can use to
integrate your application with AuthMinder. The AuthMinder Web services are broadly
classified, as follows:

Organization Management Web Service
Configuration Management Web Service
User Management Web Service
Administration Web Service

Issuance Web Service

Authentication Web Service

Bulk Upload Web Service

Ordanization Management Web Service

Organization is an AuthMinder unit that can either map to a complete enterprise (or a
company) or a specific division, department, or other entities within the enterprise. The
organization management Web service is used to create and manage these
organizations. You can perform the following operations by using the organization
management Web service:

Create organizations
Fetch organization information
Fetch default organization

An organization that is created by default when you install AuthMinder. If you have
set any other organization as the default, then that organization is used.

Update organization information

Update organization status

Refresh organization cache

Fetch user attributes that AuthMinder supports

Fetch user attributes that the directory service supports

See chapter, "Managing Organizations" (see page 39) for more information on how to
use the organization management Web services.

Configuration Management Web Service

The configuration management Web service is used to perform the following
operations:

Create account types
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Update account types
Fetch account types
Fetch email ID and telephone number types configured at the global-level

Fetch the user attributes that are configured to be stored in the encrypted format

See chapter, "Configuration Management Web Service" (see page 67) for more
information on how to use the user management Web services.

User Management Web Service

The user management Web service is used to manage users, user accounts, user’s
Personal Assurance Message (PAM), and authentication operations for LDAP users. You
can perform the following operations by using the user management Web service:

Create users and user accounts

Search users

Fetch users and user accounts

Update user information

Update user account information

Fetch and update user status

Authenticate administrators (password and QnA authentication mechanisms only)

Set and fetch PAM

See chapter, "Managing Users and Accounts" (see page 85) for more information on
how to use the user management Web services.

Administration Web Service

The AuthMinder administration Web service is used to perform the following
administration operations:

Create credential profiles and policies

Update credential profiles and policies

Fetch credential profiles and policies

Delete credential profiles and policies

Assign default configurations

Set up RADIUS configurations

Set up other AuthMinder configurations such as, ASSP, RADIUS, and SAML

Credential type resolution
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®  Key management

See chapter, "Managing AuthMinder Configurations" (see page 151) for more
information on how to use the administration Web services.

Issuance Web Service

The AuthMinder Issuance Web service (also known as Credential Management Web
service) interacts with AuthMinder Server to create, fetch, enable, and disable
credentials. You can perform the following operations by using the Issuance Web
service:

m  Create credentials for the users.

m  Perform credential lifecycle management operations such as, enable, disable, reset
credential, reset credential validity, and delete.

See chapter, "Performing Credential Operations" (see page 199) for more information
on how to use the Issuance Web services.

Authentication Web Service

The AuthMinder authentication Web service can be used to authenticate users using the
out-of-the-box credentials supported by AuthMinder, and also the custom credentials
that your system supports.

See chapter, "Authenticating Users" (see page 253) for more information on how to use
the authentication Web service.

Bulk Upload Web Service

The AuthMinder Bulk Upload Web service can be used to assign credentials to users,
assign and fetch OATH tokens in bulk.

See chapter, "Performing Bulk Operations" (see page 305) for more information on how
to use the bulk upload Web service.
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AuthMinder Web Services Features

This section discusses the salient features of AuthMinder Web services.

Web Services Authentication and Authorization

AuthMinder Web services are protected from rogue requests by enabling
authentication and authorization for all incoming requests. As a result, all requests
to AuthMinder Web services are authenticated for valid credentials. After
successful authentication, all requests are then validated for appropriate privileges
to access the Web services. See chapter, "Managing Web Services Security" (see
page 35) for more information.

This feature is enabled using the Enable Authentication and Authorization For Web
Services page of Administration Console. See chapter, "Getting Started" in CA
AuthMinder Administration Guide for more information.

Handling Multiple Operations Using Single Function

You can perform credential lifecycle operations on different credentials
simultaneously. For example, you can create ArcotID PKI, Question and Answer, and
One-Time Password credentials simultaneously using a single CreateCredential
operation.

Support for Additional Parameters

In addition to the mandatory inputs, the Web services also accept additional input
that can be passed as a name-value pair. This input can include information such as
locale, calling application details, or profile.
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Before You Begin

Before you integrate your application with AuthMinder, you must ensure that:

The systems on which you plan to install AuthMinder meet the system
requirements.

Book: Refer to the section, "System Requirements" in the CA AuthMinder
Installation and Deployment Guide for more information.

You have completed the configuration and planning-related information:

m  You have installed and configured the required number of AuthMinder
database instances.

Book: See sections, "Configuring Database Server" and "Database-Related
Post-Installation Tasks" in the CA AuthMinder Installation and Deployment Guide for
detailed instructions.

m  You have installed the required application server.

Book: See the section, "Requirements for Java-Dependent Components" in the CA
AuthMinder Installation and Deployment Guide for more information.

You install AuthMinder and ensure that the components are up and running.

Book: See chapter, "Deploying AuthMinder on a Single System" for single-system
deployment and chapter, "Deploying AuthMinder on a Distributed System" for
distributed-system deployment in the CA AuthMinder Installation and Deployment
Guide.

Develop Client Applications Using AuthMinder WSDL Files

To generate client applications, you need to use the WSDL documents that are shipped
with AuthMinder. These documents define the request and response messages that are
exchanged between your application and AuthMinder Server to perform an operation.

The following table lists the WSDL documents that AuthMinder provides. These WSDLs
are available at the following location:

On Windows: <install_location>\Arcot Systems\wsdls\

On Unix-based platforms: <install_location>/arcot/wsdls/

WSDL File Description

uds/ArcotOrganizationManagem [ Used to create and manage organizations in your
entSvc.wsdl setup.

uds/ArcotConfigManagementSv | Used to create and manage user account types.
c.wsdl
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WSDL File Description

uds/ArcotUserManagementSvc. | Used to create and manage users and user
wsdl accounts.

webfort/ArcotWebFortAdminSv | Used to manage AuthMinder configurations.
c.wsdl

webfort/ArcotWebFortlssuanceS | Used to manage credentials of the users.
ve.wsdl

webfort/ArcotWebFortAuthSve. | Used to authenticate users.
wsdl

webfort/ArcotWebFortBulkOper | Used to perform bulk operations such as assigning
ationsSvc.wsdl and fetching OATH tokens that are available to the
organizations.

Important! From this release, AuthMinder WSDLs support SOAP 1.2 binding only. If you
use SOAP 1.1 binding that was supported by the earlier versions, then you will see the
Invalid soap message or soap version mismatch error.

You can use any tool of your choice, such as Apache Axis or .NET SOAP framework to
generate client stub classes using the WSDL files listed in this table. You can then use
the generated stub classes to build your application and access Web services.

Note: If you are using .NET SOAP framework to generate the client stubs, then you must
include the following line in your code before you invoke the ArcotWebFortAdminSvc,
ArcotWebFortlssuanceSvc, ArcotWebFortAuthSvc, and ArcotWebFortBulkOperationsSvc
WebFort Web services.

ServicePointManager.Expect100Continue = false; // which is available in System.Net;

If you do not include this line, you might see errors.
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Quick Summary

The following steps provide the quick recap of the steps that you need to perform to set
up your environment to use AuthMinder Web service:

1. Access the WSDL by navigating to the following location:
On Windows: <install_location>\Arcot Systems\wsdls\
On Unix-based platforms: <install_location>/arcot/wsdls/

2. Generate the client stub classes by using the WSDL files.

You can use a SOAP framework, such as Apache Axis or Microsoft.NET, to generate
client stub classes from a WSDL file.

3. Create the client application using the stub classes generated in Step 2.

Depending on the software that you choose, refer to the respective vendor
documentation for more information on writing the client and the files required for
the client to connect to the AuthMinder Web service.

4. Connect the client to the AuthMinder Web service end point by using the default
URLs listed in the following table.

Note: This table lists the default URLs on which the Web services are available. If
you change the service end point URL, then ensure that you connect your client to
the new location that you have configured.

Web Service URL

Organization Management http://<Apphost>:CA

Web Service Portal/arcotuds/services/ArcotUserRegistryMgmt
Sve

m  Apphost: Host name or the IP address of the
system where User Data Service (UDS) is
deployed.

m  Port: The port number at which the
application server (on which UDS is deployed)
is listening to.

User Management Web http://<Apphost>:CA
Service Portal/arcotuds/services/ArcotUserRegistrySvc

m  Apphost: Host name or the IP address of the
system where UDS is deployed.

m  Port:The port number at which the
application server (on which UDS is deployed)
is listening to.
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Web Service

URL

Configuration Registry Web
Service

http://<Apphost>:CA
Portal/arcotuds/services/ArcotConfigRegistrySvc

m  Apphost: Host name or the IP address of the
system where User Data Service (UDS) is
deployed.

m  Port: The port number at which the
application server (on which UDS is deployed)
is listening to.

Administration Web Service

http://<Apphost>:CA
Portal/ArcotWebFortAdminSvc

m  Apphost: Host name or the IP address of the
system where AuthMinder Server is installed.

m  Port: The port number at which the
Administration Web Services protocol is
listening to. By default, this port number is
9745.

Issuance Web Service

http://<Apphost>:CA
Portal/ArcotWebFortlssuanceSvc

m  Apphost: Host name or the IP address of the
system where AuthMinder Server is installed.

m  Port: The port number at which the
Transaction Web Services protocol is listening
to. By default, this port number is 9744.

Authentication Web Service

http://<Apphost>:CA
Portal/ArcotWebFortAuthSvc

m  Apphost: Host name or the IP address of the
system where AuthMinder Server is installed.

m  Port: The port number at which the
Transaction Web Services protocol is listening
to. By default, this port number is 9744.

Bulk Operation Web Service

http://<Apphost>:CA
Portal/ArcotWebFortBulkOperationsSvc

m  Apphost: Host name or the IP address of the
system where AuthMinder Server is installed.

m  Port: The port number at which the bulk
operations Web Services protocol is listening.
By default, this port number is 9745.
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Note: To secure the connection using SSL, enable the Web Services protocols for
SSL connection. Refer to CA AuthMinder Administration Guide for more
information.

1. Send the requests to the AuthMinder Web services through the client.

The AuthMinder Web service processes the request and returns the message,
response code, reason code, and transaction ID in the response.
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WorkFlows

AuthMinder enables you to design different workflows that can be built using the
Administration, Authentication, and Issuance Web services. Based on your
organization’s requirements, you can design these workflows without significantly
changing the existing online experience of your users in most cases.

Note: The tasks that are listed in this chapter can be customized in multiple ways. The
workflows depicted here are examples of the typical workflows. You need not follow the
exact steps for each procedure mentioned in this chapter.

This chapter describes the sample workflows and provides an overview of each:

m  Enrollment Workflows (see page 21)

m  ArcotlD PKI Authentication Workflow (see page 28)

m  ArcotlD PKI Roaming Download Workflow (see page 30)

m  Forgot Your Password Workflow (see page 32)

m  Workflow Summary (see page 33)

Enrollment Workflows

Enrollment is the process of creating a user and creating credentials for the user. The
user can reside either in the AuthMinder database or in an external directory service
such as Microsoft's Active Directory Service (ADS) or SunOne Directory Server. If
directory service is used, then user need not be created in AuthMinder, but their
attributes must be mapped to the AuthMinder database attributes.

Note: See CA AuthMinder Administration Guide for information on how to map the user
attributes from the external directory to the AuthMinder database entries.

Based on whether you are enrolling a new user or migrating existing users to
AuthMinder authentication, the enrollment workflow can include:

m  Enrolling New Users (see page 22)

m  Migrating Existing Users (see page 23)
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Enrolling New Users

The user enrollment is performed by User Data Service (UDS) component of
AuthMinder. UDS is used to manage organizations and users in the system. UDS also
serves as an abstraction layer that provides AuthMinder seamless access to the
third-party data repositories deployed by your organization.

UDS is shipped as a library file and as a WAR file (arcotuds.war).

If you are using a relational database to store the user information, then AuthMinder
uses the library file to connect to the database for performing user operations.

If you are using an LDAP directory server and you want AuthMinder to seamlessly
access it, then you must deploy the arcotuds.war file in the application server where
your application integrated with AuthMinder is deployed. In this case, the attributes in
the LDAP must be mapped to the user attributes that CA supports. This mapping
information is stored in the relational database where the schema is seeded.

Book: Refer to CA AuthMinder Installation and Deployment Guide for more information
on deploying UDS file. Refer to CA AuthMinder Administration Guide for more
information on mapping user attributes.

The typical steps for enrolling a new user are:
1. User accesses the enrollment page of your application.

The user enters the information, such as user name, first name, last name, email
address, and contact information required to create the users.

Note: The username must be unique for an organization, which means two users in
the same organization cannot have same username.

2. Your application collects information entered by the user in the preceding step and
calls createUser operation in the ArcotUserRegistrySvc service.

At this stage, your application makes an explicit call to the createUser operation in
ArcotUserRegistrySvc service. In this call, you pass user details such as, user name,
last name, organization, PAM (Personal Assurance Message), email address, and
telephone number.

See "Creating Users'
creating users.

(see page 89) for more information on the operation used for

3. User Data Service checks if the user exists.

UDS checks whether the user is present in the directory service (LDAP). If the user
exists, then it maps the LDAP attributes to AuthMinder database.

If the user does not exist in the AuthMinder database, then UDS creates the user
record in the database. With this, the user is enrolled with AuthMinder.

4. AuthMinder informs the calling application.

AuthMinder sends the status of the operation to your calling application.
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The following figure illustrates the enrollment workflow when you call the createUser
operation:
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Migrating Existing Users

AuthMinder enables you to easily migrate the users from your existing authentication
method to strong authentication methods supported by AuthMinder.

m  Migrating All Users (see page 24)

m  Migrating Selected Users (see page 26)
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Midrating All Users

The typical steps to migrate all users are:
1. User logs in to your application.
The user logs in to your application by using your existing authentication method.

2. Your application collects the required information from the user to create the
credential.

Your application can display the appropriate pages to the user. For example, you
can prompt the user to set the password for ArcotID PKI or you can set the existing
password as the ArcotID PKI password, and collect questions and answers if
Question and Answer (QnA) is used for secondary authentication.

3.  Your application invokes the CreateCredential operation of the
ArcotWebFortlssuanceSvc service.

This operation creates ArcotlID PKI for the user.

See "Creating Credentials" (see page 206) for more information on the APl used for
creating credentials for the users.

4. AuthMinder returns the result.
If the create operation was successful, then user’s ArcotID PKl is returned.
5. Your application downloads the ArcotID PKI on the user’s system.
If the create operation was successful, then the application downloads the ArcotID

PKI to the end-user’s system without any user interaction.

The following figure illustrates the workflow for migrating all users in the system:
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Midrating Selected Users

The typical steps to migrate selected users are:
1. User logs in to your application.

The user logs in to your application by using your existing authentication method.
2. Application gets the user status.

Application retrieves user information and identifies whether the user account is
marked for migration.

3. Application redirects user.
Upon successful authentication, the user is redirected to migration page.

4. Your application collects the required information from user to create the
credential.

Your application can display the appropriate pages to the user. For example, you
can prompt the user to set the password for ArcotID PKI or you can set the existing
password as the ArcotID PKI password, and collect questions and answers if QnA is
used for secondary authentication.

5. Your application invokes the CreateCredential operation of the
ArcotWebFortlssuanceSvc service.

This operation creates ArcotlID PKI for the user.

See "Creating Credentials" (see page 206) for more information on the API used for
creating credentials for the users.

6. WebFort returns the result.
If the create operation was successful, then user’s ArcotID PKl is returned.
7. Application downloads the ArcotID PKI on the user’s system.
If the create operation was successful, then the application downloads the ArcotID

PKI to the end-user’s system without any user interaction.

The following figure illustrates the workflow for migrating the selected users to ArcotID
PKI authentication:
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ArcotID PKI Authentication Workflow

During authentication, when a user specifies the credential in the authentication page,
the credential is first verified by AuthMinder Server, after which the user is
authenticated. The following workflow lists the steps for ArcotID PKI authentication:

Note: In case of other credentials, see chapter, "Authenticating Users" (see page 253)
for details of operations to invoke.

1.

Application calls AuthMinder’s GetArcotIDChallenge operation of the
ArcotWebFortAuthSvc service.

Your application loads the ArcotID PKI Client and makes an explicit call to fetch the
challenge. See "ArcotID PKI Authentication" (see page 254) for more information on
the Web services details.

User provides the credentials.

User specifies the user name and ArcotID PKI password to log in.

Your application passes the user name and password to the ArcotID PKI Client.
The ArcotlID PKI Client signs the challenge.

AuthMinder verifies the signed challenge.

Your application invokes the verifyArcotIDSignedChallenge operation of the
ArcotWebFortAuthSvc service to verify the challenge that is signed by using the
ArcotID PKI Client.

See "ArcotID PKI Authentication" (see page 254) for more information on the API
used for authenticating users with their ArcotID PKI credential.

AuthMinder authenticates the user.

If the verifyArcotIDSignedChallenge operation returns the successful response, then
the authentication token generated indicates that the user is authenticated
successfully.

See "Verifying the Authentication Tokens" (see page 301) for more information on
the different tokens supported by AuthMinder.

The following figure illustrates the workflow for ArcotID PKI authentication process:
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ArcotID PKI Roaming Download Workflow

To perform ArcotID PKI authentication, the ArcotID PKI of the user must be present on
the user’s system that is used by the authentication session. If the user is travelling or
does not have access to the system, where their ArcotID PKl is stored, then the user has
to download the ArcotID PKI from AuthMinder Server and then perform the
authentication.

The typical steps for roaming download of the ArcotID PKI are:

1.

User logs in to your online application.
Your application authenticates the user.
User chooses to download the ArcotID PKI.

Your application displays the appropriate page to the user to download their
ArcotID PKI.

AuthMinder performs secondary authentication.

Based on the secondary authentication mechanism that you are using, your
application displays appropriate pages to the user. For example, your application
can prompt the user to:

m  Answer the security questions that they selected while enrolling with your
application.

m  Enter the OTP, which is sent to the user by email, SMS, or other customized
method.

Your application calls AuthMinder’s DownloadCredential operation of the
ArcotWebFortlssuanceSvc service.

If the secondary authentication was successful, only then your application should
call the DownloadCredential operation. This call downloads the corresponding
ArcotlD PKI to the your application.

Download the ArcotID PKI to user’s system.

Invoke the ImportArcotID() client-side JavaScript APl to download the ArcotID PKI to
the end-user’s system without any user interaction.

The following figure illustrates the workflow for roaming download of ArcotID PKI:

30 Web Services Developer's Guide



ArcotID PKI Roaming Download Workflow

Integrated Application

I
|
|
|
1 Your Application Arcot WebFort
|
i
|
; ARcCOT"
|
1 User Accesses |
i Your Page : e
Q . ! _
> |
S : T
]
|
End-User @ Userchoosesto |
A A downioad ArcollD : > D ArcotiD
|
|
: Perform secondary
| authentication
|
|
|
|
|
|
|
|
|
|
|
| WebFortI
| 'ortIssuanc
: Do:nlou.i eFault
Download
ArcotiD : @
- ArcotlD D <
|
|
|
|
|
i
| Take appropri
i Inform action Send Operation
| L_user Stotus
|
L

Chapter 2: Understanding AuthMinder WorkFlows 31



Forgot Your Password Workflow

Fordot Your Password Workflow

If a user forgets their ArcotID PKI password, then Forgot Your Password (FYP) workflow
can be used to reset the password.

In this method, the user is prompted to answer the questions, which they had set during
enrollment or you can use any other customized method of your choice.

The typical steps for FYP workflow are:

1.
2.

User accesses your online application.

User provides the user name.

User specifies the user name to log in.

User clicks the FYP link.

Because the user does not remember their password, they click the FYP link.
AuthMinder performs secondary authentication.

Based on the secondary authentication mechanism that you are using, the
appropriate pages are displayed to the user. For example, the user can be
prompted to:

m  Answer the security questions that they selected while enrolling with your
application.

m  Enter the OTP, which is sent to them by email, SMS, or other customized
method.

Your application calls AuthMinder’s ResetCredential operation of the
ArcotWebFortlssuanceSvc service.

If the secondary authentication was successful, then your application must invoke
the ResetCredential operation. Your application prompts the user for new password
and pass this as input for ResetCredential operation.

See "Resetting Credentials" (see page 219) for more information on the Web
services used to reset the credential.

The following figure illustrates the Forgot Your Password workflow:
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Workflow Summary

The following table provides a brief summary of the workflows that can be implemented
by using the AuthMinder Web services:

Dependant
Workflow Description
P Workflows
Enrollment Creates a new user in the AuthMinder None
database, when you call CreateUser
operation.
Creating the Create the credentials for the user. a  Enrollment
Credentials
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Workflow

Description

Dependant
Workflows

Authentication

Authenticates the user by using the
credentials provided by the user.

m  Enrollment

m  Creating the

Credentials
ArcotID PKI Downloads the ArcotID PKl of the userto | g Enrollment
Download the system.
m Creating the
Credentials
m  Secondary
authentication
Migration Migrates the user to ArcotlD PKI None
authentication.
FYP Resets the password.

m  Enrollment

m Creating the
Credentials
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To restrict the rogue requests to Web services, you can prompt the incoming requests
for authentication. To enable this feature, you need to ensure that the calling
application includes the user credentials in the incoming call header.

The Web services authentication and authorization works as follows:

1. The calling application authenticates to the AuthMinder Web services by including
the required credentials in the call header.

2. The Web service authenticates these credentials and, if valid, provides the calling
application with an authentication token.

3. The calling application includes the authentication token and the authorization
elements in the header of the subsequent calls.

This chapter covers the following information:

m  Authentication Header Elements (see page 35)

m  Authorization Header Elements (see page 36)

m  SOAP Header Namespace (see page 36)

Authentication Header Elements

The following table lists the elements that have to be included in the call header for
authentication.

Note: For configuration management, credential management, user authentication, and
bulk operations Web services that are discussed in chapter, "Managing AuthMinder
Configurations" (see page 151), chapter, "Performing Credential Operations" (see

page 199), chapter, "Authenticating Users" (see page 253), and chapter, "Performing
Bulk Operations" (see page 305) you can either pass the authentication details in the call
header or as an additional input in the call body.

Element Mandatory |Description

userlD Yes The unique identifier of the user whose account has to
be authenticated.

orgName Yes The organization name to which the authenticating
user belongs.

credential Yes The credential of the user that is to be used for
authentication.
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Authorization Header Elements

The following table lists the elements that you need to pass in the call header for

authorization:

Element Mandatory

Description

authToken Yes

The authentication token that is returned after
successful user verification. This token indicates that
the user is already authenticated, and therefore
eliminates the need for user credentials for successive
authentication attempts.

By default, the authentication token is valid for one
day, after which you need to authenticate again.

Note: You can set any one of the following elements.

targetorg No

Specifies the organization for which the calling
application must authorize before performing any
operation.

Note: If you want to enable authorization for more
than one organization, then accordingly repeat this
entry for every organization.

targetAllOrgs | No

Specifies whether authorization is required to perform
operations on all organizations. Set the value of this
element to TRUE to enable authorization for all
organizations.

globalEntity No

Specifies whether authorization is required to perform
global configurations. Set this value to TRUE if you
want to enable authorization for the global
configuration operations such as, fetching AuthMinder
attributes for users and fetching UDS attributes.

SOAP Header Namespace

The authentication and authorization header elements must have the namespace, as
mentioned in the following table:

Web Service

Namespace

User Data Service Web Services

m  User Management

m  Configuration Registry

m  User Registry Management

http://ws.arcot.com/UDSTransaction/1.0

AuthMinder Web Services
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Web Service

Namespace

Credential Issuance

http://ws.arcot.com/WebFortissuanceAPl/7.0/msgs

User Authentication

http://ws.arcot.com/WebFortAuthAPI/7.0/msgs

Administration

http://ws.arcot.com/ArcotWebFortAdminSvc/1.0/m
sgs

Bulk Upload

http://ws.arcot.com/WebFortBulkOperationsAPI/7.0
/msgs
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Chapter 4. Managing Ordanizations

Important! To use the Web service operations that are discussed in this chapter, you
must deploy the User Data Service (arcotuds.war) file.

See section, "Deploying User Data Service" section in the CA AuthMinder Installation
and Deployment Guide for more information.

In AuthMinder, an organization can either map to a complete enterprise (or a company)
or a specific division, department, or other entities within the enterprise. The
organization structure provided by AuthMinder is flat. In other words, organizational
hierarchy (in the form of parent and child organizations) is not supported, and all
organizations are created at the same level as the Default Organization.

This chapter discusses the Web service operations that AuthMinder provides to create
and manage organizations. It covers the following topics:

m  Creating Organizations (see page 40)

m  Updating Organizations (see page 46)

m  Updating Organization Status (see page 48)

m  Refreshing the Organization Cache (see page 50)

m  Fetching Default Organization Details (see page 52)

m  Fetching Organization Details (see page 55)

m  Searching Organizations (see page 57)

m  Fetching AuthMinder Database Attributes (see page 59)

m  Fetching Directory Service Attributes (see page 62)

m  Deleting Organizations (see page 64)

You must use the ArcotOrganizationManagementSvc.wsdl file to perform the operations
discussed in this chapter.
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Creating Ordanizations

When you deploy Administration Console, an organization is created by default. This
out-of-the-box organization is referred to as Default Organization (DEFAULTORG). For a
single organization setup, instead of creating an organization you can rename the
default organization, change its configurations, and then continue to use the default
organization.

For a multi-organization setup, you need to create additional organizations. You can do
this either by using Administration Console or by using Web services.

This section walks you through the following topics for creating organization:

m  Preparing the Request Message

m  |nvoking the Web Service

m  Interpreting the Response Message

Note: After you create an organization, you must refresh the system cache for the new

organization to take effect. See "Refreshing the Organization Cache" (see page 50) for
more information on how to refresh the cache.

Preparing the Request Message

The createOrgRequest message is used to create organizations in the AuthMinder
database. The following table lists the elements of this request message:

Element Mandatory | Description

orgName Yes The unique name of the organization that you want to
create. This name is used to log in to Administration
Console.

displayName Yes A descriptive name for the organization.

keyLabel No The label for the key that is used to encrypt the

sensitive user and organization data.

Setting the key label is a one-time operation. After you
set this value, you cannot modify it.

Note: If this value is not specified, then the Master Key
is used as the key label.

40 Web Services Developer's Guide



Creating Organizations

Element Mandatory | Description

repositoryType [No The repository where the accounts of the users
belonging to the organization must reside. The
repository can be one of the following:

= ARUSER:
Indicates that the user accounts will be created in
a Relational Database Management System
(RDBMS). AuthMinder supports MS SQL, Oracle,
IBM DB2, and MySQL.

m LDAP:
Indicates that the user accounts existing in your
directory service will be used.

Note: If you choose this
option, then ensure that you
have deployed User Data
Service (UDS) successfully.
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Element

Mandatory

Description

IdapDetails

No

Required
only if
repositoryTy
pe =LDAP

The details of the directory service where the user
information is available:

host
The host name of the system where the your
directory service is available.

port
The port number at which the directory service is
listening.

schemaName

The LDAP schema used by the directory service.
This schema specifies the types of objects that a
directory service can contain, and specifies the
mandatory and optional attributes of each object
type.

Typically, the schema name for Active Directory is
user and for SunOne Directory, it is inetOrgPerson.

baseDN/dnEntry

The name-value key pairs of the base
Distinguished Name (DN) of the directory service.
This value indicates the starting node in the LDAP
hierarchy to search in the directory service.

For example, to search or retrieve a user with a
DN of cn=rob laurie, ou=sunnyvale, o=arcot, c=us,
you must specify the base DN as the following:
ou=sunnyvale, o=arcot, c=us

Typically, these values are case sensitive and
searches all subnodes under the specified base
DN.
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Element Mandatory | Description
connectionCre |No The information required to connect to the directory
dential service:
Required m ssl
only if The type of connection that has to be established
repositoryTy with the directory service. Possible values are:
pe =LDAP TCP:Indicates that the directory service will listen
to incoming requests on TCP.
1WAY: Indicates that the directory service will
listen to incoming requests on one-way SSL.
2WAY: Indiactes that the directory service will
listen to incoming requests on two-way SSL.
m loginName
The complete distinguished name of the LDAP
repository user who has the privilege to log into
repository sever and manage the base DN.
For example,
uid=gt,dc=arcot,dc=com
m loginPassword
The password of the user provided in loginName.
m  (Optional) serverTrustCert
The based64-encoded trusted root certificate of
the server that issued the SSL certificate to the
directory service.
This parameter is required only if ssl is set to
1WAY or 2WAY.
m  (Optional) clientKeyStore
The password for the client key store and the
base64-encoded root certificate of UDS.
This parameter is required only if ssl is set to
2WAY.
redirectSearch |[No The schema to be used when searching for values
Schema Required whose attributes are in a different node.
only if
repositoryTy
pe =LDAP
redirectSearch [No The value of the attribute to be searched in
Attribute redirectSearchSchema.
Required
only if
repositoryTy
pe =LDAP
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Element Mandatory | Description
repositoryattri | No The user attribute in the directory service that has to
bute be mapped to the AuthMinder attribute. Based on this
. mapping, UDS searches for the user in the director
Required p.p 8 y
. service.
only if
repositoryTy
pe =LDAP
arcotattribute |No The AuthMinder attribute to which the directory
service attribute must be mapped.
Required For example, you can map the UID attribute in the
only if directory service to the USERNAME attribute.
repositoryTy
pe =LDAP
status No The status of the organization in the database.
Following are the supported values:
= INITIAL
Indicates that the organization is not yet activated
and cannot be used for any operations.
m ACTIVE
Indicates that the organization has been
successfully created and activated. You can
perform any supported operation on the
organization.
m  INACTIVE
Indicates that the organization has been
deactivated. To perform any further operation,
you must first activate the organization.
m  DELETED
Indicates that the organization has been deleted
and cannot be used anymore.
Note: If the organization status element is not set,
then the organization is created with the INITIAL state.
description No A description for the organization that will help the
administrators managing the organization to easily
identify the organization.
customAttribut | No Name-value pairs that you can use to set any
e additional user or organization information.
clientTxId No Unique transaction identifier that the calling

application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To create organizations:

1.

(Optional) Include the authentication and authorization details in the header of the
createOrg operation.

See chapter, "Managing Web Services Security" (see page 35) for more information
on the header elements.

Use the createOrgRequest elements to set the organization information.

Use the createOrgRequest message and construct the input message by using the
details obtained in preceding step.

Invoke the createOrg operation of the ArcorUserRegistryMgmtSvc service to create
the organization.

This operation returns the createOrgResponse message that includes the
transaction identifier and the authentication token. See the following section for
more information on the response message.

Interpreting the Response Message

The response message, createOrgResponse, returns the transaction identifier and the
authentication token in the SOAP envelope header. These elements are explained in the
following table.

The SOAP body returns a success message if the operation was performed successfully.
If there are any errors, then the Fault response is returned. See appendix, "Error Codes"
(see page 353) for more information on the SOAP error messages.

Element Description

udsTransactionID [ The unique identifier of the transaction that is performed using

uDSs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.
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Updating Ordanizations

The updateOrg operation enables you to update the following organization information:
m  Display name

m  Description

m  Custom attributes

Note: In addition to the elements that are required to perform the tasks mentioned in
the preceding list, the updateOrgRequest contains other elements for repository
(directory service or AuthMinder database) configuration and user attribute mapping.
After you create an organization, you cannot change the repository type and the related
settings. Therefore, these elements are not applicable when you update an
organization. Even if you set these elements, they will not be considered.

This section walks you through the following topics for updating organizations:

m  Preparing the Request Message

m  Invoking the Web Service

m  Interpreting the Response Message

Note: After you update an organization, you must refresh the system cache for the

changes to take effect. See "Refreshing the Organization Cache" (see page 50) for more
information on how to refresh the system cache.

Preparing the Request Message

The updateOrgRequest message is used to update organizations in the AuthMinder
database. The following table lists the elements of this request message.

Note: This table lists only the elements that you can use to update the organization
information. You can ignore other additional updateOrgRequest elements that are not
applicable, such as repository type (repositoryDetails) configuration, user attribute
mapping (mappingDetails) configuration, and status.

Element Mandatory | Description

orgName Yes The name of the organization that has to be updated.
displayName No The descriptive name of the organization.

description No A description for the organization that will help the

administrators easily identify the organization.

customAttribut | No Name-value pairs that you can use to set any
e additional user or organization information.
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Element Mandatory | Description

clientTxId No Unique transaction identifier that the calling

application can include. This identifier helps in tracking
the related transactions.

Invoking the Web Service

To update an organization:

1.

(Optional) Include the authentication and authorization details in the header of the
updateOrg operation. See chapter, "Managing Web Services Security" (see page 35)
for more information on the header elements.

Use the upateOrgRequest elements to update the organization information.

Use the upateOrgRequest message and construct the input message by using the
details obtained in preceding step.

Invoke the updateOrg operation of the ArcorUserRegistryMgmtSvc service to
update the organization.

This operation returns the updateOrgResponse message that includes the
transaction identifier and the authentication token. See the following section for
more information on the response message.

Interpreting the Response Message

The response message, updateOrgResponse, returns the transaction identifier and the
authentication token in the SOAP envelope header. These elements are explained in the
following table. The SOAP body returns a success message if the operation was
performed successfully. If there are any errors, then the Fault response is returned. See
"Error Codes" (see page 353) for more information on the SOAP error messages.

Element Description

udsTransactionID | The unique identifier of the transaction that is performed using

uDs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.
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Updating Ordanization Status

The updateOrgStatus operation is used to update the status of the organization in the
AuthMinder database.

This section walks you through the following topics for updating the organization status:
m  Preparing the Request Message

m  Invoking the Web Service

m  Interpreting the Response Message

Note: After you update the organization status, you must refresh the system cache for

the changes to take effect. See "Refreshing the Organization Cache" (see page 50) for
more information on how to refresh the system cache.

Preparing the Request Message

The updateOrgStatusRequest message is used to update the organization status. The
following table lists the elements of this request message:

Element Mandatory |Description

status Yes The status of the organization in the database.
Following are the supported values:

= INITIAL
Indicates that the organization is not yet activated
and cannot be used for any operations.

m  ACTIVE
Indicates that organization has been successfully
created and activated. You can perform any
operation on the organization.

m INACTIVE
Indicates that the organization has been
deactivated. To perform any further operation,
you need to first activate the organization.

m DELETED
Indicates that the organization has been deleted
and cannot be used anymore.

OrgName Yes The unique name with which the organization is
identified.
clientTxId No Unique transaction identifier that the calling

application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To update the organization status:

1.

(Optional) Include the authentication and authorization details in the header of the
updateOrgStatus operation. See chapter, "Managing Web Services Security" (see
page 35) for more information on the header elements.

Use the upateOrgStatusRequest elements to update the organization status.

Use upateOrgStatusRequest message and construct the input message by using the
details obtained in preceding step.

Invoke the updateOrgStatus operation of the ArcorUserRegistryMgmtSvc service to
update the organization status.

This operation returns the updateOrgStatusResponse message that includes the
transaction identifier and the authentication token. See the following section for
more information on the response message.

Interpreting the Response Message

The response message, updateOrgStatusResponse returns the transaction identifier and
the authentication token in the SOAP envelope header. These elements are explained in
the following table. The SOAP body returns a success message if the operation was
performed successfully. If there are any errors, then the Fault response is returned. See
appendix, "Error Codes" (see page 353) for more information on the SOAP error
messages.

Element Description

udsTransactionID [ The unique identifier of the transaction that is performed using

uDSs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.
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Refreshing the Ordanization Cache

The refreshCache operation is used to refresh the organization configurations that are
stored in the cache. This section walks you through the following topics for refreshing
the organization cache:

m  Preparing the Request Message
m  Invoking the Web Service

m  Interpreting the Response Message

Preparing the Request Message

The refreshCacheRequest is used to refresh the organization cache. The following table
lists the elements of this request message:

Element Mandatory | Description

systemCache No
Specify whether you want to

refresh all the cache of the
AuthMinder setup. Possible
values are:

m True: Indicates that all the cache, which includes
all organizations and server cache.

m  False: If you select this option, then you can
refresh the organization cache, by selecting
allOrganization or OrgName.

Note: You can set any one of the following elements.

allOrganization | No Specifies whether the cache of all organizations has to
s be refreshed. Set the value of this element to TRUE to
refresh the cache of all organizations.

OrgName Yes The unique name with which the organizations are
identified.
clientTxId No Unique transaction identifier that the calling

application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To refresh the organization cache:

1. (Optional) Include the authentication and authorization details in the header of the
refreshCache operation. See chapter, "Managing Web Services Security" (see
page 35) for more information on the header elements.

2. Use the refreshCacheRequest elements for updating the organization
configurations.

3. Use refreshCacheRequest message and construct the input message by using the
details obtained in preceding step.

4. Invoke the refreshCache operation of the ArcorUserRegistryMgmtSvc service to
refresh the organization cache.

This operation returns the refreshCacheResponse message that includes the
transaction identifier and the authentication token. See the following section for
more information on the response message.

Interpreting the Response Message

The response message, refreshCacheResponse, returns the transaction identifier and
the authentication token in the SOAP envelope header. These elements are explained in
the following table. The SOAP body returns a success message if the operation was
performed successfully. If there are any errors, then the Fault response is returned. See
appendix, "Error Codes" (see page 353) for more information on the SOAP error
messages.

Element Description

udsTransactionID [ The unique identifier of the transaction that is performed using
uDSs.

authToken The authentication token that is returned if the credential
verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication is valid for one day, after which you
need to authenticate again.

Chapter 4: Managing Ordanizations 51



Fetching Default Ordanization Details

Fetching Default Ordanization Details

The Master Administrator (MA) sets the default organization in the system. Typically,
when you create administrators or enroll users without specifying their organization,
they are created in this default organization. The retrieveDefaultOrg operation is used
to fetch the details of the default organization.

This section walks you through the following topics for fetching the default organization
details:
m  Preparing the Request Message

m  |nvoking the Web Service

m  Interpreting the Response Message
Preparing the Request Message

The retrieveDefaultOrgRequest is used to fetch the default organization information.
The following table lists the elements of this request message:

Element Mandatory | Description

clientTxId No Unique transaction identifier that the calling
application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To fetch the default organization information:

1. (Optional) Include the authentication and authorization details in the header of the
retrieveDefaultOrg operation. See chapter, "Managing Web Services Security" (see
page 35) for more information on the header elements.

2. Use the retrieveDefaultOrgRequest elements for fetching the default organization

information.

3. Use retrieveDefaultOrgRequest message and construct the input message by using
the details obtained in preceding step.

4. Invoke the retrieveDefaultOrg operation of the ArcorUserRegistryMgmtSvc service
to fetch the default organization details.

This operation returns the retrieveDefaultOrgResponse message that includes the
transaction identifier, authentication token, and default organization details. See
the following section for more information on the response message.

Interpreting the Response Message

The response message, retrieveDefaultOrgResponse, returns the transaction identifier
and authentication token in the SOAP envelope header. The SOAP body includes the
default organization details for a successful transaction and the Fault response for an

error condition.

The following table provides information about the elements returned for a successful
transaction. See appendix, "Error Codes" (see page 353) if there are any errors.

Element

Description

Header Elements

udsTransactionID

The unique identifier of the transaction that is performed using
uDs.

authToken

The authentication token that is returned if the credential
verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.

Body Elements

orgName

The unique name of the organization.

displayName

The descriptive name of the organization.
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Element

Description

repositoryDetails

The repository where the accounts of the users belonging to the
organization resides. Following are the supported values:

m  ARUSER
m LDAP

dateCreated

The timestamp when the organization was created.

dateModified

The timestamp when the organization was last modified.

description

The description for the organization that will help the
administrators managing the organization.

status

The status of the default organization in the database. Following
are the supported values:

m  INITIAL
m  ACTIVE
m  INACTIVE
m DELETED

preferredLocale

The locale that is configured for the organization. If you do not
specify the locale, then the default locale, en-US is set.

customAttribute

The name-value pairs of the custom attributes that have been set
for the organization.
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Fetching Ordanization Details

The retrieveOrg operation is used to read the details of an organization.

Note: If you want to fetch details of multiple organizations at a time, then use the
listOrgs operation. See section, "Searching Organizations" (see page 57) for more
information on how to use this.

This section walks you through the following topics for fetching the details of an
organization:

m  Preparing the Request Message
m  |nvoking the Web Service

m  Interpreting the Response Message
Preparing the Request Message

The retrieveOrgRequest is used to fetch the details of an organization. The following
table lists the elements of this request message:

Element Mandatory | Description

orgName Yes The unigue name with which the organization is
identified.

clientTxId No Unique transaction identifier that the calling
application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To fetch the organization details:

1.

(Optional) Include the authentication and authorization details in the header of the
retrieveOrg operation. See chapter, "Managing Web Services Security" (see
page 35) for more information on the header elements.

Use the retrieveOrgRequest elements for fetching the organization details.

Use retrieveOrgRequest message and construct the input message by using the
details obtained in preceding step.

Invoke the retrieveOrg operation of the ArcorUserRegistryMgmtSvc service to fetch
the organization details.

This operation returns retrieveOrgResponse message that includes the transaction
identifier, authentication token, and organization details. See the following section
for more information on the response message.

Interpreting the Response Message

The

response message, retrieveOrgResponse, returns the transaction identifier and the

authentication token in the SOAP envelope header. The SOAP body includes the
organization details for a successful transaction and the fault response for an error
condition.

See the table containing information about the listEmailTypeResponse response
message for more information on the elements returned for a successful transaction.
See appendix, "Error Codes" (see page 353) if there are any errors.
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Searching Ordanizations

The listOrgs operation is used to read the details of multiple organizations. You can
search organizations by their organization name, status, and partial or complete display
name.

This section walks you through the following topics for searching organizations:

m  Preparing the Request Message

m  Invoking the Web Service

m  [nterpreting the Response Message
Preparing the Request Message

The listOrgsRequest is used to fetch the details of multiple organizations. The following
table lists the elements of this request message:

Element Mandatory | Description

namePattern No The search pattern that you want to use to search
organizations. You can enter the partial or complete
display name of an organization. If you enter the
partial name, then all organizations with the display
name matching the search pattern will be fetched.

orgName No The unigue name with which the organization is
identified.

Note: If you want to search for more than one
organization, then repeat this element for different
organizations.

OrgStatus No The status of the organization in the database.
Following are the supported values:
= INITIAL
m  ACTIVE
m  INACTIVE
m DELETED
clientTxId No Unique transaction identifier that the calling

application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To search multiple organizations:

1. (Optional) Include the authentication and authorization details in the header of the
listOrgs operation. See chapter, "Managing Web Services Security" (see page 35) for
more information on the header elements.

2. Use the listOrgsRequest elements for fetching the organization details.

3. Use the listOrgsRequest message and construct the input message by using the
details obtained in preceding step.

4. Invoke the listOrgs operation of the ArcorUserRegistryMgmtSvc service to fetch the
organization details.

This operation returns the listOrgsResponse message that includes the transaction
identifier, authentication token, and organization details. See the following section
for more information on the response message.

Interpreting the Response Message

The response message, listOrgsResponse, returns the transaction identifier and the
authentication token in the SOAP envelope header. The SOAP body includes the
organization details for a successful transaction and the fault response for an error
condition.

See the table containing information about the listEmailTypeResponse response
message for more information on the elements returned for a successful transaction.
See appendix, "Error Codes" (see page 353) if there are any errors.
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Fetching AuthMinder Database Attributes

The listArcotAttributes operation is used to fetch the user attributes that are used to
store the user information in the AuthMinder database.

This section walks you through the following topics for fetching user attributes
supported by AuthMinder database:

m  Preparing the Request Message

m  Invoking the Web Service

m  [nterpreting the Response Message
Preparing the Request Message

The listArcotAttributesRequest message is used to fetch the user attributes. The
following table lists the elements of this request message:

Element Mandatory | Description

clientTxId No Unique transaction identifier that the calling
application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To fetch the AuthMinder database attributes:

1.

(Optional) Include the authentication and authorization details in the header of the
listArcotAttributes operation. See chapter, "Managing Web Services Security" (see
page 35) for more information on the header elements.

Use the listArcotAttributesRequest elements to fetch the user attributes.

Use listArcotAttributesRequest message and construct the input message by using
the details obtained in preceding step.

Invoke the listArcotAttributes operation of the ArcorUserRegistryMgmtSvc service
to fetch the user attributes supported by AuthMinder database.

This operation returns the listArcotAttributesResponse message that includes the
transaction identifier, authentication token, and user attributes. See the following
section for more information on the response message.

Interpreting the Response Message

The response message, listArcotAttributesResponse, returns the transaction identifier
and the authentication token in the SOAP envelope header. The SOAP body includes the
AuthMinder attributes for a successful transaction and the fault response for an error
condition.

The following table provides more information about the elements returned for a
successful transaction. See appendix, "Error Codes" (see page 353) if there are any
errors.

Element Description

Header Elements

udsTransactionID [ The unique identifier of the transaction that is performed using

uDs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.

Body Elements

DATECREATED The timestamp when the user account was created.

DATEMODIFIED The timestamp when the user account was last modified.

EMAILADDR The email address of the user.

FNAME The first name of the user.
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Element Description

IMAGE The personal assurance image that the user selected.

LNAME The last name of the user.

MNAME The middle name of the user.

PAM The Personal Assurance Message (PAM) that is displayed when

the user tries to access any AuthMinder-protected resource.

PAM is the text string that serves as server verification to the
client and is set by the user during enroliment.

PAMURL The URL that lists the images, which can be used by the user to
select their personal assurance image.

STATUS The status of the user in the database. Following are the
supported values:
= INITIAL
m ACTIVE
m INACTIVE
m DELETED

TELEPHONENUMB | The telephone number of the user.

ER

USERID The unique identifier for the user.
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Fetching Directory Service Attributes

The listRepositoryAttributes operation is used to fetch the directory service user
attributes that are mapped to AuthMinder-supported user attributes.

This section walks you through the following topics for fetching the user attributes that
the directory service supports:

m  Preparing the Request Message

m  Invoking the Web Service

m  [nterpreting the Response Message
Preparing the Request Message
The listRepositoryAttributesRequest message is used to fetch directory service user

attributes that are mapped to AuthMinder-supported user attributes. The following
table lists the elements of this request message:

Element Mandatory | Description

repositoryType | Yes The directory service where the user information
resides. Possible values are:

m  ARUSER: For organizations that are created in the
AuthMinder database.

m LDAP: For organizations that are mapped with
LDAP repository.

IdapDetails No The details of the directory service where the user
information is available.

See "ldapDetails" in the table containing information
about the createOrgRequest message.

connectionCre |No The information required to connect to the directory
dential service.

See "connectionCredential" in the table containing
information about the createOrgRequest message.

redirectSearch |No The schema that has to be used to search for the
Schema values whose attributes are in a different node.
redirectSearch |No The value of the attribute that has to be searched in
Attribute the redirectSearchSchema.

clientTxId No Unique transaction identifier that the calling

application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To fetch the user attributes:

1.

(Optional) Include the authentication and authorization details in the header of the
listRepositoryAttributes operation. See chapter, "Managing Web Services Security"
(see page 35) for more information on the header elements.

Use the listRepositoryAttributesRequest elements to set the directory service
information.

Use listRepositoryAttributesRequest message and construct the input message by
using the details obtained in preceding step.

Invoke the listRepositoryAttributes operation of the ArcorUserRegistryMgmtSvc
service to fetch the user attributes.

This operation returns the listRepositoryAttributesResponse message that includes
the transaction identifier, authentication token, and user attributes. See the
following section for more information on the response message.

Interpreting the Response Message

The response message, listRepositoryAttributesResponse, returns the transaction
identifier and the authentication token in the SOAP envelope header. The SOAP body
includes the user attributes for a successful transaction, and the Fault response for an
error condition.

The following table provides more information about the elements returned for a
successful transaction. See to appendix, "Error Codes" (see page 353) if there are any
errors.

Element Description

Header Elements

udsTransactionID [ The unique identifier of the transaction that is performed using

uDs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.

Body Elements

The user attributes used to store user information.
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Deleting Ordganizations

The deleteOrg operation is used to delete organizations in AuthMinder. After you delete
an organization, the information related to that organization is still maintained in the
system. Therefore, you cannot create an organization with the same name as that the of
deleted organization.

This section walks you through the following topics for deleting organizations:

m  Preparing the Request Message

m  Invoking the Web Service

m  |nterpreting the Response Message

Note: After you delete an organization, you must refresh the system cache for the

changes to take effect. See "Refreshing the Organization Cache" (see page 50) for more
information on how to refresh the system cache.

Preparing the Request Message

The deleteOrgRequest message is used to delete organizations. The following table lists
the elements of this request message:

Element Mandatory | Description

orgName Yes The unigue name with which the organization is
identified.

clientTxId No Unique transaction identifier that the calling
application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To delete organizations:

1. (Optional) Include the authentication and authorization details in the header of the
deleteOrg operation. See chapter, "Managing Web Services Security" (see page 35)
for more information on the header elements.

2. Use the deleteOrgRequest elements for deleting the organization details.

3. Use deleteOrgRequest message and construct the input message by using the
details obtained in preceding step.

4. Invoke the deleteOrg operation of the ArcorUserRegistryMgmtSvc service to delete
the organization.

This operation returns the deleteOrgResponse message that includes the
transaction identifier, authentication token, and organization details. See the
following section for more information on the response message.

Interpreting the Response Message

The response message, deleteOrgResponse, returns the transaction identifier and the
authentication token in the SOAP envelope header. These elements are explained in the
following table. The SOAP body returns a success message if the operation was
performed successfully. If there are any errors, then the Fault response is returned. See
appendix, "Error Codes" (see page 353) for more information on the SOAP error
messages.

Element Description

udsTransactionID | The unique identifier of the transaction that is performed using
uDSs.

authToken The authentication token that is returned if the credential
verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.
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Service

Important! To use the Web service operations that are discussed in this chapter, you
must deploy the User Data Service (arcotuds.war) file.

See section, "Deploying User Data Service" in the CA AuthMinder Installation and
Deployment Guide.

This chapter describes the operations that are used to manage account types, fetch the
email and telephone types configured for the users, and fetch the user attributes that
are configured for encryption. This chapter covers the following topics:

m  Managing Account Types (see page 68)

m  Fetching Email and Telephone Types (see page 77)

m  Fetching User Attributes Configured for Encryption (see page 81)

You must use the ArcotConfigManagementSvc.wsdl file to perform the operations
discussed in this chapter.
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Managing Account Types

All AuthMinder users are identified in the system by a unique user name. AuthMinder
now supports the concept of an account or account ID, which is an alternate ID to
identify the user in addition to the user name. A user can have none or one or more
accounts or account IDs.

An account type is an attribute that qualifies the account ID and provides additional
context about the usage of the account ID. To assign multiple accounts to a user, you
must first create an account type, and then create an account for each account type.

For example, consider a financial institution that identifies the customers by their
unique customer identifier. If the customer enhances their portfolio with a fixed
deposit, then the financial institution can create an account type called FIXED_DEPOSIT
and create an account in this account type with the fixed deposit number, for example
000203876544.

Now the customer can login either with their unique customer identifier or the account
type and account ID (FIXED_DEPOSIT and 000203876544) combination.

You can configure the account type to be available to specific organizations only or to all
organizations, including those that will be created in the future. At the organization
level, each organization can choose to support a set of account types.

This section covers the following operations related to account type:

m  Creating Account Types (see page 69)

m  Updating Account Types (see page 71)

m  Fetching Account Types (see page 73)

m  Deleting Account Types (see page 75)
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Creating Account Types

This section walks you through the following topics for creating account types:

m  Preparing the Request Message

m  Invoking the Web Service

m  [nterpreting the Response Message

Note: After you create an account type, you must refresh the system cache for the new

account type to take effect. See "Refreshing the Organization Cache" (see page 50) for
more information on how to refresh the cache.

Preparing the Request Messadge

The createAccountTypeRequest message is used to create account types in the
AuthMinder database. The following table lists the elements of this request message:

Element Mandatory |Description

accountType/n |Yes The name of the account type that you want to create.
ame

accountType/di | Yes A descriptive name for the account type.

splayName

accountType/c |No Name-value pairs that you can use to specify
ustomAttribute additional information related to account types.
targetAllOrgs No Indicates whether the account type should be

assigned to all the organizations. Following are the
supported values:

m true: Account type is assigned to all the
organizations.

m false: Account type is assigned only to the
organizations that are listed in the
ListOfOrganizations element.

Note: By default, the value of this element is set to

false.
ListofOrganizati | No The name of the organization to which the account
ons/Organizati type must be assigned.
on/
orgName
ListofOrganizati | No The custom attribute that you have set for the
ons/Organizati organization to which you want to assign the account
on/ type.
customAttribut
e
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Element Mandatory | Description

clientTxId No Unique transaction identifier that the calling

application can include. This identifier helps in tracking
the related transactions.

Invoking the Web Service

To create account types:

1.

(Optional) Include the authentication and authorization details in the header of the
createAccountType operation. See chapter, "Managing Web Services Security" (see
page 35) for more information on the header elements.

Use the createAccountTypeRequest elements to set the account information.

Use createAccountTypeRequest message and construct the input message by using
the details obtained in preceding step.

Invoke the createAccountType operation of the ArcotConfigRegistrySvc service to
create the account type.

This operation returns the createAccountTypeResponse message that includes the
transaction identifier and the authentication token. See the following section for
more information on the response message.

Interpreting the Response Message

The response message, createAccountTypeResponse, returns the transaction identifier
and the authentication token in the SOAP envelope header. These elements are
explained in the following table. The SOAP body returns a success message if the
operation was performed successfully. If there are any errors, then the Fault response is
returned. See appendix, "Error Codes" (see page 353) for more information on the SOAP
error messages.

Element Description

udsTransactionID [ The unique identifier of the transaction that is performed using

uDs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.
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Updating Account Types

The updateAccountType operation is used to update the account type information and
the list of organizations to which the account type belongs.

This section walks you through the following topics for updating existing account types:
m  Preparing the Request Message

m  |nvoking the Web Service

m  [nterpreting the Response Message

Note: After you update an account type, you must refresh the system cache for the new

account type to take effect. See "Refreshing the Organization Cache" (see page 50) for
more information on how to refresh the cache.

Preparing the Request Message

The updateAccountTypeRequest message is used to update account types in the
AuthMinder database. The following table lists the elements of this request message:

Element Mandatory | Description

name Yes The name of the account type that you want to
update.

displayName No The descriptive name of the account type.

customAttribut | No Name-value pairs that contain the user or organization

e information that you want to update.

removeCustom | No The name of the account type custom attribute that

Attribute you want to delete.

targetAllOrgs No Indicates whether the updated account type should be

assigned to all the organizations. Following are the
supported values:

m true: Updated account type is assigned to all the
organizations.

m false: Updated account type is assigned only to the
organizations that are listed in the
ListOfOrganizations element.

Note: By default, the value of this element is set to

false.
ListofOrganizati | No The name of the organization to which the account
ons/orgName type must be assigned.
ListofOrganizati | No The custom attribute that you have specified for the
ons/customAtt organization.

ribute
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Element Mandatory | Description

RemoveOrgani [No The name of the organization that you want to

zations/orgNa disassociate with the account type.

me

clientTxId No Unique transaction identifier that the calling
application can include. This identifier helps in tracking
the related transactions.

Invoking the Web Service

To update account types:

1.

(Optional) Include the authentication and authorization details in the header of the
updateAccountType operation. See chapter, "Managing Web Services Security" (see
page 35) for more information on the header elements.

Use the updateAccountTypeRequest elements to set the account information.

Use updateAccountTypeRequest message and construct the input message by using
the details obtained in preceding step.

Invoke the updateAccountType operation of the ArcotConfigRegistrySvc service to
update the account type.

This operation returns the updateAccountTypeResponse message that includes the
transaction identifier and the authentication token. See the following section for
more information on the response message.

Interpreting the Response Message

The response message, updateAccountTypeResponse, returns the transaction identifier
and the authentication token in the SOAP envelope header. These elements are
explained in the following table. The SOAP body returns a success message if the
operation was performed successfully. If there are any errors, then the Fault response is
returned. See appendix, "Error Codes" (see page 353) for more information on the SOAP
error messages.

Element Description

udsTransactionID | The unique identifier of the transaction that is performed using

uDSs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.
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Fetching Account Types

The listAccountTypes operation is used to fetch the account types that are associated
with an organization.

This section walks you through the following topics for fetching the account types:

m  Preparing the Request Message

m  |nvoking the Web Service

m  [nterpreting the Response Message
Preparing the Request Message

The listAccountTypeRequest message is used to fetch account types that are associated
with an organization. The following table lists the elements of this request message:

Element Mandatory | Description

targetAllOrgs | Yes Indicates whether to fetch the account types assigned
to all the organizations. Following are the supported
values:

m  true: Account types assigned to all the
organizations are fetched.

m false: Account types assigned to the organizations
that are listed in the orgName element are
fetched.

orgName No The name of the organization to which the account
types to be fetched belongs.

clientTxId No Unique transaction identifier that the calling
application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To list the account types of an organization:

1.

(Optional) Include the authentication and authorization details in the header of the
listAccountTypes operation. See chapter , "Managing Web Services Security" (see
page 35) for more information on the header elements.

Use the listAccountTypeRequest elements to set the account information.

Use listAccountTypeRequest message and construct the input message by using the
details obtained in preceding step.

Invoke the listAccountTypes operation of the ArcotConfigRegistrySvc service to list
the account types.

This operation returns the listAccountTypeResponse message that includes the
transaction identifier, authentication token, and the account types associated with
an organization. See the following section for more information on the response
message.

Interpreting the Response Message

The

response message, listAccountTypeResponse, returns the transaction identifier and

the authentication token in the SOAP envelope header. The SOAP body includes the
account type details for a successful transaction, and the fault response for an error
condition.

The following table provides more information about the elements returned for a
successful transaction. See appendix "Error Codes" (see page 353) if there are any

erro

rs.

Element Description

Header Elements

udsTransactionID [ The unique identifier of the transaction that is performed using

uDs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.

Body Elements

e

AccountType/nam | The name of the account type.
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Element Description

AccountType/displ | The descriptive name of the account type.
ayName

AccountType/cust | Name-value pairs that are used to specify additional account type
omAttribute information.

Deleting Account Types

The deleteAccountType operation is used to delete the account types that are
associated with an organization.

This section walks you through the following topics for deleting account types:

m  Preparing the Request Message

m  Invoking the Web Service

m  Interpreting the Response Message

Note: After you delete an account type, you must refresh the system cache for the

deleted account type to take effect. See "Refreshing the Organization Cache" (see
page 50) for more information on how to refresh the cache.

Preparing the Request Message

The deleteAccountTypeRequest message is used to delete account types in the
AuthMinder database. The following table lists the elements of this request message:

Element Mandatory | Description
accountType Yes The name of the account type that you want to delete.
clientTxId No Unique transaction identifier that the calling

application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To delete account types:

1.

(Optional) Include the authentication and authorization details in the header of the
deleteAccountType operation. See chapter, "Managing Web Services Security" (see
page 35) for more information on the header elements.

Use the deleteAccountTypeRequest elements to get the account type that has to be
deleted.

Use the deleteAccountTypeRequest message and construct the input message by
using the details obtained in preceding step.

Invoke the deleteAccountType operation of the ArcotConfigRegistrySvc service to
delete the account type.

This operation returns the deleteAccountTypeResponse message that includes the
transaction identifier and the authentication token. See the following section for
more information on the response message.

Interpreting the Response Message

The
and

response message, deleteAccountTypeResponse, returns the transaction identifier
authentication token in the SOAP envelope header. These elements are explained in

the following table. The SOAP body returns a success message if the operation was
performed successfully. If there are any errors, then the Fault response is returned. See
appendix, "Error Codes" (see page 353) for more information on the SOAP error
messages.

Element Description

udsTransactionID [ The unique identifier of the transaction that is performed using

uDSs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.
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Fetching Email and Telephone Types

AuthMinder enables you to specify multiple email addresses and telephone numbers
while creating users in an organization. Email and telephone types are used to define
multiple email addresses and telephone numbers. These types can be defined globally
or can be specific to an organization. If the email address or telephone number types
are mandatory for an organization, then you must provide these values while you create
users in that organization.

This section covers the following sections that discuss how to fetch the email and
telephone types that are configured for an organization:

m  Fetching Email Types (see page 77)

m  Fetching Telephone Types (see page 79)

Fetching Email Types

The listEmailTypes operation is used to fetch the email address types that are
configured for an organization.

This section walks you through the following topics for fetching the email address types
configured for an organization:

m  Preparing the Request Message

m  Invoking the Web Service

m  Interpreting the Response Message
Preparing the Request Message

The listEmailTypeRequest message is used to fetch email address types that are
configured for the organization. The following table lists the elements of this request

message:

Element Mandatory | Description

orgName No The name of the organization for which the email
address types have to be fetched.

clientTxId No Unique transaction identifier that the calling
application can include. This identifier helps in tracking
the related transactions.

Chapter 5: Confiduration Management Web Service 77



Fetching Email and Telephone Types

Invoking the Web Service

To fetch email address types:

1. (Optional) Include the authentication and authorization details in the header of the
listEmailTypes operation. See chapter, "Managing Web Services Security" (see
page 35) for more information on the header elements.

2. Use the listEmailTypeRequest elements to get the organization name.

3. Use the listEmailTypeRequest message and construct the input message by using
the details obtained in preceding step.

4. Invoke the listEmailTypes operation of the ArcotConfigRegistrySvc service to fetch
the email address types.

This operation returns the listEmailTypeResponse message that includes the
transaction identifier, authentication token, and email address types. See the
following section for more information on the response message.

Interpreting the Response Message

The response message, listEmailTypeResponse, returns the transaction identifier and
the authentication token in the SOAP envelope header. The SOAP body includes the
email address types for a successful transaction and the Fault response for an error
condition.

The following table provides more information about the elements returned for a
successful transaction. See appendix, "Error Codes" (see page 353) if there are any
errors.

Element Description

Header Elements

udsTransactionID | The unique identifier of the transaction that is performed using
uDSs.

authToken The authentication token that is returned if the credential
verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.

Body Elements

isGlobal Specifies whether the email type is configured at the global level.
Possible values are:

m  True: Indicates that the email type is configured at the global
level.

m  False: Indicates that the email type is configured at the
organization level.
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Element Description

emailType/name | The name of the email address type.

emailType/display [ The display name of the email address type.
Name

emailType/priority | The priority of the email type if more than one email type has
been configured.

emailType/isMand [ Indicates whether the email type is mandatory.
atory

Fetching Telephone Types

The listTelephoneTypes operation is used to fetch the telephone types that are
configured for an organization.

This section walks you through the following topics for fetching the telephone types
configured for an organization:

m  Preparing the Request Message

m  Invoking the Web Service

m  Interpreting the Response Message
Preparing the Request Message

The listTelephoneTypeRequest message is used to fetch the telephone types that are
configured for the organization. The following table lists the elements of this request

message:

Element Mandatory |Description

orgName No The name of the organization for which the telephone
address types have to be fetched.

clientTxId No Unique transaction identifier that the calling
application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To fetch telephone types:

1. (Optional) Include the authentication and authorization details in the header of the
listTelephoneTypes operation. See chapter, "Managing Web Services Security" (see
page 35) for more information on the header elements.

2. Use the listTelephoneTypeRequest elements to get the organization name.

3. Use the listTelephoneTypeRequest message and construct the input message by
using the details obtained in preceding step.

4. Invoke the listTelephoneTypes operation of the ArcotConfigRegistrySvc service to
fetch the telephone types.

This operation returns the listTelephoneTypeResponse message that includes the
transaction identifier, authentication token, and telephone types. See the following
section for more information on the response message.

Interpreting the Response Message

The response message, listTelephoneTypeResponse, returns the transaction identifier
and the authentication token in the SOAP envelope header. The SOAP body includes the
telephone types for a successful transaction and the fault response for an error
condition.

The following table provides more information about the elements returned for a
successful transaction. See appendix, "Error Codes" (see page 353) if there are any
errors.

Element Description

Header Elements

udsTransactionID [ The unique identifier of the transaction that is performed using
uDSs.

authToken The authentication token that is returned if the credential
verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.

Body Elements

isGlobal Specifies whether the telephone type is configured at the global
level. Possible values are:

m  True: Indicates that the telephone type is configured at the
global level.

m  False: Indicates that the telephone type is configured at the
organization level.
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Element Description

TelephoneType/na | The name of the telephone type.
me

TelephoneType/di | The display name of the telephone type.
splayName

TelephoneType/pri | The priority of the telephone type if more than one telephone
ority type has been configured.

TelephoneType/is |Indicates whether the telephone type is mandatory.
Mandatory

Fetching User Attributes Configured for Encryption

The administrators of an organization can choose to store the user attributes in an
encrypted format. To fetch such attributes that are configured to be stored in encrypted
format, you need to use the listConfiguredAttributesForEncryption operation.

This section walks you through the following topics for fetching the user attributes that
are configured for encryption:

m  Preparing the Request Message

m  Invoking the Web Service

m  Interpreting the Response Message
Preparing the Request Message
The listConfiguredAttributesForEncryptionRequest message is used to fetch the user

attributes that are configured for encryption. The following table lists the elements of
this request message:

Element Mandatory | Description

orgName No The name of the organization for which the user
attributes have to be fetched.

clientTxId No Unique transaction identifier that the calling
application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To fetch user attributes configured for encryption:

1.

(Optional) Include the authentication and authorization details in the header of the
listConfiguredAttributesForEncryption operation. See chapter, "Managing Web
Services Security" (see page 35) for more information on the header elements.

Use the listConfiguredAttributesForEncryptionRequest elements to get the
organization name.

Use the listConfiguredAttributesForEncryptionRequest message and construct the
input message by using the details obtained in preceding step.

Invoke the listConfiguredAttributesForEncryption operation of the
ArcotConfigRegistrySvc service to fetch the user attributes.

This operation returns the listConfiguredAttributesForEncryptionResponse message
that includes the transaction identifier, authentication token, and user attributes.
See the following section for more information on the response message.

Interpreting the Response Message

The response message, listConfiguredAttributesForEncryptionResponse, returns the
transaction identifier and authentication token in the SOAP envelope header. The SOAP
body includes the user attributes configured for encryption for a successful transaction
and the Fault response for an error condition.

The following table provides more information about the elements returned for a
successful transaction. See appendix, "Error Codes" (see page 353) if there are any
errors.

Element Description

Header Elements

udsTransactionID [ The unique identifier of the transaction that is performed using

uDs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.

Body Elements
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Element

Description

isGlobal

Specifies whether the user attributes are configured for
encryption at the global level. Possible values are:

m  True: Indicates that the user attributes are configured for
encryption at the global level.

m  False: Indicates that the user attributes are configured for
encryption at the organization level.

attribute

The name of the user attribute that is configured for encryption.
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Important! To use the Web service operations that are discussed in this chapter, you
must deploy the User Data Service (arcotuds.war) file.

See section, "Deploying User Data Service" in the CA AuthMinder Installation and
Deployment Guide.

For AuthMinder to authenticate users, users have to be created in the database, which
is a one-time process. The user can either be created in the AuthMinder database or
AuthMinder organization can be configured to connect to LDAP for user information.

This chapter discusses the Web service operations that are used to create and manage
users, create and manager user accounts, and authenticate LDAP users. This chapter
covers the following topics:

m  Before You Proceed (see page 85)

m  Performing User Operations (see page 89)

m  Performing User Account Operations (see page 118)

m  Setting the Personal Assurance Message (see page 135)

m  Fetching the Personal Assurance Message (see page 137)

m  Setting Custom User Attributes (see page 139)

m  Authenticating LDAP Users (see page 141)

You must use the ArcotUserManagementSvc.wsdl file to perform the operations
discussed in this chapter.

Before You Proceed

This section lists the supported user states, transitions supported between the user
states, and the user operations that are possible on a particular organization and user
status combination. Before you proceed with the user and user account operations that
are discussed in this chapter, read this section to understand whether the operation can
be performed based on the organization and user status.

The following topics are covered in this section:
m  User States (see page 86)

m  Supported User State Transitions (see page 86)

m  User Operations and States (see page 87)

m  User Account Operations and States (see page 88)
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User States

AuthMinder supports the following states for users in the system:

INITIAL

Indicates that the user has been created in the system, but cannot perform any
operation. To create a user in this state, you need to specify the status in the
createUser operation.

ACTIVE

Indicates that the user can perform any operation in the system. This is the default
status of the user when you create a user in the system.

INACTIVE

Indicates that the user has been deactivated and cannot perform any operation.
You can deactivate a user permanently or for a specific period. You might need to
deactivate the user for a specified period in situations where an employee goes for
a long vacation and you want to disable their logins during this period to prevent
any unauthorized access.

To deactivate the user for a specific period, you must specify the startLockTime and
endLockTime elements. If you do not specify these values, then the user will be
permanently deactivated.

DELETED

Indicates that the user no longer exists in the system.

Supported User State Transitions

The following table lists the transitions possible between the supported user states:

Change State to
T I ma acnve |WACTVE | IINACTVE o e
INITIAL Yes Yes No No Yes
ACTIVE No Yes Yes Yes Yes
INACTIVE No Yes Yes Yes Yes
DELETED No No No No Yes
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User Operations and States

The following table lists the user operations and whether each operation is allowed on
a specific combination of the organization and user status:

User Operation Organization Status User Status Allowed
Create User INITIAL NA No
ACTIVE NA Yes
INACTIVE NA No
DELETED NA No
Update User INITIAL NA No
ACTIVE Any User State Yes
INACTIVE Any User State Yes
DELETED Any User State Yes
Update User Status [ INITIAL NA No
ACTIVE ACTIVE Yes
INACTIVE
DELETED
INACTIVE ACTIVE Yes
INACTIVE
DELETED
DELETED Any User State No
Delete User INITIAL NA No
ACTIVE INITIAL Yes
ACTIVE
INACTIVE
INACTIVE INITIAL Yes
ACTIVE
INACTIVE
DELETED Any User State No
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User Account Operations and States

The following table lists the user account operations and whether each operation is
allowed on a specific combination of the organization and user status:

g:;rr;ciit:‘unt Organization Status User Status Allowed
Add User Account INITIAL NA No
ACTIVE/INACTIVE INITIAL Yes
ACTIVE Yes
INACTIVE Yes
DELETED No
DELETED Any User State No
Update User Account | INITIAL NA No
ACTIVE/INACTIVE INITIAL Yes
ACTIVE Yes
INACTIVE Yes
DELETED No
DELETED Any User State No
Update User Account | INITIAL NA No
ACTIVE/INACTIVE INITIAL Yes
ACTIVE Yes
INACTIVE Yes
DELETED No
DELETED Any User State No
Delete User Account |INITIAL NA No
ACTIVE/INACTIVE INITIAL Yes
ACTIVE Yes
INACTIVE Yes
DELETED No
DELETED Any User State No
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Performing User Operations

This section covers the following operations:

Creating Users

Creating Users (see page 89)

Updating Users (see page 94)

Updating User Status (see page 98)

Fetching User Details (see page 100)

Searching Users by Using Pagination (see page 105)

Searching All Users (see page 108)

Checking User Status (see page 112)

Updating User Status (see page 114)

Deleting Users (see page 116)

This section walks you through the following topics for creating the users:

Preparing the Request Message

Invoking the Web Service

Interpreting the Response Message

Preparing the Request Message

The createUserRequest message is used to create users in the AuthMinder database.
The following table lists the elements of this request message:

Element Mandatory

Description

e

userld/orgNam | No

The name of the organization to which the user must
belong to.

Note: If the organization name is not passed, then the
Default Organization is used for the operation.

userID/userNa |Yes
me

The unique identifier with which the user is identified
in the system.

d

userld/userRefl | No

The unique identifier that is assigned to the user when
they are created. This identifier is used as a reference
to track different operations performed by a user.
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Element Mandatory | Description

dateCreated No The timestamp when the user was created in the
system.

Note: Not applicable for the createUserRequest
operation.

dateModified |No The timestamp when the user details were last
modified.

Note: Not applicable for the createUserRequest
operation.

emailld Yes The email ID of the user that has to be registered. The
default qualifier is EMAILID.

Note: You can repeat this entry if you want to
configure multiple email IDs for a user, and
accordingly use the qualifier based on the email types
configured using Administration Console. Refer to the
CA AuthMinder Administration Guide for more
information on configuring multiple email IDs.

telephoneNum | Yes The telephone number of the user that has to be
ber registered. The default qualifier is TELEPHONE.

Note: You can repeat this entry if you want to
configure multiple telephone numbers for a user, and
accordingly use the qualifier based on the telephone
types configured using Administration Console. Refer
to the CA AuthMinder Administration Guide for more
information on configuring multiple telephone

numbers.
firstName No The first name of the user.
middleName No The middle name of the user.
lastName No The last name of the user.
pam No The Personal Assurance Message (PAM) that is

displayed to the user when they try to access a
resource protected by AuthMinder.

pamlimageURL [No The URL which contains the image that is displayed to
the user, when they try to access a resource protected
by AuthMinder.

image No The picture that the user wants to upload to identify
themselves.
status No The status of the user. To create the user, the status

must be ACTIVE.
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Element Mandatory | Description
customAttribut | No The additional user information that you want to pass
e as a name-value pair.
m nhame
Indicates the name of the attribute that you want
to create.
m value
Indicates the corresponding value for the name.
startLockTime [No The timestamp when the user has to be deactivated.
endLockTime No The timestamp when the deactivated user has to be
activated.
account/accou |Yes The attribute that qualifies the account ID and
ntType provides additional context about the usage of the
. account ID.
Only if the
account
element is
defined.
account/accou |No The alternate identifier that is used to identify the user
ntID in addition to the user name. The account ID is also
known as account.
account/accou |No The status of the account. Following are the supported
ntStatus values:
m  0-9: Indicates that the account is in the INITIAL
state.
m  10-19: Indicates that the account is in the ACTIVE
state.
m  20-29: Indicates that the account is in the
INACTIVE state.
m  30-39: Indicates that the account is in the
DELETED state.
m  >39:Indicates that the account state is
UNKNOWN.
account/accou |[No The alternate identifier that is used to identify the user
ntIDAttribute in the system.
Note: You cannot pass more than three account ID
attributes for a user.
account/dateCr | No The timestamp when the account ID was created.
eated

Note: Not applicable for the createUserRequest
operation.
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Element Mandatory | Description
account/dateM | No The timestamp when the account ID was last
odified modified.
Note: Not applicable for the createUserRequest
operation.
account/accou |No The additional account information that you want to
ntCustomAttrib pass as a name-value pair.
t .
ute m  attributeName
Indicates the name of the attribute that you want
to create.
m  attributeValue
Indicates the corresponding value for the name.
clientTxId No The unique transaction identifier that the calling
application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To create users in the AuthMinder database:

1.

(Optional) Include the authentication and authorization details in the header of the
createUser operation. See chapter, "Managing Web Services Security" (see page 35)
for more information on the header elements.

Use the createUserRequest elements to provide the user information.

Use the createUserRequest message and construct the input message by using the
details obtained in preceding step.

Invoke the createUser operation of the ArcotUserRegistrySvc service to create
users.

This operation returns the createUserResponse message that includes the
transaction identifier and the authentication token. See the following section for
more information on the response message.

Interpreting the Response Message

The response message, createUserResponse, returns the transaction identifier and the
authentication token in the SOAP envelope header. These elements are explained in the
following table. The SOAP body returns a success message if the operation was
performed successfully. If there are any errors, then the Fault response is returned. See
appendix, "Error Codes" (see page 353) for more information on the SOAP error
messages.

Element Description

udsTransactionID | The unique identifier of the transaction that is performed using

uDs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.
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Updating Users

This section walks you through the following topics for updating the user information:
m  Preparing the Request Message
m  Interpreting the Response Message

m  [nterpreting the Response Message
Preparing the Request Message

The updateUserRequest message is used to update the user information in the
AuthMinder database. The following table lists the elements of this request message:

Element Mandatory | Description
userld/orgName No The name of the organization to which the user
belongs to.

Note: If the organization name is not passed, then
the Default Organization is used for the operation.

userlD/userName | Yes The unique identifier with which the user is
identified in the system.

userld/userRefld No The identifier that is used as a reference to track
different operations performed by a user.

dateCreated No The timestamp when the user was created in the
system.

dateModified No The timestamp when the user details were last
modified.

emailld No The email ID of the user that has to be registered.

The default qualifier is EMAILID.

Note: You can repeat this entry if you want to
configure multiple email IDs for a user, and
accordingly use the qualifier based on the
configured email types.

telephoneNumber | No The telephone number of the user that has to be
registered. The default qualifier is TELEPHONE.

Note: You can repeat this entry if you want to
configure multiple telephone numbers for a user,
and accordingly use the qualifier based on the
configured telephone types.

firstName No The first name of the user.
middleName No The middle name of the user.
lastName No The last name of the user.
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Element Mandatory | Description

pam No The Personal Assurance Message (PAM) is a text
string that is displayed to the user, when they try to
access the AuthMinder-protected resource.

pamlimageURL No The URL which contains the image that is displayed
to the user when they try to access the
AuthMinder-protected resource.

image No The picture that the user wants to upload to
identify themselves.

status No The status of the user. Following are the supported
values:
= INITIAL
m  ACTIVE
m INACTIVE
m  DELETED
customAttribute No The additional user information that you want to

pass as a name-value pair.

m nhame
Indicates the name of the attribute that you
want to create.

m  value
Indicates the corresponding value for the
name.
startLockTime No The timestamp when the user has to be

deactivated.

endLockTime No The timestamp when the deactivated user has to
be activated.

account/accountT |Yes The attribute that qualifies the account ID and
ype provides additional context about the usage of the
. account ID.
Only if the
account
element is
defined.
account/account! | No The alternate identifier that is used to identify the
D user in addition to the user name. The account ID is

also known as account.
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Element

Mandatory

Description

account/accountSt
atus

No

The status of the account. Following are the
supported values:

m  0-9: Indicates that the account is in the INITIAL
state.

m 10-19: Indicates that the account is in the
ACTIVE state.

m  20-29: Indicates that the account is in the
INACTIVE state.

m  30-39: Indicates that the account is in the
DELETED state.

m  >39:Indicates that the account state is
UNKNOWN.

account/accountl
DAttribute

No

The alternate identifier that is used to identify the
user in the system.

Note: You cannot pass more than three account ID
attributes for a user.

account/dateCreat
ed

No

The timestamp when the account ID was created.

Note: Not applicable for the updateUser operation.

account/dateModi
fied

No

The timestamp when the account ID was last
modified.

Note: Not applicable for the updateUser operation.

account/accountC
ustomAttribute

No

The additional account information that you want
to pass as a name-value pair.

m  attributeName
Indicates the name of the attribute that you
want to create.

m  attributeValue
Indicates the corresponding value for the
name.

updateUserFlags/
updatelmage

No

The flag to indicate whether the user image can be
changed. Supported values are:

m  0:Indicates that the image cannot be changed.

m  1:Indicates that the image can be changed.

clientTxId

No

The unique transaction identifier that the calling
application can include. This identifier helps in
tracking the related transactions.
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Invoking the Web Service

To update users in the AuthMinder database:

1.

(Optional) Include the authentication and authorization details in the header of the
updateUser operation. See chapter, "Managing Web Services Security" (see
page 35) for more information on the header elements.

Use the updateUserRequest elements to update the user information.

Use the updateUserRequest message and construct the input message by using the
details obtained in preceding step.

Invoke the updateUser operation of the ArcotUserRegistrySvc service to update
user information.

This operation returns the updateUserResponse message that includes the
transaction identifier and the authentication token. See the following section for
more information on the response message.

Interpreting the Response Message

The response message, updateUserResponse, returns the transaction identifier and the
authentication token in the SOAP envelope header. These elements are explained in the
following table. The SOAP body returns a success message if the operation was
performed successfully. If there are any errors, then the Fault response is returned. See
appendix, "Error Codes" (see page 353) for more information on the SOAP error
messages.

Element Description

udsTransactionID [ The unique identifier of the transaction that is performed using

uDSs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.
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Updating User Status

The updateUserStatus operation is used to change the status of the user. In a single call,
you can update the status of multiple users.

The status of a user can be any of the following:

= [NITIAL
= ACTIVE
= |INACTIVE
m  DELETED

This section walks you through the following topics for changing the user status:
m  Preparing the Request Message
m  Invoking the Web Service

m  Interpreting the Response Message
Preparing the Request Message

The following table lists the elements of the updateUserStatusRequest message:

Element Mandatory | Description
userld/orgNam | No The name of the organization to which the user
e belongs to.

Note: If the organization name is not passed, then the
Default Organization is used for the operation.

userID/userNa |Yes The unique identifier with which the user is identified
me in the system.

userld/userRefl [ No The identifier that is used as a reference to track

d different operations performed by a user.

Note: If want to update the status of more than one user, then repeat the userlD
element with the user details.

status Yes The status that you want to assign to the user.
Following are the supported values:

= INITIAL
m  ACTIVE
m  INACTIVE
m DELETED
startLockTime [No The timestamp when the user has to be deactivated.
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Element Mandatory | Description

endLockTime No The timestamp when the deactivated user has to be
activated.

clientTxId No The unique transaction identifier that the calling
application can include. This identifier helps in tracking
the related transactions.

Invoking the Web Service

To update user status in the AuthMinder database:

1.

(Optional) Include the authentication and authorization details in the header of the
updateUserStatus operation. See chapter, "Managing Web Services Security" (see
page 35) for more information on the header elements.

Use the updateUserStatusRequest elements to update the user status.

Use the updateUserStatusRequest message and construct the input message by
using the details obtained in preceding step.

Invoke the updateUserStatus operation of the ArcotUserRegistrySvc service to
update the user status.

This operation returns the updateUserStatusResponse message that includes the
transaction identifier and the authentication token. See the following section for
more information on the response message.

Interpreting the Response Message

The response message, updateUserStatusResponse returns the transaction identifier
and the authentication token in the SOAP envelope header. These elements are
explained in the following table. The SOAP body returns a success message if the
operation was performed successfully. If there are any errors, then the Fault response is
returned. See appendix, "Error Codes" (see page 353) for more information on the SOAP
error messages.

Element Description

udsTransactionID [ The unique identifier of the transaction that is performed using

uDs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.
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Fetching User Details

The retrieveUser operation is used to search the details of a particular user.

This section walks you through the following topics for fetching the user details:

m  Preparing the Request Message

m  |nvoking the Web Service

m  [nterpreting the Response Message

Preparing the Request Message

The following table lists the elements of the retrieveUserRequest message:

counts

Element Mandatory |Description
userldentifier |Yes The unique identifier (user name) with which the user
is identified in the system.
orgName No The name of the organization to which the user
belongs to.
Note: If the organization name is not passed, then the
Default Organization is used for the operation.
accountType No The attribute that qualifies the account ID and
provides additional context about the usage of the
account ID.
filter/includelm | No The flag to indicate whether the user image has to be
age retrieved or not. Supported values are:
m  0O:Indicates that the image must not be retrieved.
This is the default value.
m 1:Indicates that the image must be retrieved.
filter/includeAc | No The flag to indicate whether the user accounts have to

be retrieved or not. Supported values are:

m  0:Indicates that the user accounts must not be
retrieved. This is the default value.

m 1:Indicates that the user accounts must be
retrieved.
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Element

Mandatory

Description

filter/deepSear
ch

No

The flag to indicate whether the user must be
searched based on more than one parameter.
Supported values are:

0: Indicates that the users will be searched based
on their user names only.

1: Indicates that the users will be searched using
the following details:

First search attribute: User name

Second search attribute: Account ID

Third search attribute: Account ID attribute

If the user details are not found using the first
search attribute, then the second attribute is
used. If both the first and second attributes fail to
fetch the user details, then the third attribute is
used to search the user details.

clientTxId

No

The unique transaction identifier that the calling
application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To retrieve the details of a user:

1.

(Optional) Include the authentication and authorization details in the header of the
retrieveUser operation. See chapter, "Managing Web Services Security" (see
page 35) for more information on the header elements.

Use the retrieveUserRequest elements to collect the user details.

Use the retrieveUserRequest message and construct the input message by using the
details obtained in preceding step.

Invoke the retrieveUser operation of the ArcotUserRegistrySvc service to fetch the
user details.

This operation returns the retrieveUserResponse message that includes the
transaction identifier and the authentication token. See the following section for
more information on the response message.

Interpreting the Response Message

The

response message, retrieveUserResponse, returns the transaction identifier and

authentication token in the SOAP envelope header. The SOAP body includes the user
details for a successful transaction and the Fault response for an error condition.

The following table provides more information on the elements returned for a
successful transaction. See appendix, "Error Codes" (see page 353) if there are any
errors.

Element Description

Header Elements

udsTransactionID [ The unique identifier of the transaction that is performed using

uDSs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.

Body Elements

userld/orgName The name of the organization to which the user belongs to.

userld/userName | The unique identifier with which the user is identified in the

system.

userld/userRefld The identifier that is used as a reference to track different

operations performed by a user.

dateCreated The timestamp when the user was created in the system.
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Element Description

dateModified The timestamp when the user details were last modified.

emailld The email ID of the user that has been registered. If multiple
email IDs are configured for the user, then all email IDs are
fetched.

telephoneNumber | The telephone number of the user that has been registered. If
multiple telephone numbers are configured for the user, then all
numbers are fetched.

firstName The first name of the user.
middleName The middle name of the user.
lastName The last name of the user.
pam The Personal Assurance Message (PAM) string is displayed to the
user, when they try to access a resource protected by
AuthMinder.
pamimageURL The URL which contains the image that is displayed to the user,
when they try to access the AuthMinder-protected resource.
image The picture that the user wants to upload to identify themselves.
status The status of the user. Following are the supported values:
= INITIAL
m  ACTIVE
m  INACTIVE
m DELETED

Note: If you do not pass the value, then by default the status is
set as ACTIVE.

customAttribute The additional user information in name-value pairs.

m  name
Indicates the name of the attribute that you want to create.

m  value
Indicates the corresponding value for the name.

startLockTime The timestamp when the user was deactivated.

endLockTime The timestamp when the deactivated user has to be activated.

account/accountTy | The attribute that qualifies the account ID and provides
pe additional context about the usage of the account ID.

account/accountID | The alternate identifier that is used to identify the user in
addition to the user name. The account ID is also known as
account.
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Element Description
account/accountSt | The status of the account. Following are the supported values:
atus

m  0-9: Indicates that the account is in the INITIAL state.

m  10-19: Indicates that the account is in the ACTIVE state.

m  20-29: Indicates that the account is in the INACTIVE state.
m  30-39: Indicates that the account is in the DELETED state.
m  >39:Indicates that the account state is UNKNOWN.

account/accountID
Attribute

The alternate identifier that is used to identify the user in the
system.

account/dateCreat | The timestamp when the account ID was created.

ed

account/dateModi | The timestamp when the account ID was last modified.

fied

account/accountC | The additional account information that you want to pass as a

ustomAttribute

name-value pair.

m  attributename
Indicates the name of the custom attribute.

m  attributevalue
Indicates the corresponding value for the name.
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Searching Users by Using Pagination

When you search for users in the AuthMinder database or directory service, the
information is fetched and displayed in the alphabetical order of the user names. If you
have a large setup with many users, then to search for a user you will have to navigate
through the search result to search for a particular user. To increase the search
efficiency in such cases, you can search the users by specifying the start and end index.

Note: If you are searching for the users in the LDAP organization, then ensure that LDAP
supports pagination search.

This section walks you through the following topics for searching the active users based
on the search index:

m  Preparing the Request Message

m  Invoking the Web Service

m  Interpreting the Response Message

Preparing the Request Message

The following table lists the elements of the listUsersRequest message:

Element

Mandatory

Description

orgName

No

The name of the organization to which the user
belongs to.

Note: If the organization name is not passed, then the
Default Organization is used for the operation.

startindex

Yes

The index entry starting from which the user
information has to be fetched.

For example, if the complete search fetches 60 results
and if the startindex is set to 45, then the user
information from search result entry 45 is returned.

endindex

Yes

The index page where the user search must end.

For example, if the complete search fetches 60 results
and if the startindex is set to 45 and endIndex is set to
55, then the user information from the search result
entry 45 to 55 is returned.

clientTxId

No

The unique transaction identifier that the calling
application can include. This identifier helps in tracking
the related transactions.
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Invoking the Web Service

To search for users based on pagination:

1.

(Optional) Include the authentication and authorization details in the header of the
listUsers operation. See chapter, "Managing Web Services Security" (see page 35)
for more information on the header elements.

Use the listUsersRequest elements to collect the start and end index.

Use the listUsersRequest message and construct the input message by using the
details obtained in preceding step.

Invoke the listUsers operation of the ArcotUserRegistrySvc service to fetch the user
details for the specified start and end index.

This operation returns the listUsersResponse message that includes the transaction
identifier, authentication token, and user details. See the following section for more
information on the response message.

Interpreting the Response Message

The

response message, listUsersResponse, returns the transaction identifier and the

authentication token in the SOAP envelope header. The SOAP body includes the user
details and status for a successful transaction and the Fault response for an error
condition.

The following table provides more information about the return elements for successful
transaction. See appendix, "Error Codes" (see page 353) if there are any errors.

Element Description

Header Elements

udsTransactionID [ The unique identifier of the transaction that is performed using

uDSs.

authToken The authentication token that is returned if the credential

verification to access Web services was successful. This token
eliminates the need for you to present the authentication
credential for successive access to the Web services.

By default, the authentication token is valid for one day, after
which you need to authenticate again.

Body Elements

count The total number of users returned in the search result.

userld/orgName The name of the organization to which the user belongs.

userld/userName | The unique identifier with which the user is identified in the

system.

userld/userRefld The identifier that is used as a reference to track different

operations performed by a user.
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Element Description

dateCreated The timestamp when the user was created in the system.

dateModified The timestamp when the user details were last modified.

emailld The email ID of the user that has been registered. If multiple
email IDs are configured for the user, then all the email IDs are
fetched.

telephoneNumber | The telephone number of the user that has been registered. If
multiple telephone numbers are configured for the user, then all
the numbers are fetched.

firstName The first name of the user.
middleName The middle name of the user.
lastName The last name of the user.
pam The Personal Assurance Message (PAM) string displayed to the
user when they try to access a resource protected by
AuthMinder.
pamlimageURL The URL, which contains the image that is displayed to the user,
when they try to access a resource protected by AuthMinder.
image The picture that the user wants to upload to identify themselves.
status The status of the user. Following are the supported values:
= INITIAL
m  ACTIVE
m  INACTIVE
m DELETED

customAttribute The additional user information that you want to pass as
name-value pair.

m  name
Indicates the name of the attribute that you want to create.

m  value
Indicates the corresponding value for the name.

startLockTime The timestamp when the user has to be deactivated.

endLockTime The timestamp when the deactivated user has to be activated.
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Searching All Users

You must use the searchUsers operation to search for all the users in the system.

This section walks you through the following topics for searching the users:

m  Preparing the Request Message

m  |nvoking the Web Service

m  [nterpreting the Response Message

Preparing the Request Message

The following table lists the elements of the searchUsers message:

Element Mandatory | Description
orgPattern No The pattern that is used to search the organizations.
For example, *ac pattern will search for users in the
following organizations:
m  Acme
m  Acro
Note: If the organization pattern is not passed, then
the Default Organization is used for the operation.
orgName No The name of the organization to which the user
belongs.
Note: If the organization name is not passed, then the
Default Organization is used for the operation.
searchExpressi | Yes The expression that is used to search for users. For
on example, if you search for *m, then the following user
details will be fetched:
m  John Smith
m  Mathew
count No If the search result exceeds this value, then only the
search results equal to this value are fetched.
filter/includelm | No The flag to indicate whether the user image has to be
age retrieved or not. Supported values are:
m  0:Indicates that the image must not be retrieved.
m 1:Indicates that the image must be retrieved.
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Element

Mandatory

Description

filter/includeAc
counts

No

The flag to indicate whether the user accounts have to
be retrieved or not. Supported values are:

m 0O:Indicates that the user accounts must not be
retrieved.

m 1:Indicates that the user accounts must be
retrieved.

filter/deepSear
ch

No

The flag to indicate whether the user must be searched
based on more than one parameter. Supported values
are:

m 0:Indicates that the users will be searched based
on their user names only.

m  1:Indicates that the users will be searched using
the following details:
First search attribute: User name
Second search attribute: Account ID
Third search attribute: Account ID attributes

If the user details are not found using the first
search attribute, then the second attribute is used.
If both the first and second attributes fail to fetch
the user details, then the third attribute is used to
search the user details.

status

No

The status of the user. Following are the supported
values:

= INITIAL
m  ACTIVE
= INACTIVE

m  DELETED

Note: If you do not pass the value, then by default the
status is set as ACTIVE.

account/accou
ntType

Yes

Only if the
account
element is
defined.

The attribute that qualifies the account ID and
provides additional context about the usage of the
account ID.

account/accou
ntID

No

The alternate identifier that is used to identify the user
in addition to the user name. The account ID is also
known as account.
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Element Mandatory

Description

account/accou |No
ntStatus

The status of the account. Following are the supported
values:

m  0-9: Indicates that the account is in the INITIAL
state.

m  10-19: Indicates that the account is in the ACTIVE
st