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Chapter 1. Welcome to Application
Delivery Analysis

This section contains the following topics:

Understanding Application Delivery Analysis (see page 17)

How to Access the Management Console (see page 20)

Monitored TCP Sessions (see page 23)

How to Set Up and Maintain CA Application Delivery Analysis (see page 27)

Understanding Application Delivery Analysis

CA Application Delivery Analysis is the application performance management module of
the CA Performance Center (CA PC) and the CA NetQoS Performance Center (CA NPC).
CA Application Delivery Analysis tracks and measures end-user response time--without
desktop or server agents. CA Application Delivery Analysis passively monitors IPv4-based
TCP packets traversing the network between clients and servers, providing metrics such
as network, server, and application latency for all mission critical applications.

When a TCP transaction flows across your infrastructure, it essentially flows through
three main components of your infrastructure — the network, the server, and the
application. When performance degrades on any of these components, it can adversely
affect the transaction times to the end users.

CA Application Delivery Analysis measures TCP transaction time from the server switch,
between each TCP client and the application port on a server. As shown in the example
below, response times between the server switch and the client are network response
times (indicated with a green arrow), and response times between the server switch and
the server are server response times (indicated with a red arrow). The combined
network and server response times (indicated with a yellow arrow) reflect the
end-user’s experience with the application.

CA Application Delivery Analysi

Remote Site WAN Data Center
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Understanding Application Delivery Analysis

CA Application Delivery Analysis reports on the unique combination of time frame,
application port, server, network, and performance metric. For example, you can report
on the average Network Connection Time for all applications and servers that
communicated with the Development | client network in the last 24 hours.

Timeframe: Last 24 Hours

Application: All

Server: All

MNetwork: Development I {192.168.8.0/24) [Clear]
Metric: Netwark Connection Time

CA Application Delivery Analysis can be registered as a data source with the CA PC or the
CA NPC when it is used with performance management. When CA Application Delivery
Analysis is not used with performance management, it should be registered with the CA
NPC. The CA PC or CA NPC security features--including users, roles, product privileges,
and groups--let you control which users can view specific data in the management
console.

Architectural Overview of Application Delivery Analysis

CA Application Delivery Analysis consists of a CA Application Delivery Analysis Manager
and one or more monitoring devices. The CA Application Delivery Analysis Manager is an
appliance that runs the database engine and reporting console. A monitoring device is
an appliance that monitors TCP transactions. The CA Application Delivery Analysis
Manager consolidates response time data from one or more monitoring devices.

CA Application Delivery Analysis offers multiple monitoring options:

m  The CA Multi-Port Monitor is the most scalable and feature-rich option for SPAN or
TAP data. It has single Gigabit and 10-Gigabit options.

m  The CA Standard Monitor processes up to a single Gigabit of SPAN or TAP data.

m  The CA Virtual Systems Monitor monitors to-from traffic between virtual servers on
the same VMware ESX Host.

m  Cisco Network Analysis Module (NAM). A Cisco NAM is a monitoring device for CA
Application Delivery Analysis and lets you perform deep-dive troubleshooting.
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Monitoring with

A CA Standard Monitor or CA Multi-Port Monitor also processes packet digests from:

WAN-optimization devices, including Cisco WAAS and Riverbed Steelhead

CA GigaStor Connector. A CA GigaStor is a long-term packet capture appliance that
sends performance data to CA Application Delivery Analysis, but also enables
retrospective network analysis to go back in time for packet analysis or to replay
session data.

Chicago Data Center ‘San Jose Data Center

" "
Port Monitor
. " C

WAN | Ii
- f f
WAN Optimization
Device

CA Application Delivery
Analysis Manager

WAN Optimization 0 Atlanta Campus
evice

ree
rEe

—

.i CA Multi-Port CA Standard II
Monitor Monitor
. - . Il .
.i CA GigaStor II

rEe

WAN Optimization
Device

In environments where all the server traffic can be mirrored from a single switch port, a
Standalone CA Application Delivery Analysis Manager can be used where the CA
Application Delivery Analysis Manager receives mirrored TCP packets on its Monitor
NIC.

Application Delivery Analysis

CA Application Delivery Analysis monitors end-to-end performance by automatically:

m  Collecting and calculating IPv4-based TCP transaction times for applications, based
on default server subnets and client networks, and the server subnets and client
networks you specify.

m  Monitoring user-defined applications, based on the server assignments you specify.
m  Generating baselines for application performance to understand what is normal.

m  Setting thresholds for upper boundaries of acceptable performance

m  Creating incidents when the thresholds are crossed.

m  Displaying 5-minute summaries of all performance metrics for IPv4 transactions.
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How to Access the Management Console

By default, CA Application Delivery Analysis passively monitors end-to-end response
time. You can make the product more active, for example, by enabling a network trace
route investigation in response to a network incident or setting an operational level
agreement (OLA) for application availability.

More information:

How to Set Up and Maintain CA Application Delivery Analysis (see page 27)

The Administrator Role in Application Delivery Analysis

The CA Application Delivery Analysis administrator is responsible for:
m  Setting up monitoring devices.

m  Working with network administrators to place monitoring devices at the
appropriate locations on the network, and mirror the appropriate TCP traffic to
each monitoring device.

m  Specifying the server subnet, application, and client network definitions that you
want to monitor.

m  Managing the applications that the management console automatically creates
from all the observed server traffic, for example, to assign an incident response, or
to create an application and assign particular servers.

m  Specifying levels of service for performance and availability.

®m  Managing security to enable, for example, users to log in to the management
console and manage a particular group of applications, servers, and client networks.
Note that when registered as a data source with the CA PC or CA NPC, these tasks
are performed in the Admin tab of the CA PC or CA NPC management console.

How to Access the Management Console

After the CA Application Delivery Analysis Manager is installed and available on your
enterprise network, open a web browser and type in the IP address of the server that
hosts the CA Application Delivery Analysis Manager. If DNS is configured to resolve the
host name, enter the host name of the server.

Note For information about installing and configuring CA Application Delivery Analysis,
see the Installation Guide.

Access the management console web interface by providing the appropriate URL:

If the CAPCis Specify this URL

Installed on the management console server http://hostname/sa
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If the CAPCis Specify this URL

Not installed on the management console server http://hostname

The management console was designed for display in Microsoft Internet Explorer
version 8 or 9 and Mozilla Firefox, and requires Adobe Flash Player. Internet Explorer
versions 6 and 7 are not supported. If you see a security prompt about blocked websites
from Internet Explorer Enhanced Security when you first try to access the Web
interface, we recommend you adjust your browser settings.

If you do not have a CA Application Delivery Analysis administrator account, contact
your CA PC or CA NPC administrator. If you are logging on for the first time, you can use
the predefined administrator account, admin, with the default password, admin.

On the Login page, type your user name and password. Keep in mind that login
credentials are case-sensitive. As soon as you have been authenticated successfully, you
are automatically redirected to the management console. An incorrect login returns you
to the Login page.

For better security, we recommend changing the default passwords for the predefined
user accounts. The administrator can do this by logging in and editing user accounts.

More information:

Managing User Account Permissions (see page 209)
Recommended Browser Settings (see page 21)

Recommended Browser Settings

We recommend updating your web browser configuration to disable pop-up blocking
and, on Internet Explorer only, add the management console to the list of trusted
internet sites.

When accessing the management console through Internet Explorer 8, the page
formatting appears incorrect at the top of the page.

To avoid this issue, press F12 in Internet Explorer and then set the Browser Mode to IE8
and the Document Mode to Quirks.
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How to Access the Management Console

Disable Pop-Up Blocking

When launching an investigation manually, disable pop-up blockers on the web
browser, otherwise the investigation will be blocked from running. If you run an
investigation and do not see a pop-up showing the status of the investigation as it runs,
then your pop-up blocker is most likely still enabled, and your investigation did not run.

Update Trusted Internet Sites

We recommend adding the host name of the management console server to the list of
trusted internet sites in the Internet Explorer browser instance to improve user
interface performance. By default, Internet Explorer uses high security settings that
restrict navigation to trusted sites or repeatedly display a warning message when you

navigate to sites that are not on the list of trusted sites. This recommendation is only
applicable to Internet Explorer.

How to Navigate the Administration Page

The Administration page is accessible to CA Application Delivery Analysis users with
administrator privileges.

Application Delivery Analysis

Operations Incidents Management Engineering |Administration

Show me

Policies MNetworks
Investigations Servers
Security Applications
Console Metwork Types

Aggregations
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Click the Show Me menu items on the Administration page to manage CA Application
Delivery Analysis:

m  Data Monitoring--Specifies monitoring devices that collect application response
time data from the applications, servers, and networks in your environment.

m  Policies--Specifies thresholds for application, server, and network performance,
responses to performance degradation, and operational level agreements (OLAs)
for performance and availability.

m  Investigations--Specifies the SNMP profiles that are used to poll a server or network
device.

m  Security--Specifies user permissions. When registered as a data source with the CA
PC or CA NPC, user permissions are managed from the CA PC or CA NPC.

m  Console--Manages the CA Application Delivery Analysis Manager database,
reporting, and monitoring device incidents.

Monitored TCP Sessions

To enable the management console to track and measure end-user response time, a
monitoring device must observe an IPv4-based TCP transaction between a client and an
application port on a server. Using the server subnets and client networks you specify,
the management console automatically calculates performance metrics for matching
TCP transactions.

Typically, a CA Technical Representative helps you specify the client networks, servers,
and applications that you want to monitor.

If you are managing an ISP with overlapping server or client IP addresses, you will need
to use domains to separate the TCP traffic.

More information:

Managing Tenants (see page 95)

View the List of Client Networks

Use the Network List to manage the list of client networks that the management
console monitors. Each monitoring device computes response time metrics between the
application servers and the client networks specified in the Network List.
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Follow these steps:
1. Click the Administration page.

2. Click Data Monitoring, Networks in the Show Me menu.

Show me
Diata Monitoring Manitoring Devices
Policies [ ——
Investigations SEervers
Security Applications
Console Metwork Types
Aggregations

The Network List appears. In the following example, two IPv4 client networks with a
/24 subnet mask are defined.

[ Network List v

Define how to break the entire network up into more granular networks for purposes of tracking statistics for each subnet
separately.

Modify mere than one network at a time by checking selected networks and clicking an option in the grey header.

Network 5 Subnet I Regions I Network Type it [ v =i v

Development I 192.168.8.0/24 O E =
Development 1 192.168.9.0/24 O E =
[EER T af 2y Page:EllET size: EHES

1
1

CA Application Delivery Analysis includes the following default entries for catch all
default client networks:

m  All Others 0.0.0.0/0

m  All Other 10 Networks 10.0.0.0/8

m  All Other 172.16 Networks 172.16.0.0/12

m  All Other 192.168 Networks 192.168.0.0/16

More information:

Managing Client Networks (see page 29)

View the List of Servers

Use the Server List to view and manage the list of servers that the management console
monitors.
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If a server is not displayed in the list, browse the Server Subnets List to verify that a
matching server subnet exists. The management console automatically adds a server to
the Server List after it observes matching application port traffic on the server.

Follow these steps:
1. Click the Administration page.
2.

Show me

Click Data Monitoring, Servers in the Show Me menu.

Folicies
Investigations
Security
Consale

Manitoring Devices
Metworks
Applications
Metwork Types
Aggregations

The Server List appears. In the following example, the list of IPv4 addresses in the
Server List corresponds to the IPv4 server subnets in the Server Subnet List.

Go to Server List

Server Subnet List

is added to the Server List.

View and manage server subnets to specify the range of server IP addresses monitored by Superdgent. When matching traific on & server is observed, the server

Description 1: Subnet 1 Exclusions Apps Servers Hy %]

CA Client Netwark 130.200.39.0/24 [1} 1 1O E =

My_subnet 10.0.38.0/24 [ 0 0o [J B ®

NQ Client Netwark 192.168.0.0/24 [1} 13 70 E =
Go to Server Subnet List

Server List v

server subnet exists,

View and manage the ssrvers that sre monitored by SupsrAgent. If you do not see a particular server, go to the Server Subnet List and verify that & matching

Add Server | | Search
Server +  Address | Collection Device : Apps | Bytes © " % l"sl‘l S e
Stndalone32-woi - 5
130.200.39.244 130.200.39.244 Brimary SPAN Feed 0 0 Yes Inactive [ E ¥
Stndalone32-wo1 - =
192.168.0.2 192.168.0.2 CEE 0 0 No Inactive [] EF %
192.168.0.20 192.168.0.20 Stndalone32-Wol - g 1 1.8M Ne  current [] B ¥

Primary SPAN Feed

Note: Application Delivery Analysis includes a default server subnet called Monitor All
Servers on subnet 0.0.0.0 mask 0. The default server subnet enables automatic data
collection to occur when a new monitor is added.

More information:

Managing Servers (see page 67)
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View the List of Applications

Use the Application List to manage the applications that the management console
monitors. CA Application Delivery Analysis automatically monitors all application traffic

between the specified server subnets and client networks.

If an application is not displayed in the list, make sure the management console is
configured to monitor the application.

Follow these steps:

1. Click the Administration page.

2. Click Data Monitoring, Applications in the Show Me menu.

Show me

Drata Monitoring
Folicies
Investigations
Security
Console

Monitoring Devices
MNetworks
Servers
MNetwaork Types
Aggregations

The Application List appears. In the following example, application traffic on
well-known ports is automatically named.

Application List

View and manage the applicstions that are monitored by SuperAgent. The
observed application port traffic and user-defined applications.

List includes sy d

d applications that ars automatically crested from

Show: (@) Suknets () Servers

Create New Application

Search Clear Search  Reset List

Show Applications

Meax per Page: | 10 v

0 2]
» [] America Onine 5180
» [] BSD Remote Login 513
» [] Domain bame Service Pratacol 53
# [] Hyperext Transter Praotocal 80
B[] Microsoft SGL Server 1433
» [] METBIOS Session Service 139
» [ Port 5060 060
» [] SecureShel 22
» [] Simple Mail Transier Protocol 25

Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

Standard

166
170.4m
267.6M
13896
176G
ST9G
866 .6M

245G

147

2010-08-23 09:02 CDT
2010-09-30 10:20 DT
2010-09-3010:20 COT
2010-08-23 09:05 CDT
2010-09-30 10:20 DT
2010-09-3010:20 COT
2010-08-30 10:20 COT
2010-09-30 10:20 DT

2010-09-3010:20 COT

system
System
System
system
System
System
System
System

System

Create Newv Application

Max per Page: | 10 v

More information:

Managing Applications (see page 103)
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How to Set Up and Maintain CA Application Delivery Analysis

How to Set Up and Maintain CA Application Delivery

Analysis

Now that you are familiar with how CA Application Delivery Analysis works, you are

ready to perform common administrator tasks.

Tasks

More Information

m  Add or remove a monitoring device
m  Manage monitoring device performance

m View monitoring device activity

Monitoring Device Administration
(see page 239)

m  Specify the client networks you want to
monitor

m  Group networks using network types

Managing Client Networks (see
page 29)

m  Specify the servers you want to monitor

m  Specify periods when server maintenance
is scheduled to occur

Managing Servers (see page 67)

m  Specify the applications you want to
monitor

Managing Applications (see page 103)

m  Add default performance thresholds to
groups of networks

m  Customize performance thresholds for a
user-defined application across a group of
networks

m  Adjust performance thresholds to make
CA Application Delivery Analysis more or
less sensitive to changes in application,
server, and network response time

Managing Performance Thresholds
(see page 137)

m  Enable CA Application Delivery Analysis to
automatically notify you and investigate a
server or network incident

Managing Incident Responses (see
page 165)

m  Specify operational levels for application
performance

Managing Application Performance
OLAs (see page 189)

m  Monitor application availability and
specify operational levels for availability

Managing Application Availability (see
page 201)

m Add or remove users

m  Manage user permissions

Managing User Account Permissions
(see page 209)
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Tasks More Information

»  Schedule and perform weekly database ~ Managing the Console (see page 219)
backups

m  Specify system preferences

m  Manage SNMP profiles

= Perform system maintenance Performing System Maintenance (see
page 234)
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Chapter 2: Managing Client Networks

This section contains the following topics:

How Client Networks Work (see page 29)

Manage Client Networks (see page 37)

Group Client Networks by Network Type (see page 49)

Manage Client Networks with Web Service Methods (see page 54)

How Client Networks Work

A client network specifies a range of client IPv4 addresses that you want to monitor and
corresponds to a physical location or group of users in your environment.

We recommend creating a client network based on where the client traffic originates,
such as a remote site, the data center, or for an externally facing application (the
Internet). For example, if you have a client network in Austin that is defined as
192.168.0.0/22, use the management console to create an Austin client network with
the same network address and subnet mask.

To enable a management console user to quickly analyze and respond to performance
issues on a client network, create client networks that correspond to the actual client
networks in your environment.

When a server is added to the Server List, the management console automatically
creates a corresponding /32 client network to monitor traffic between serversin a
multi-tier application.

Properly specifying the client networks of interest optimizes available system resources.
Application Delivery Analysis includes the following default entries for catch all default
client networks:

m  All Others 0.0.0.0/0

m  All Other 10 Networks 10.0.0.0/8

m  All Other 172.16 Networks 172.16.0.0/12

m  All Other 192.168 Networks 192.168.0.0/16

Note: When client networks overlap, the management console reports the application
traffic in the more specific client network.
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More information:

How /32 Client Networks Work (see page 70)
How the Management Console Manages Database Growth (see page 246)

How the Network List Works

Use the Network List to view and manage the networks that are monitored by the
management console. The Network List includes the client networks you specify, plus
/32 client networks.

A /32 client network is a client network with a single IPv4 address. CA Application
Delivery Analysis uses /32 client networks to monitor multi-tier applications. When a
server is added to the Server List, the management console automatically creates a
corresponding /32 client network.

Note: To delete a /32 client network, delete the corresponding server from the Server
list. You cannot delete a /32 client network that was created by the management

console.
Network List hd
Define how to break the entire network up inte more granular networks for purposes of tracking statistics for each subnet ssparately.
Modify more than one network at a time by checking selected networks and clicking an option in the grey header.
Network 1 Subnet 1 | Regions Network Type | PO v =i %
Austin 191.168.1.0/24 1 Austin 0o Er =\
Houston 191.168.2.0/24 1 LAN 0o e =
191.168.2.51 191.168.2.51/32 1 LAN e =
191.168.2.52 191.168.2.52/32 1 LAN 0o = =
191.168.2.53 191.168.2.53/32 1 LAN O e =
191.168.2.54 191.168.2.54/32 1 LaN D = #|
191.168.2.55 191.168.2.55/32 1 LAN [ E #
191.168.2,56 191.168.2.56/32 1 LAN 0O = =
191.168.2.57 191.168.2.57/32 1 LAN 0o e =
191.168.2.58 191.168.2.58/32 1 LAN o e =

More information:

Manage a Multi-Tiered Application (see page 130)
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How Network-Based Reporting Works

To monitor application performance across the network, the management console
reports the average application response times across a client network rather than
reporting on the response times for individual TCP sessions. Reporting at the
network-level enables the management console to isolate a performance problem to a
particular network.

When monitoring a client network that is defined with at least a 24 bit subnet mask (24
bit to 32 bit), the management console reports the actual client IP addresses that
communicate with an application during a specified time interval. For example,
reporting on the 191.168.1.0/24 network displays the actual client IP addresses that
accessed the application.

Because the management console averages the application response time across the
network, this information does not help you isolate which client computers were
affected by a performance issue. Rather, this is simply a list of clients that
communicated with the application during the specified time period. This level of detail
is not required to isolate the network as the source of a performance problem.

Address - Mask Listings for Users v

#] ] ] &
191.168.1.0 255.255.255.255 Default Domain (Not available)
191.168.1.1 255.255.255.255 Default Domain (Not available)
191.168.1.2 255.255.255.255 Default Domain (Not available)
191.168.1.3 255.255.255.255 Default Domain (Not available)
191.168.1.4 255.255.255.255 Default Domain (Not available)
191.168.1.5 255.255.255.255 Default Domain (Not available)
191.168.1.6 255.255.255.255 Default Domain (Not available)

If you create a client network with a subnet mask that is less than 24 bits, the
management console reports the Class C networks that communicate with the
application. For example, if you create a client network with a 22 bit subnet mask, such
as 192.168.0.0/22, the management console reports metrics from the Class C client
networks, 191.168.0.0/24 through 191.168.3.0/24, instead of the actual client IPs that
accessed the application.

Address - Mask Listings for Users v

| | | &
191.168.0.0 255.255.255.0 Default Domain (Subnet)
191.168.1.0 255.255.255.0 Default Domain (Subnet)
191.168.2.0 255.255.255.0 Default Domain (Subnet)
191.168.3.0 255.255.255.0 Default Domain (Subnet)

Note: If you are interested in session-level reporting, use a CA Multi-Port Monitor as the
monitoring device. Unlike a CA Standard Monitor, which analyzes TCP sessions at the
network level with a 5-minute granularity, a CA Multi-Port Monitor can analyze a TCP
session between a server and a particular client at a 1-minute granularity. In addition, a
CA Multi-Port Monitor lets you analyze traffic volume for all observed network traffic,
including TCP and non-TCP traffic.
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How Network Regions Work

To enable a management console user to quickly analyze and respond to performance
issues at a remote site, create client networks that correspond to the actual client
networks in your environment.

If you want to enable the management console to report the actual client IPv4-based IP
addresses that communicate with an application, the client networks must have at least
a 24 bit subnet mask.

If necessary, you can convert a large client network into smaller network regions so that
the management console can report the observed TCP traffic by region. A network
region is a smaller subnet of a client network. For example, if you have /22 client
network, convert it into four /24 network regions.

If the network is defined as a Create this many regions
/24 1

/23 2

/22 4

/21 8

/20 16

/19 32

/18 64

/17 128

/16 256
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When you convert a client network into regions, the management console reports the
observed TCP traffic by region, rather than by the defined client network. Continuing
the previous example, after you convert the /22 client network into /24 network
regions, the /22 client network is only visible from the Administration page and is not
available for reporting purposes. In reports, you would need to look for the individual
network regions instead.

To enable a management console user to report on application performance across a
defined client network rather than on the observed traffic for a particular /24 network
region, use the CA PC or the CA NPC to create a group of all the network regions.

To easily identify the network regions that correspond to a client network, use a familiar
naming convention. In the example below, the Austin group includes the /24 network
regions that are converted from the 192.168.0.0/22 client network.

show ne
Timeframe: Last Hour
Networks Domain: All
Servers Application: Al
Applications Server: Al
Network: /All Groups/Austin [Clear]
Metric: All Relative Metrics
Make Default View [Prntpreview | [ Expor | [
Performance by Network
8] ] 2l
Austin-191.168.0.0/24 191.168.0.0/24 [ ] 9.5M
191.168.1.0/24 191.168.1.0/24 [ L 1.9M
191.168.0.0/24 191.168.2.0/24 [ s 9.5M
Austin-191.168.1.0/24 191.168.3.0/24 [ L 1.9M
Qoslas ' oglss ' oogfos | ool | sl | osfa | ogush A A
Acknowledged O NoData 0O Unrated @ Nermal [ Degraded O Excessive B unavailable

When reporting on a group of network regions, the performance detail reports on the
Engineering page, such as the Response Time Composition: Average report, aggregate
data from all the /24 network regions. However, all other reports, such as the
Operations page reports and the Engineering page performance maps, list each /24
network region separately. For information about reporting on a group of networks, see
the User Guide.

The following table shows some sample network configurations with network regions.

Network Configuration /24 Network Regions
Name: ABC 10.10.1.0

Subnet: 10.10.1.0

Mask: 24

Regions: 1

Network Type: 128K

Name: DEF 10.10.0.0
Subnet: 10.10.0.0 10.10.1.0
Mask: 22 10.10.2.0
Regions: 4 10.10.3.0

Network Type: 128K
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Network Configuration /24 Network Regions
Name: XYZ 10.10.0.0

Subnet: 10.10.0.0 10.10.1.0

Mask: 16

Regions: 256

Network Type: 128K .
10.10.255.0

More information:

Naming Conventions (see page 34)

Naming Conventions

Here are some suggested naming conventions for client networks. Keep in mind, if you
have defined a client network using regions, you cannot report on the client network.
So, from a reporting perspective, the client network region names are important:

For a Use For example
Client network Location-Description Singapore-Backbone
Client network region Location-Region-Bandwidth  Austin-Subnet10-128K

Find a Client Network

Search the Network List to find client networks that are currently monitored by the
management console. Alternatively, you can use the QoS Users report on the
Engineering page to find client IPs that are communicating with an application, for
example, on the catch all default client network.

More information:

Default Client Networks (see page 38)
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Search the Network List

Search the Network list to find a client network that is already defined.

Follow these steps:

1
2
3
4.
5
6

Click the Administration page.

Click Data Monitoring, Networks in the Show Me menu.

(Optional) Choose the domain where you want to search.

Click the blue gear menu ( =1 ) in the Network List and select Find Network.
Click Search in the Networks list to search by Network Name or Subnet.

In the Search For field, specify a search string. You can specify a pattern-matching
character at the beginning or end of the search pattern, including:

*
Matches all characters.

%
Matches one character.

Click Search to find matching networks.

Note: Click a hyperlink to edit the properties of a client network.

More information:

Managing Tenants (see page 95)

Edit a Client Network (see page 46)
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Find Unknown Client Networks with the QoS Users Report

It is common for address ranges to expand over time. Creating a "catch all" network
ensures that once that expansion occurs CA Application Delivery Analysis will have
calculations for it. If you see client IP traffic show up in the broad superset network, use
the QoS Users report to see the /24 client networks that are showing traffic and then
explicitly define those subset networks.

Follow these steps:
1. Click the Engineering page.

2. Click the blue gear menu ( = ) in the QoS Users report and click List Users to filter
the observed traffic on the client network into smaller subnets that are 8 bits more
specific. For example, when reporting on a /16 network, such as a 192.168.0.0/16
"catch all" network, the Users list displays the corresponding /24 networks where
the management console has observed client IP traffic. In the example below, the
/24 networks are expected to be in the range of 30-39, but the management
console sees unexpected client IPs in the 192.168.112.0/24 client network.

To see the actual client IPs in the 192.168.112.0/24 client network, create a
192.168.112.0/24 client network and use the QoS Users report to list the IP
addresses of the /32 users.

Show we
forma Networks Components Timeframe: Last Week
(Availability Servers Traffic Application: Hypertext Transfer Protocol [Clear]
Lists bp Sessions o—
R S
pikanecie Network: Caich 152,168 (152.162.0.0/16) [Clear]
Statistics
Trends
Links: Incidents...  Availability...
Address - Mask Listings for Users v
=] &] &

192.168.31.0 255.255.255.0 (Subnet)
192.168.34.0 255.255.255.0 (Subnet)
192.168.37.0 255.255.255.0 (Subnet)
152.168.112.0 255.255.255.0 (Subnet)

CA Application Delivery Analysis includes the following default entries for catch all
default client networks:

m  All Others 0.0.0.0/0

m  All Other 10 Networks 10.0.0.0/8

m  All Other 172.16 Networks 172.16.0.0/12

m  All Other 192.168 Networks 192.168.0.0/16

More information:

Default Client Networks (see page 38)
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Manage Client Networks

Manage client networks by specifying the networks where you want to monitor
application port traffic:

®  |mport network information from a CSV file to speed the configuration.

m  Add a client network.

®  |mport network information by polling a router.

When adding client networks to the management console, plan to group your client

networks by network type for reporting purposes and for launching incident responses
on a network.

More information:

Group Client Networks by Network Type (see page 49)
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Default Client Networks

It is common for address ranges to expand over time. A catch all network ensures that
once that expansion occurs CA Application Delivery Analysis has calculations for it. If you
see the client IP traffic show up in a broad default client network, use the QoS Users
report to see the /24 client networks that are showing traffic and explicitly define those
subset networks.

CA Application Delivery Analysis includes the following default entries for catch all
default client networks:

= All Others 0.0.0.0/0

m  All Other 10 Networks 10.0.0.0/8

m  All Other 172.16 Networks 172.16.0.0/12

m  All Other 192.168 Networks 192.168.0.0/16

Note: When client networks overlap, the management console reports the application
traffic in the more specific client network.

Applications that face the Internet in the DMZ can be monitored with the All Others
client network for subnet 0.0.0.0, mask 0 to monitor application activity for client
networks that you have not explicitly defined. Do not use this client network to monitor
other types of applications. If you do, the Operations and Engineering pages will show
many unusual client IP addresses that are over threshold because they have no normal
baseline.

Note: The All Others client network does not let you see TCP sessions, but does let the
management console report application activity from other client networks.

More information:

How Network-Based Reporting Works (see page 31)
Find a Client Network (see page 34)
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Import Client Networks from a CSV File

Import IPv4 client networks from a CSV file to easily specify the client networks you
want.

To get started, you export a list of IPv4 client networks, for example, from a DHCP
management tool, and then edit the list to describe the /24 client networks.

To avoid editing your client networks after you import them, we recommend defining all
the network properties for each network in the CSV file. Note that after you import a
network, you must edit the network from the management console and you cannot
re-import an existing network to update its properties.

When creating your CSV file, do not omit network types. Network types play an
important role in monitoring application performance.

Note: If you have defined domains in the CA PC or the CA NPC, you must import the list
of client networks into the same domain. The supported CSV file syntax does not let you
designate a domain for each network definition.

More information:

Edit a Client Network (see page 46)
Group Client Networks by Network Type (see page 49)
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Create a CSV File

Follow the steps below to create a CSV file that specifies the IPv4 client networks that
you want to monitor.

When creating a CSV file:

Separate each field with a comma and ensure no spaces follow the comma.
Enclose embedded commas or double quotes inside double quotes.

Enclose strings that contain one or more spaces in double quotes; for example:
"Houston Office".

Follow these steps:

1.
2.

Create a file with a .csv file extension.

Add each network definition on a separate line.

For each network definition, use the following format:
network_name,subnet,mask,regions,network_type

Note that in the example below, the Houston Office entry does not specify a
network type, so it defaults to Unassigned in the management console:
"Atlanta Lab",192.168.100.0,24,1,LAN

"Houston Office",192.168.200.0,24,1

network_name

Defines the name the actual client network, up to 50 characters. We
recommend using a naming convention, for example, Location-Description.

If you are plann