Advanced Authentication Mainframe 2.0
CA RS 2307 Service List

LU10071 ICH409I 0C4-010 ABEND DURING RACINIT PROCESSING PTF

S013869 APACHE SUPPORT PTF

The CA RS 2307 service count for this release is 2



Advanced Authentication Mainframe
CA RS 2307 Service List for CFF7200

CFF7200 LU10071 ICH409I 0C4-010 ABEND DURING RACINIT PROCESSING

S013869 APACHE SUPPORT PTF

The CA RS 2307 service count for this FMID is 2



Advanced Authentication Mainframe 2.0
CA RS 2307 - PTF LU10071 Details

Service
LU10071

Details
LU10071 M.C.S. ENTRIES = ++PTF (LU10071) REWORK (2023157)

ICH409I 0C4-010 ABEND DURING RACINIT PROCESSING

PROBLEM DESCRIPTION:

Intermittent Oc4 abends when PasstTicket auditing is enabled

and processing r ticketserv call for MFA-enabled users.

SYMPTOMS :

ICHRSTOO-RACF SVCS,ABEND CODE=0C4-010,SVC=IRRRIN23,USER=SYSVIEW,
GROUP=STARTASK,EXIT=IRRRIN23

IMPACT:

The inablity for MFA-enabled users to log on unless they have FALLBACK.
CIRCUMVENTION:

Disable auditing of the PassTickets use for IBM RACF users.

PRODUCT (S) AFFECTED:

Advanced Authentication Mainframe Version 2.0
Related Problem:

MFADVA 20356

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved
RO0068-MAA020

DESC (ICH409I 0C4-010 ABEND DURING RACINIT PROCESSING) .
++VER (Z038)

FMID (CFF7200)

PRE ( LUO7755 LU09834 )

SUP ( LT10071 )

++HOLD (LU10071) SYSTEM FMID (CFF7200)

REASON (ACTION ) DATE (23157)

COMMENT (

o - +
| Advanced Authentication Mainframe Version 2.0
Fmmm————— B Tttt +
| SEQUENCE | After Apply |
Fmmm————— B Tttt +
| PURPOSE | Update r ticketserv call to prevent abends

Fmmm————— B Tttt +
| USERS | IBM RACF users using Advanced Mainframe Authentication |
|AFFECTED | |
Fmmm————— B Tttt +

| KNOWLEDGE | SMP/E, product installation, product deployment, |

|REQUIRED | operator commands |
Fmmm————— B Tttt +
| ACCESS | Product libraries, product USS directories,

|REQUIRED | z/0S Operator console

Fmmm————— B Tttt +

khkkkhkkhkkhkhkhkhkhkhkhkkhkhkhkhkkkkkkkkkx*x

* STEPS TO PERFORM *

khkkhkkhkhkhkhkhkhkhkkhkhkhkkhkkhkhkkhkkhkhkkkhkkhkkkx

1. Restart the Advanced Authentication Mainframe STC (aamstc)
with REINIT: S aamstc,,,REINIT

) .




Advanced Authentication Mainframe 2.0
CA RS 2307 - PTF S0O13869 Details

Service
5013869

Details
S013869 M.C.S. ENTRIES = ++PTF (S013869) REWORK (2023173)

APACHE SUPPORT

PROBLEM DESCRIPTION:

APACHE application logons fail with token reuse.

SYMPTOMS :

First logon works, but if the application tries to reuse the password, and
the password is really an RSA SecurID or RADIUS token, then subsequent
tries fail due to the token being reused.

IMPACT:

User may have to keep logging on constantly.

CIRCUMVENTION:

Use a non-AAM userid.

PRODUCT (S) AFFECTED:

Mainframe Advanced Authentication Version 2.0
Related Problem:

MFADVA 438

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved
R0O0046-MAA020

DESC (APACHE SUPPORT) .

++VER (Z038)

FMID (CFF7200)

PRE ( LUO03845 LU07755 S015826 )

SUP ( ST13869 )

++HOLD (S013869) SYSTEM FMID (CFF7200)
REASON (ACTION ) DATE (23173)

COMMENT (

o +
| Advanced Authentication Mainframe Version 2.0
ittt e +
| SEQUENCE | After Apply |
ittt e +
| PURPOSE | Provide IBM HTTP Server support for

| | Advanced Authentication Mainframe.

ittt e +
|USERS | Advanced Authentication Mainframe and IBM HTTP Server |
|AFFECTED | administrators |
ittt e +

| KNOWLEDGE | SMP/E, product installation, product deployment |
| REQUIRED | |
Fmmm————— B Tt e +
| ACCESS | Product libraries, product USS directories,

| REQUIRED | READ access to the BPX.FILEATTR.PROGCTL resource in the |
| | FACILITY class |
Fmmm————— B Tt e +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkx%x

* STEPS TO PERFORM *

khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkkhkkkkkkkxx

1. If you do not require Advanced Authentication Mainframe users

to be able to sign on to IBM HTTP Server Powered by Apache, no

action is required.

2. Follow the Advanced Authentication Mainframe product documentation

on how to configure IBM HTTP Server Powered by Apache.




Advanced Authentication Mainframe 2.0
CA RS 2307 - PTF S0O13869 Details

Service

Details
) .
++HOLD (S013869) SYSTEM FMID (CFF7200)
REASON (DDDEF ) DATE (23173)

COMMENT (

o - +
| Advanced Authentication Mainframe Version 2.0
Fmmm————— B Tt e +
| SEQUENCE | Before Apply |
Fmmm————— B Tt e +
| PURPOSE | Add DDDEF for SCCNOBJ

Fmmm————— B Tt e +
| USERS | Person installing this fix

|AFFECTED | |
Fmmm————— B Tt e +

| KNOWLEDGE | SMP/E, JCL |

|REQUIRED | |
Fmmm————— B Tt e +
| ACCESS | Update access to SMP/E CSI

|REQUIRED | |
Fmmm————— B Tt e +

Ahkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkx*x

* STEPS TO PERFORM *

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkx%x

1. Run this job to determine if the SCCNOBJ DDDEF is already present
in your CSI:

//STEP1 EXEC PGM=GIMSMP,REGION=4M

//SMPCSI DD DISP=SHR,DSN=cai.your.CSI <-- Provide your CSI
//SMPCNTL DD *

SET BDY(CAITO). /* <-- Provide name of target zone */

LIST DDDEF (SCCNOBJ) .

/*

If the job ends with a return code of zero then the SCCNOBJ DDDEF
is already defined. You do not need to take any action.

If the job ends with a return code of four or higher then continue
with the next step.

2. Run this job to add the SCCNOBJ DDDEF:

//STEP2 EXEC PGM=GIMSMP,REGION=4M

//SMPCSI DD DISP=SHR,DSN=cai.your.CSI <-- Provide your CSI
//SMPCNTL DD *

SET BDY(CAITO). /* <-- Provide name of target zone */

UCLIN.

ADD DDDEF (SCCNOBJ)

SHR DA (CBC.SCCNOBJ). /* <-- Verify dataset name */

ENDUCL.

/*

The job should end with a return code of zero.

) -




Advanced Authentication Mainframe 2.0 6
CA RS 2307 Product/Component Listing

Security CA MAINFRAME ADVANCED AUTHENTICATION 02.00.00

The CA RS 2307 Product/Component Count for this release is 1



Advanced Authentication Mainframe 2.0
All CA RS Levels Service List

CARS
Level | Service | FMID

CAR2307 S013869 CFF7200
LU10071 CFF7200
CAR2305 LU09834 CFF7200
LU09765 CFF7200
LU09386 CFF7200
LU08787 CFF7200
CAR2304 LU08015 CFF7200
CAR2211 LU07755 CFF7200
CAR2207 LU03845 CFF7200
CAR2202 LU04132 CFF7200
CAR2112 LU03292 CFF7200
CAR2111 LU02833 CFF7200
LU02667 CFF7200
CAR2109 LU02469 CFF7200
CAR2107 S015826 CFF7200
CAR2104 LU00204 CFF7200
CAR2012 S015376 CFF7200
CAR2011 S010511 CFF7200
S009436 CFF7200
CAR2009 S014393 CFF7200
CAR2008 S013569 CFF7200
CAR1912 S010746 CFF7200
CAR1911 S009334 CFF7200
CAR1908 S009097 CFF7200
CAR1904 S007759 CFF7200
CAR1903 S006727 CFF7200
CAR1812 S005790 CFF7200
S005277 CFF7200
S004042 CFF7200
S003734 CFF7200
S001263 CFF7200
S000820 CFF7200
CAR1806 S001906 CFF7200
CAR1805 S001592 CFF7200
CAR1804 S001009 CFF7200
R099999 CFF7200
CAR1801 R099028 CFF7200
CAR1712 R097949 CFF7200
CAR1709 R096987 CFF7200
CAR1708 R096933 CFF7200
R096856 CFF7200
R096108 CFF7200
R095464 CFF7200
CAR1707 R095463 CFF7200
CAR1706 R095560 CFF7200
CAR1704 R094268 CFF7200

CAR1702 R092011 CFF7200



Advanced Authentication Mainframe 2.0
All CA RS Levels Service List

CA RS
Level Service | FMID

R090663 CFF7200
R0O89614 CFF7200
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