Top Secret 16.0
CA RS 2306 Service List

LU09950 ELEVATED PERMISSION CHECKS FAIL WITH AUTH (MERGE,ALLMERGE) PTF
LU09967 MFA USER WITH PHRASEONLY UNABLE TO SIGNON WITH A PASSTICKET PTF
LU09968 SAFOEADM S378 AT OAD344A8 LMOD TSSOEADM CSECT TSSOEADM +0A40 PTF
LU10068 SUPPORT INACTIVE USER PROCESSING BASED ON LAST USED DATE PTF
LU10073 ABEND IN TSSVSGCT AT OFFSET X'1350' UNDER CICS PTF
LU10098 KERBEROS R-KERBINFO CALLABLE SERVICE RETURNS INCORRECT DATA PTF
LU10099 ABEND IN S0C4 TSSMVS1l WHEN IPLING WITH JES3PLUS V1R3 PTF
LU10176 ADD LDAPBIND RESOURCE CLASS IN RDT. PTF
LU10177 TSS COMPARE COMMAND S0C4 ABEND AT TSSACOMP+892A PTF
LU10208 PASSTICKET GENERATE FAILS IF NDT PSTKAPLL (APPL) SESSKEY (0) PTF
LU10215 ORPHANED STORAGE PROCESSING IDT OR REMOVE CERTIFICATE PTF
LU10264 NON-EXISTENT 3RD PARTY ACID RACROUTE AUTH ACCESS TO ALL REC PTF

The CA RS 2306 service count for this release is 12



Top Secret
CA RS 2306 Service List for CAKOGO00

FMID

CAKOGOO LU09950 ELEVATED PERMISSION CHECKS FAIL WITH AUTH (MERGE,ALLMERGE)
LU09967 MFA USER WITH PHRASEONLY UNABLE TO SIGNON WITH A PASSTICKET PTF
LU09968 SAFOEADM S378 AT OAD344A8 LMOD TSSOEADM CSECT TSSOEADM +0A40 PTF
LU10068 SUPPORT INACTIVE USER PROCESSING BASED ON LAST USED DATE PTF
LU10073 ABEND IN TSSVSGCT AT OFFSET X'1350' UNDER CICS PTF
LU10098 KERBEROS R-KERBINFO CALLABLE SERVICE RETURNS INCORRECT DATA PTF
LU10099 ABEND IN S0C4 TSSMVS1l WHEN IPLING WITH JES3PLUS V1R3 PTF
LU10176 ADD LDAPBIND RESOURCE CLASS IN RDT. PTF
LU10177 TSS COMPARE COMMAND S0C4 ABEND AT TSSACOMP+892A PTF
LU10208 PASSTICKET GENERATE FAILS IF NDT PSTKAPLL (APPL) SESSKEY (0) PTF
LU10215 ORPHANED STORAGE PROCESSING IDT OR REMOVE CERTIFICATE PTF
LU10264 NON-EXISTENT 3RD PARTY ACID RACROUTE AUTH ACCESS TO ALL REC PTF

The CA RS 2306 service count for this FMID is 12



Top Secret 16.0
CA RS 2306 - PTF LU09950 Details

Service
LU09950

Details
LU09950 M.C.S. ENTRIES = ++PTF (LU09950) REWORK (2023131)

ELEVATED PERMISSION CHECKS FAIL WITH AUTH (MERGE,ALLMERGE)

PROBLEM DESCRIPTION:

When the Top Secret AUTH option is specified as MERGE,ALLMERGE

or a resource class is given the ALLMERGE attribute, a user with an
elevated permission may still fail a resource check for the

resource granted access through elevation.

SYMPTOMS :

A Top Secret error message displays indicating that access is denied
to the resource.

IMPACT:

Users are unable to access the resource for which they were granted
permission through elevation.

CIRCUMVENTION:

Give XAUTH permission for the user.

PRODUCT (S) AFFECTED:

Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 20200

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved
R01434-TSS160

DESC (ELEVATED PERMISSION CHECKS FAIL WITH AUTH (MERGE,ALLMERGE)) .
++VER (Z038)

FMID (CAKOGOO)

PRE ( LUO1344 LU01954 LU03459 LU04016 LU05818 LU08099 R084794
R097892 R099320 R099484 R099747 S004066 S007542 S008125
S011904 S016294 )

SUP ( AR99484 LT01328 LT06445 LT06682 LT09950 LU01328 LU06445
LU06682 R0O89668 R098394 S000861 S003685 S007582 S011429
S012038 ST00040 ST00861 ST03685 ST06900 ST07465 ST07582
ST11429 ST12038 ST13144 TR89668 TR98394 )

++HOLD (LU09950) SYSTEM FMID (CAKOGOO)

REASON (ACTION ) DATE (23131)

COMMENT (

o - +
| Top Secret for z/0S Version 16.0 |
Fmmm————— o +
| SEQUENCE | After Apply |
Fmmm————— o +
| PURPOSE | Load module into LLA and activate

Fmmm————— o +
| USERS | All users granted elevated permissions

|AFFECTED | |
Fmmm————— o +

| KNOWLEDGE | 1. Console commands

|REQUIRED | 2. Top Secret administration

Fmmm————— o +
| ACCESS | 1. Console authority

|REQUIRED | 2. TSS administrative authority

Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxkx

* STEPS TO PERFORM *




Top Secret 16.0
CA RS 2306 - PTF LU09950 Details

khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkhkhkkkkkkkx*x

1. F LLA,REFRESH
2. S TSS,,,REINIT

).




Top Secret 16.0
CA RS 2306 - PTF LU09967 Details

Service
LU09967

Details
LU09967 M.C.S. ENTRIES = ++PTF (LU09967) REWORK (2023123)

MFA USER WITH PHRASEONLY UNABLE TO SIGNON WITH A PASSTICKET
PROBLEM DESCRIPTION:

A user defined with the following attributes is unable to sign on
using a single-use PassTicket:

- No password

- PHRASEONLY is assigned or is set as the global option

- Has an MFA factor and MFA is active

SYMPTOMS :

Message 'TSS7099E Signon credentials invalid' is received and the
user is not signed on to the application.

IMPACT:

User is unable to sign on to an application using a single-use
PassTicket.

CIRCUMVENTION:

Assign the user a password.

PRODUCT (S) AFFECTED:

Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 20099

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved
R01437-TSS160

DESC (MFA USER WITH PHRASEONLY UNABLE TO SIGNON WITH A PASSTICKET) .
++VER (Z038)

FMID (CAKOGOO)

PRE ( LUO0910 LUO1778 LU02880 LU03416 LU04016 LU05293 LU05818
LU08678 LU09223 LU09664 LU09766 R083104 R084794 R086945
R0O88603 R0O88796 R089334 R092696 R092771 R094971 R095793
R096696 R096857 R098297 R098804 R099167 R099320 R099512
R099645 S000168 S000713 S001265 S001489 S001509 S001630
S003993 S004066 S004391 S004444 S004966 S004996 S005250
S005264 S005615 S006391 S006599 S006616 S006832 S006966
S007990 S008020 S008490 S010311 S010482 S010485 S012161
5012296 S012318 S012940 S014392 S014730 S015439 S015715
S016290 S016294 )

SUP ( AR88603 AR98297 AS10311 AS16290 BL00910 BR88603 BR89334
CS16294 LT00817 LT01407 LT01685 LT02026 LT03155 LT03197
LT04128 LT04196 LT04674 LT04993 LT06491 LT06640 LT08096
LT09465 LT09736 LT09967 LU00817 LU01407 LU01685 LU02026
LU03197 LU04128 LU04674 LU04993 LU06640 LU08096 LU09465
R089210 R0O89889 R090784 R094168 R095692 R097390 R097899
R098795 S000254 S000773 S001513 S001741 S001968 S005801
S005970 S007052 S007652 S008399 S008736 S011140 S011410
S016319 ST00032 ST00254 ST00773 ST00906 ST01273 ST01316
ST01354 ST01371 ST01375 ST01513 ST01741 ST01968 ST03828
ST03830 ST04670 ST05226 ST05801 ST05970 ST07052 ST07408
ST07562 ST07568 ST07628 ST07652 ST08390 ST08399 ST08736
ST11140 ST11378 ST11410 ST11633 ST11950 ST16319 TR89210
TR89691 TR89889 TR90753 TR90784 TR94168 TR95692 TR97390
TR97899 TR98062 TR98715 TR98795 TR99976 )

++HOLD (LU09967) SYSTEM FMID (CAKOGOO)

REASON (ACTION ) DATE (23123)




Top Secret 16.0
CA RS 2306 - PTF LU09967 Details

Service

Details
COMMENT (
o - +
| Top Secret for z/0S Version 16.0 |
Fmmm————— o +
| SEQUENCE | After Apply |
Fmmm————— o +
| PURPOSE | Load module into LLA and activate
Fmmm————— o +
| USERS | Users with MFA credentials with no defined password |
|AFFECTED | |
Fmmm————— o +
| KNOWLEDGE | 1. Console commands
|REQUIRED | 2. Top Secret administration
Fmmm————— o +
| ACCESS | 1. Console authority
|REQUIRED | 2. TSS administrative authority
Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkhkhkkkkkkkx*x

* STEPS TO PERFORM *
khkkhkkhkhkhkhkkhkhkhkkhkhkhkkhkkhkhkkhkkhkhkkhkhkkkx
1. F LLA,REFRESH

2. S TSS,,,REINIT

).




Top Secret 16.0
CA RS 2306 - PTF LU09968 Details

Service
LU09968

Details
LU09968 M.C.S. ENTRIES = ++PTF (LU09968) REWORK (2023128)

SAFOEADM S378 AT OAD344A8 LMOD TSSOEADM CSECT TSSOEADM +0A40

PROBLEM DESCRIPTION:

Executing an R_admin command to list a user with MFA factor tag

data longer than 1024 characters in length results in an S378 abend.
SYMPTOMS :

The job terminates with message:

CCSRO10E SAFOEADM S378 at OAD344A8 LMOD TSSOEADM CSECT TSSOEADM +000A40
IMPACT:

Unable to use the R admin callable service to list a user's

MFA data when the length of the tag data is greater than 1024 characters.
CIRCUMVENTION:

None.

PRODUCT (S) AFFECTED:

Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 20127

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved
R01438-TSS160

DESC (SAFOEADM S378 AT OAD344A8 LMOD TSSOEADM CSECT TSSOEADM +0A40) .
++VER (Z038)

FMID (CAKOGOO)

PRE ( LUO4016 LU08678 LU09766 R084794 R092696 R095026 R095454
R097892 R099320 R099844 S000816 S001069 S001882 S004082
S004371 S004851 S006391 S006621 S006929 S008923 S010685
S012923 S012947 S014730 S015905 S016294 )

SUP ( LT02892 LT09175 LT09725 LT09968 LU02892 LU09175 R081160
RO87515 R090626 S011311 S012408 S013382 S013510 ST10387
ST10609 ST11311 ST12117 ST12408 ST12793 ST13382 ST13510
ST16008 ST16009 TR81160 TR87515 TR90626 )

++HOLD (LU09968) SYSTEM FMID (CAKOGOO)

REASON (ACTION ) DATE (23128)

COMMENT (

o - +
| Top Secret for z/0S Version 16.0 |
Fmmm————— o +
| SEQUENCE | After Apply |
Fmmm————— o +
| PURPOSE | Load module into LLA and activate

Fmmm————— o +
| USERS | All users of R admin callable service

|AFFECTED | |
Fmmm————— o +

| KNOWLEDGE | 1. Console commands

|REQUIRED | 2. Top Secret administration

Fmmm————— o +
| ACCESS | 1. Console authority

|REQUIRED | 2. TSS administrative authority

Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkx*x

* STEPS TO PERFORM *

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxkx




Top Secret 16.0
CA RS 2306 - PTF LU09968 Details

1. F LLA,REFRESH

2. S TSS,,,REINIT
).




Top Secret 16.0
CA RS 2306 - PTF LU10068 Details

Service
LU10068

Details
LU10068 M.C.S. ENTRIES = ++PTF (LU10068) REWORK (2023135)

SUPPORT INACTIVE USER PROCESSING BASED ON LAST USED DATE
ENHANCEMENT DESCRIPTION:

Provides the ability to restrict ACID use without considering

the password or the passphrase expiration.

Add LASTONLY to the INACTIVE control option to suspend an ACID
based only on the last time the ACID was used.

With this feature active, when the last used date for a user is
updated, the date is propagated using CPF to other systems

in the sysplex.

PRODUCT (S) AFFECTED:

Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 18822

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved
R01442-TSS160

DESC (SUPPORT INACTIVE USER PROCESSING BASED ON LAST USED DATE) .
++VER (Z038)

FMID (CAKOGOO)

PRE ( LUOO372 LU00482 LU00850 LU00910 LU01159 LU01345 LU01759
LU01778 LU02880 LU03416 LU03527 LU04016 LU04926 LU05293
LU05818 LUO7316 LU08021 LU08099 LU08678 LU09024 LU09223
LU09382 LU09464 LU09640 LU09664 LU09766 RO80995 R082138
R0O82305 R0O83104 R0O83157 R084470 R084794 R085310 R085843
R0O86945 R0O87918 R088415 R088603 R0O88796 R0O88932 R089334
R092696 R092771 R093298 R094913 R094971 R095026 R095454
R0O95793 R095938 R096696 R096857 R096977 R097114 R097832
R097892 R098051 R098232 R098297 R098716 R099167 R099320
R099394 R099396 R099512 R099645 R099690 R099844 S000132
S000140 S000168 S0O00713 S000816 S001069 S001267 S001285
5001489 S001509 S001630 S001788 S003993 S004066 S004368
S004391 S004444 S004966 S004996 S005250 S005264 S005615
S006391 S006548 S006599 S006616 S006621 S006741 S006816
S006832 S006929 S006966 S007497 S007542 S007913 S007990
S008020 S008182 S008490 S008791 S008881 S008923 S010311
S010461 S010482 S010485 S010685 S010890 S010967 S011904
S012161 S012296 S012318 S012940 S013890 S014392 S014413
S014515 S014730 S014947 S015439 S015625 S015905 S016019
S016055 S016290 S016294 S016312 )

SUP ( AR88603 AR96977 AR98297 AS00816 AS08092 AS08182 AS08245
AS08791 AS10311 AS12129 AS12760 AS15905 AS16290 BL00910
BR88603 BR89334 (CS16294 LT00360 LT00418 LT00817 LT00832
LT01342 LT01372 LT01407 LT01685 LT01686 LT02026 LT02713
LT02911 LTO03127 LTO03155 LT03197 LT03430 LT04128 LT04196
LT04277 LT04674 LT04993 LT05104 LT05191 LT05500 LT05508
LT05512 LT05554 LT05700 LT06477 LT06491 LT06494 LT06544
LT06604 LT06640 LT06656 LT06679 LT07886 LT08096 LT09311
LT09465 LT09543 LT09736 LT09967 LT10068 LUO0360 LU00418
LU00817 LUO0832 LU01372 LU01407 LU01685 LU02026 LU02911
LU03127 LU03197 LU04128 LU04674 LU04993 LU05104 LU05191
LUO05512 LU05554 LUO5700 LU06477 LU06494 LU06604 LU06640
LU06656 LU06679 LU07886 LU08096 LU09311 LU09465 LU09543




Top Secret 16.0
CA RS 2306 - PTF LU10068 Details

Details

LU09967 RO79885 R0O81855 R089210 R089682 R089889 R090784
R091002 R091062 R092619 R092808 R092967 R093757 R094101
R094168 R095201 R095291 R095424 R095428 R095692 R096103
R097041 R0O97390 R0O97899 R098361 R098795 R098804 S000139
5000254 S000262 S000773 S001265 S001355 S001513 S001570
5001689 S001741 S001968 S004576 S004881 S005559 S005801
5005859 S005970 S006775 S007052 S007137 S007261 S007587
5007652 S008092 S008200 S008271 S008399 S008736 S008909
S009073 S009634 S010635 S011001 S011140 S011146 S011233
5011410 S011907 S011937 S011958 S012129 S012760 S013014
5013533 S013595 S013700 S014444 S015659 S015715 S016319
ST00032 ST00139 ST00254 ST00262 ST00773 ST00906 ST01142
ST01181 ST01265 ST01273 ST01316 ST01354 ST01355 ST01371
ST01375 ST01513 ST01570 ST01689 ST01741 ST01968 ST03828
ST03830 ST04345 ST04530 ST04576 ST04631 ST04670 ST04881
ST05226 ST05556 ST05559 ST05681 ST05801 ST05859 ST05970
ST06421 ST06429 ST06648 ST06701 ST06775 ST06883 ST06971
ST07046 ST07052 ST07137 ST07261 ST07408 ST07562 ST07568
ST07587 ST07628 ST07652 ST07709 ST08092 ST08138 ST08200
ST08271 ST08390 ST08399 ST08659 ST08736 ST08844 ST08893
ST08909 ST09073 ST09199 ST09634 ST10585 ST10600 ST10635
ST11001 ST11140 ST11146 ST11233 ST11378 ST11410 ST11633
ST11676 ST11907 ST11937 ST11950 ST11958 ST12006 ST12129
ST12760 ST12838 ST13013 ST13014 ST13533 ST13595 ST13629
ST13663 ST13700 ST13750 ST14444 ST15093 ST15435 ST15659
ST15715 ST16319 TR79885 TR81855 TR84431 TR89210 TR89682
TR89691 TR89889 TR90753 TR90784 TR91002 TR91062 TR92609
TR92619 TR92808 TR92967 TR93757 TR94101 TR94168 TR94779
TR95109 TR95112 TR95201 TR95291 TR95424 TR95428 TR95692
TR96103 TR96281 TR97041 TR97390 TR97899 TR98062 TR98361
TR98715 TR98772 TR98795 TR98804 TR98858 TR99033 TR99034
TR99543 TR99976 )

++HOLD (LU10068) SYSTEM FMID (CAKOGOO)

REASON (DOC ) DATE (23135)

COMMENT (

o - +
| Top Secret for z/0S Version 16.0 |
o - +
khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhrkhkkkkkhkkhkhkkxkx

* PUBLICATION *

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhrkhkkkkhkkhkkhkkkxkx

See "Inactive - Deny use of Unused ACIDS" in the Top Secret
documentation Administrating topic.

) -

++HOLD (LU10068) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (23135)

COMMENT (

o - +
| Top Secret for z/0S Version 16.0 |
Fmmm————— o +
| SEQUENCE | After Apply |
Fmmm————— o +
| PURPOSE | Load module into LLA and activate |

Fmmm————— o +

10



Top Secret 16.0

CA RS 2306 - PTF LU10068 Details

Service

Details
| USERS | A1l |
| AFFECTED | |
Fmmm————— o +
| KNOWLEDGE | 1. Console commands
|REQUIRED | 2. Top Secret administration
Fmmm————— o +
| ACCESS | 1. Console authority
|REQUIRED | 2. TSS administrative authority
Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkx%x

* STEPS TO PERFORM *
khkkhkkhkhkhkhkkhkhkhkkhkhkhkkhkkhkhkkhkkhkhkkkhkkhkkkx

1. F LLA,REFRESH

2. S TSS,,,REINIT

) .

++HOLD (LU10068) SYSTEM FMID (CAKOGOO)

REASON (ENH ) DATE (23135)

COMMENT (

o - +
| Top Secret for z/0S Version 16.0 |
Fmmm————— o +
| SEQUENCE | Before Accept |
Fmmm————— o +
| PURPOSE | Inactive processing for user based on last used date |
Fmmm————— o +
| USERS | All users |
|AFFECTED | |
Fmmm————— o +
| KNOWLEDGE | Top Secret Administration

|REQUIRED | |
Fmmm————— o +
| ACCESS | TSS Administrative authority

|REQUIRED | |
Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxx

* STEPS TO PERFORM *

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkx%x

To activate LASTONLY processing, add the LASTONLY required parameters

to the INACTIVE control option.
) -

11



Top Secret 16.0
CA RS 2306 - PTF LU10073 Details

Service
LU10073

Details
LU10073 M.C.S. ENTRIES = ++PTF (LU10073) REWORK (2023151)

The following items are included in this solution:
1. ABEND IN TSSVSGCT AT OFFSET X'1350' UNDER CICS
2. SOC4 IN RSVCS WITH MISSMATCHED JES PARMS AND PASPHRASE ON JC

ABEND IN TSSVSGCT AT OFFSET X'1350' UNDER CICS

PROBLEM DESCRIPTION:

A race condition can occur that leads to a S0C4 abend in TSSVSGCT offset
x'1350' in CICS. The abend is due to a timing problem with the old caching
mechanism. The new caching mechanism is the AESCACHE Control Option, which
covers all AES 256 password processing (not just CICS).

SYMPTOMS :

S0C4 abend in TSSVSGCT around offset x'1350'.

IMPACT:

The user gets signed off, and a S0C4 abend occurs in CICS region.
CIRCUMVENTION:

Enable the AESCACHE Control Option.

TSS MODIFY AESCACHE (ON) dynamically invokes the AESCACHE control option.
The TSS Parameter File must be updated with AESCACHE (ON) for the AESCACHE
control option to remain in effect after a restart of Top Secret.
PRODUCT (S) AFFECTED:

Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 18226

SOC4 IN RSVCS WITH MISSMATCHED JES PARMS AND PASPHRASE ON JC
PROBLEM DESCRIPTION:

S0C4 in RSVCS with miss-matched JES parms and Passphrase on jobcard
SYMPTOMS :

A S0C4 in RSVCS is received when the JES Parm in Top Secret Parms
has miss matched values. When the following control option is set
and a PASSWORD=somepassphrase is used on a jobcard during the job
execution, a S0C4 abend is issued.

JES (SSID=JES3,TYPE=JES2,LEVEL=Z/0S 2.5,VERIFY)

IMPACT:

Top Secret Product abends with a S0C4.

CIRCUMVENTION:

Modify the control option so that the SSID and TYPE are the same.
PRODUCT (S) AFFECTED:

Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 18724

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved
R01443-TSS160

DESC (ABEND IN TSSVSGCT AT OFFSET X'1350' UNDER CICS).

++VER (Z038)

FMID (CAKOGOO)

PRE ( LUO0910 LUO01778 LU03444 LU04016 LU04926 LU05818 LU08678
LU09223 LU09382 LU09640 LU09766 LU10068 RO80995 R082138
R0O83104 R0O83157 R083426 R084470 R084794 R085911 R086945
R0O87918 R0O88415 R0O88603 R088932 R089334 R091603 R092696
R093298 R095026 R095818 R096696 R096977 R0O97009 R0O97371

12



Top Secret 16.0
CA RS 2306 - PTF LU10073 Details

Service

Details
R098232 R098297 R098358 R098716 R099320 R099396 R099645
5000132 S000140 S000168 S000816 S001069 S001267 S001630
5003858 S004066 S005250 S005264 S005586 S006391 S006548
5006599 S007478 S007547 S008182 S008881 S008923 5010485
5011904 S012161 S012760 S012965 S013550 S013890 5014413
5015439 S015764 S016019 S016290 S016294 )
SUP ( AS08182 AS12760 LT00832 LT01329 LT02713 LT03127 LT05104
LT05282 LT05699 LT06477 LT07225 LT09451 LT09957 LT10073
LU00832 LU01329 LU03127 LU05104 LU05282 LU05699 LU06477
RO85843 R085987 R0O87827 R089682 R095424 R098389 R098757
5001198 S004576 S005414 S006816 S011001 S011907 S012129
5013014 ST01198 ST04345 ST04530 ST04576 ST05414 ST05681
ST06421 ST06648 ST06701 ST06816 ST10585 ST11001 ST11676
ST11907 ST12129 ST13013 ST13014 ST13663 ST13750 TR84431
TR85843 TR85970 TR85973 TR85987 TR87827 TR89682 TR95424
TR95923 TR98389 TR98757 )
++HOLD (LU10073) SYSTEM FMID (CAKOGOO)

REASON (DOC ) DATE (23151)

COMMENT (

o - +
| Top Secret for z/0S Version 16.0 |
o - +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhrkhkkkkkhkkhkhkkxkx

* PUBLICATION *
khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkhkhkkkkhkkhkkhkhkkxx

P 9:9:.9.9.9.9.90.9.9.9.0.0.90.9.9.990.0.90.9.9.99000.0.0.90900000090900d
AESCACHE default has been modified from OFF to ON
) -

++HOLD (LU10073) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (23151)

COMMENT (

o - +
| Top Secret for z/0S Version 16.0 |
Fmmm————— B Tt e +

| SEQUENCE | After Apply |

ittt e +
| PURPOSE | Activate changes without IPL.

ittt e +
| USERS | CICS running with AES 256 encription.

|AFFECTED | |
ittt e +

| KNOWLEDGE | z/0S Operator Commands

|REQUIRED | |
Fmmm————— B Tt e +
| ACCESS | z/0S Operator command authority

|REQUIRED | |
Fmmm————— B Tt e +

khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkkhkkkkkkkxx

* STEPS TO PERFORM *
khkkhkkhkhkhkhkkhkhkhkkhkhkhkkhkkhkhkkhkkhkhkkkhkkkx
1. F LLA,REFRESH

2. S TSS,,,REINIT

) .

13



Top Secret 16.0
CA RS 2306 - PTF LU10098 Details

Service
LU10098

Details
LU10098 M.C.S. ENTRIES = ++PTF (LU10098) REWORK (2023143)

KERBEROS R-KERBINFO CALLABLE SERVICE RETURNS INCORRECT DATA

PROBLEM DESCRIPTION:

When the R kerberos Callable Service is invoked to obtain realm information,
and the DES key encryption type is disabled, no key data is returned to
the R kerberos caller.

SYMPTOMS :

When starting an address space with an ACID that has a Kerberos Segment
with a Kerberos Principal name, Kerberos related error messages may be
issued. For example, an NFS Client address space may issue error message-
EUVF04039W Kerberos login failed for mvsnfsc@aaaaaaa.bbb.cccccc.COM at
MVSNFSC: KDC status 0x96c73a2d - Service key is not available.

IMPACT:

A Kerberos realm cannot be used without enabling DES as an

encryption type.

CIRCUMVENTION:

Enable DES as an encryption type.

PRODUCT (S) AFFECTED:

Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 20326

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved
R01445-TSS160

DESC (KERBEROS R-KERBINFO CALLABLE SERVICE RETURNS INCORRECT DATA) .
++VER (Z038)

FMID (CAKOGOO)

PRE ( LUOO345 LU01778 LU04016 LU09024 LU09223 LU09766 R083104
R0O84794 R086945 R091603 R092696 R095981 R098925 R099320

S006391 S006741 S008923 S011889 S011904 S016294 )

SUP ( AS11889 LT01024 LT10094 LT10098 LU01024 S005028 S013289
ST04187 ST05028 ST13289 )

++HOLD (LU10098) SYSTEM FMID (CAKOGOO)

REASON (ACTION ) DATE (23143)

COMMENT (

et Tttt L e +
| Top Secret for z/0S Version 16.0 |
Fmmm————— B ittt et +
| SEQUENCE | After Apply |
Fmmm————— B ittt et +
| PURPOSE | Complete this PTF's functional correction after

| | PTF application and activation.

Fmmm————— B ittt et +
| USERS | Users of SDT Kerberos realm definitions that do

|AFFECTED | not have all five encrytion types enabled

Fmmm————— B ittt et +

| KNOWLEDGE | Top Secret TSO command issuance

|REQUIRED | |
ittt e +
| ACCESS | Top Secret MISC3(SDT) authority to ADDTO or REMOVE |
|REQUIRED | records or REPLACE fields in the SDT

ittt e +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkx*x
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Service

Details
* STEPS TO PERFORM *
Kk oKk kK K kK K kK K kK K kK K
Delete SDT based realms and recreate them.
Example-
TSS LIST(SDT) REALM (KERBDFLT) <== Note the current settings
TSS REMOVE (SDT) REALM (KERBDFLT)
TSS ADD (SDT) REALM(KERBDFLT) REALMNAME (systemx.hhh.mmmmmmmm.com) -
MINTKTLF (600) MAXTKTLF (172800) DEFTKTLF (1800) -
KERBPASS (sysxkbpw) CHKADDRS
Issue REP command to turn off any Encryption types not desired.
Example-
TSS REP(SDT) REALM(KERBDFLT) ENCRYPT ('NODES NODESD')
) -
++HOLD (LU10098) SYSTEM FMID (CAKOGOO)
REASON (DYNACT ) DATE (23143)

COMMENT (

o +
| Top Secret for z/0S Version 16.0 |
ittt e +
| SEQUENCE | After Apply |
ittt e +
| PURPOSE | Activating this PTF after SMP/E Apply

ittt e +
| USERS | Users of Kerberos on z/0S (Integrated Security Services |
|AFFECTED | Network Authentication Service).

ittt e +

| KNOWLEDGE | SMP/E for Top Secret recyle procedures

|REQUIRED | |
Fmmm————— B ittt et +
| ACCESS | Top Secret SMP/E datasets and z/0S operator commands |
|REQUIRED | |
Fmmm————— B ittt et +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkxkx

* STEPS TO PERFORM *
Ahkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkhkhkkkkkkkx*x
1. F LLA,REFRESH

2. S TSS,,,REINIT

3. F TSS,REFRESH (SAFAL)
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Top Secret 16.0
CA RS 2306 - PTF LU10099 Details

Service
LU10099

Details
LU10099 M.C.S. ENTRIES = ++PTF (LU10099) REWORK (2023151)

ABEND IN S0C4 TSSMVS1l WHEN IPLING WITH JES3PLUS V1R3

PROBLEM DESCRIPTION:

When an IPL is performed with JES3Plus V1R3, Top Secret experiences a S0C4
abend at TSSMVS1.

SYMPTOMS :

Top Secret experiences a S0C4 abend with the following message:

*TSS9680A CA-TSS MAINTASK MANAGER ABEND S0C4 IN TSSMVS1+4634

IMPACT:

Jobs are unable to start.

CIRCUMVENTION:

None.

PRODUCT (S) AFFECTED:

Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 20410

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved
R01446-TSS160

DESC (ABEND IN SO0C4 TSSMVS1 WHEN IPLING WITH JES3PLUS VI1R3).
++VER (Z038)

FMID (CAKOGOO)

PRE ( LUO4016 LU09345 R092920 S000816 S004024 S004627 S005230
S006140 S006782 S012965 S016092 )

SUP ( AS04024 AS05230 LT02069 LT06488 LT10099 LU02069 LU06488
ST04627 ST05230 ST06140 )

++HOLD (LU10099) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (23151)

COMMENT (

o - +
| Top Secret for z/0S Version 16.0 |
Fmmm————— B Tt e +
| SEQUENCE | After Apply |
Fmmm————— B Tt e +
| PURPOSE | Load module into LLA and activate

Fmmm————— B Tt e +
|USERS | All JES3/JES3Plus users

|AFFECTED | |
Fmmm————— B Tt e +

| KNOWLEDGE | 1. Console commands

|REQUIRED | 2. Top Secret administration

Fmmm————— B Tt e +
| ACCESS | 1. Console authority

|REQUIRED | 2. TSS administrative authority

Fmmm————— B Tt e +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkx%x

* STEPS TO PERFORM *
khkkhkkhkhkhkhkhkhkhkkhkhkhkkhkkhkhkkhkkhkhkkkkhkkkx
1. F LLA,REFRESH

2. S TSS,,,REINIT

) .

16



Top Secret 16.0
CA RS 2306 - PTF LU10176 Details

Service
LU10176

Details
LU10176 M.C.S. ENTRIES = ++PTF (LU10176) REWORK (2023138)

ADD LDAPBIND RESOURCE CLASS IN RDT.

ENHANCEMENT DESCRIPTION:

This enhancement adds LDAPBIND to the Resource Descriptor Table (RDT)
to support resource checks for this resource.

SYMPTOMS :

None. This is an enhancement

IMPACT:

None. This is an enhancement.

CIRCUMVENTION:

None. This is an enhancement.

PRODUCT (S) AFFECTED:

Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 20194

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved
R01448-TSS160

DESC (ADD LDAPBIND RESOURCE CLASS IN RDT.).

++VER (Z038)

FMID (CAKOGOO)

PRE ( LUO4016 LU08883 R089334 R092696 R094909 R099320 S016290
5016294 )

SUP ( LT04895 LT10176 LU04895 R080064 R086294 R089936 R092811
R094298 R099650 S001631 S003596 S005062 S006964 S009635
S011478 ST01631 ST03596 ST05062 ST06964 ST09635 ST11397
ST11406 ST11474 ST11478 TR80064 TR86294 TR89936 TR92489
TR92800 TR92811 TR94298 TR99420 TR99650 )

++HOLD (LU10176) SYSTEM FMID (CAKOGOO)

REASON (DOC ) DATE (23138)

COMMENT (

o - +
| Top Secret for z/0S Version 16.0 |
o - +
khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkhkkkkhkkhkhkkxx

* PUBLICATION *

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkhkkkhkkhkkhkhkkxkx

See PRODUCT DOCUMENTATION CHANGE (PDC) LU10176 for documentation of
this enhancement. Or search for LDAPBIND in the Top Secret technical
documentation.

) -

++HOLD (LU10176) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (23138)

COMMENT (

o +
| Top Secret for z/0S Version 16.0 |
ittt e +
| SEQUENCE | After Apply |
ittt e +
| PURPOSE | ADD LDAPBIND Resource class in RDT

ittt e +
| USERS | ALL |

| AFFECTED | |
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Details
Fommm——————— B D ettt e +

|KNOWLEDGE | Top Secret administrative commands z/0S operator Commands |

|REQUIRED | z/0S Operator Commands

Fmmm————— o +
| ACCESS | Top Secret administrative command authority |
|REQUIRED | z/0S Operator command authority

Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkx*x

* STEPS TO PERFORM *
khkkhkkhkhkhkhkkhkhkhkkhkhkhkkhkkhkhkkhkkhkhkkhkhkkkx

1. F LLA,REFRESH

2. S TSS,,,REINIT

) .

++HOLD (LU10176) SYSTEM FMID (CAKOGOO)

REASON (ENH ) DATE (23138)

COMMENT (

o +
| Top Secret for z/0S Version 16.0 |
ittt e +
| SEQUENCE | After Apply |
ittt e +
| PURPOSE | ADD LDAPBIND Resource class in RDT

ittt e +
| USERS | ALL |
|AFFECTED | |
ittt e +

|KNOWLEDGE | Top Secret administrative commands z/0S operator Commands |

|REQUIRED | z/0S Operator Commands

Fmmm————— o +
| ACCESS | Top Secret administrative command authority |
|REQUIRED | z/0S Operator command authority

Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkx*x

* STEPS TO PERFORM *

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxx

Option 1:

1. Perform the following commands if resclass LDAPBIND is already
defined:

a. TSS REVOKE (user acid) LDAPBIND (XXXXXX)

b. TSS REMOVE (dept acid) LDAPBIND (XXXXXX)

c. TSS REMOVE (RDT) RESCLASS (LDAPBIND)

2. SMP APPLY, LLA REFRESH and restart Top Secret with the TSS,,,REINIT
command .

3. Message 'TSS9045I RDT SYNCHRONIZATION COMPLETE' results after
restart of Top Secret.

4. Perform the following commands once Top Secret has restarted:
a. TSS ADDTO (dept acid) LDAPBIND (XXXXXX)

b. TSS PERMIT (user acid) LDAPBIND (XXXXXX)

5. Recycle CTS region(s) .

Option 2:

1. If step 1 from Option 1 was not performed, after performing step 2
from Option 1, the message is-:

TSS9048I RDT SYNCHRONIZATION RENAMED LDAPBIND USER0028

DUE TO CONFLICT
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Details

TSS9045I RDT SYNCHRONIZATION COMPLETE

2.

a
b.
3

-~

Perform the following commands once Top Secret has restarted:
TSS ADDTO (dept acid) LDAPBIND (XXXXXX)
TSS PERMIT (user acid) LDAPBIND (XXXXXX)

Recycle CTS region(s).
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Top Secret 16.0
CA RS 2306 - PTF LU10177 Details

Service
LU10177

Details
LU10177 M.C.S. ENTRIES = ++PTF (LU10177) REWORK (2023150)

TSS COMPARE COMMAND S0C4 ABEND AT TSSACOMP+892A

PROBLEM DESCRIPTION:

A TSS COMPARE command for two profile ACIDs may get a S0C4 abend at
TSSACOMP+892A when one of the profiles has been added to more than
32,768 ACIDs.

SYMPTOMS :

CCSRO10E TSSAUTHZ S0C4 at 2799AA1A TSSAUTH CSECT TSSACOMP+00892A
IMPACT:

The TSS command abends.

CIRCUMVENTION:

None

PRODUCT (S) AFFECTED:

Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 20398

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved
R01449-TSS160

DESC (TSS COMPARE COMMAND S0C4 ABEND AT TSSACOMP+892A) .
++VER (Z038)

FMID (CAKOGOO)

PRE ( LUO4016 R089361 )

SUP ( LT10177 R0O80289 RO80316 TR80289 TR80316 )

++HOLD (LU10177) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (23150)

COMMENT (

- +
| Top Secret for z/0S Version 16.0 |
o e +
| SEQUENCE | After Apply |
o e +
| PURPOSE | Correct S0C4 abend running TSS COMPARE command. |
o e +
| USERS | A1l |
|AFFECTED | |
o e +

| KNOWLEDGE | 1. Console commands

|REQUIRED | 2. Top Secret administration

Fmmm————— o +
| ACCESS | 1. Console authority

|REQUIRED | 2. TSS administrative authority

Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkhkhkkkkkkkx*x

* STEPS TO PERFORM *
khkkhkkhkhkhkhkkhkhkhkkhkhkhkkhkkhkhkkhkkhkhkkkhkkhkkkx

1. F LLA,REFRESH

2. Restart Top Secret with S TSS
) .
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Service
LU10208

Details
LU10208 M.C.S. ENTRIES = ++PTF (LU10208) REWORK (2023150)

PASSTICKET GENERATE FAILS IF NDT PSTKAPLL (APPL) SESSKEY (0)

PROBLEM DESCRIPTION:

If an NDT PSTKAPPL (apppl) is defined with SESSKEY(O), the Top Secret
command is successfull, but the passticket generation fails.

With this solution adding a SESSKEY(0) fails with message:

TSS0293E INVALID VALUE FOR KEYWORD SESSKEY

SYMPTOMS :

Passticket generation fails.

IMPACT:

Signons that require a passticket will fail.

CIRCUMVENTION:

Reenter command with a SESSKEY other than 0. For example:

TSS ADD (NDT) PSTKAPPL (appl) SESSKEY (1234) SIGNM

PRODUCT (S) AFFECTED:

Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 20177

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved
R01450-TSS160

DESC (PASSTICKET GENERATE FAILS IF NDT PSTKAPLL (APPL) SESSKEY (0)) .
++VER (Z038)

FMID (CAKOGOO)

PRE ( LUOO372 LU0O1159 LU01778 LU03527 LU04016 LU05818 LU08021
LU08678 LU09024 LU09464 LU09766 LU10068 R0O82138 R082305
R0O84794 R086945 R092696 R094913 R095428 R095454 R096977
R097114 R097832 R097892 R098051 R098297 R098716 R099320
R099394 R099690 S000132 S000816 S001069 S001267 S001630
S004066 S004368 S005559 S006391 S006548 S006599 S006621
S006929 S007542 S007913 S008791 S008923 S010461 S010685
S010890 S010967 S011904 S012318 S012760 S014515 S014730
S014947 S015625 S015905 S016294 )

SUP ( AR96977 AS08092 AS08245 AS08791 AS15905 LT00418 LT01342
LT01372 LT03430 LT05191 LT05508 LT05512 LT05700 LT06494
LT06656 LT07886 LT09543 LT10208 LU00418 LU01372 LU05191
LUO05512 LU05700 LU06494 LU06656 LU07886 LU09543 R091002
R092619 R092967 R093757 R094101 R095291 R096103 R097041
S000139 S001355 S004881 S007261 S007587 S008092 S008271
S008909 S009073 S009634 S010635 S011146 S011233 S011958
S013533 S013700 S015659 ST00139 ST01355 ST04631 ST04881
ST06883 ST06971 ST07046 ST07261 ST07587 ST07709 ST08092
ST08271 ST08659 ST08844 ST08893 ST08909 ST09073 ST09199
ST09634 ST10600 ST10635 ST11146 ST11233 ST11958 ST12006
ST13533 ST13700 ST15435 ST15659 TR91002 TR92609 TR92619
TR92967 TR93757 TR94101 TR95109 TR95291 TR96103 TR97041
TR98858 TR99033 TR99034 TR99543 )

++HOLD (LU10208) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (23150)

COMMENT (

| Top Secret for z/0S Version 16.0 |

Fmmm————— o +
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Details
| SEQUENCE | After Apply |
Fmmm————— o +
| PURPOSE | Load module into LLA and activate |
Fmmm————— o +
| USERS | A1l |
| AFFECTED | |
Fmmm————— o +
| KNOWLEDGE | TSS administrative commands z/0S Operator Commands |
|REQUIRED | z/0S Operator Commands |
Fmmm————— o +
| ACCESS | TSS administrative command authority |
|REQUIRED | z/0S Operator command authority |
Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkx*x

* STEPS

TO PERFORM *

AKhkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkx%x

1. F LLA REFRESH

2. S TSS
).

22



Top Secret 16.0
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Service
LU10215

Details
LU10215 M.C.S. ENTRIES = ++PTF (LU10215) REWORK (2023150)

ORPHANED STORAGE PROCESSING IDT OR REMOVE CERTIFICATE

PROBLEM DESCRIPTION:

Common System Storage (CSA) may be orhaned during processing of IDT and
while removing digital certificates that were signed with a key in ICSF.
SYMPTOMS :

CSA is left behind. Other processes cannot use the orphaned CSA.

IMPACT:

CSA is left behind. Other processes cannot use the orphaned CSA.
CIRCUMVENTION:

None

PRODUCT (S) AFFECTED:

Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 20374

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved
R01451-TSS160

DESC (ORPHANED STORAGE PROCESSING IDT OR REMOVE CERTIFICATE) .
++VER (Z038)

FMID (CAKOGOO)

PRE ( LUOO482 LU01345 LU01759 LU01778 LU04016 LU05293 LU07316
LU09024 LU09223 LU09766 LU10068 R082138 R084794 R085310
R0O86945 R095938 R098297 R098361 R099320 R099396 S000140
S000816 S001265 S001285 S006391 S006741 S007161 S008923
S011904 S014413 S015715 S016294 )

SUP ( AS00816 LT01686 LT02911 LT06604 LT10215 LU02911 LU06604
R0O79885 R098011 S000262 S001689 S007137 S011937 ST00262
ST01689 ST06429 ST07137 ST11937 ST12838 TR79885 TR95112
TR96281 TR98011 TR98361 )

++HOLD (LU10215) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (23150)

COMMENT (

o - +
| Top Secret for z/0S Version 16.0 |
Fmmm————— o +
| SEQUENCE | After Apply |
Fmmm————— o +
| PURPOSE | Load module into LLA and activate

Fmmm————— o +
| USERS | A1l |
|AFFECTED | |
Fmmm————— o +

| KNOWLEDGE | 1. Console commands

|REQUIRED | 2. Top Secret administration

Fmmm————— o +
| ACCESS | 1. Console authority

|REQUIRED | 2. TSS administrative authority

Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxx

* STEPS TO PERFORM *
1. F LLA,REFRESH Ak kkk kAR KRR X XA XAk kkkkkkk k%
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S TSS,,,REINIT
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Details
LU10264 M.C.S. ENTRIES = ++PTF (LU10264) REWORK (2023151)

The following items are included in this solution:

1. NON-EXISTENT 3RD PARTY ACID RACROUTE AUTH ACCESS TO ALL REC
2. RACROUTE AUTH CALLS THAT INVOLVE PROFILES HAVE PROBLEMS

3. RACROUTE VERIFY CREATE- INVALID NESTED=,BAD ENCRYPT=NO,FP SP
4. RACROUTE VERIFYX - MESSAGE: TSS9401E JCT IS INCORRECTLY SET

NON-EXISTENT 3RD PARTY ACID RACROUTE AUTH ACCESS TO ALL REC

PROBLEM DESCRIPTION:

RACROUTE third-party AUTH checks done under both of the following
conditions receive SAF RC 0 and RACF RC 0 for resources that are PERMITed
to the ALL record:

(1) The third-party USERID requested on the RACROUTE AUTH call does

not exist.

(2) The FACILITY the RACROUTE AUTH is issued from is set up with a DEFACID
of *NONE*.

The expected return is SAF RC 8, RACF RC 16, RACF Reason Code 4.

SYMPTOMS :

Programs issuing RACROUTE REQUEST=AUTH checks for a third-party Userid for
resources in the Top Secret ALL record receive a return code that indicates
that access can be granted if the 3rd Party Userid does not exist, the

Top Secret Facility the RACROUTE is issued from has no default ACID, and
the ALL record allows the access.

IMPACT:

Code running under a Facility without a default ACID that ascertains

if access should be granted to a resource based on a non-existent

3rd party Userid, will react positively if the resource is in the

Top Secret ALL record.

CIRCUMVENTION:

None.

PRODUCT (S) AFFECTED:

Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 19121

RACROUTE AUTH CALLS THAT INVOLVE PROFILES HAVE PROBLEMS

PROBLEM DESCRIPTION:

RACROUTE AUTH calls that request an ICHRRPF PROFILE format area be returned
through the PRIVATE or CSA keyword of an ENTITY or ENTITYX parameter do
not receive a valid ICHRRPF PROFILE storage area address in Register 1.
Register 1 typically contains all zeros in this scenario.

A S0C4 abend in module TSSRSVCS at +x'ADEE' occurs when a RACROUTE AUTH
call is made that includes a PROFILE= parameter address and the address
does not point at a valid ICHRRPF format storage area.

With this PTF applied, the RACROUTE receives

SAFRC 8, RACFRC 8, and the S0C4 abend does not occur.

SYMPTOMS :

RACROUTE AUTH calls requesting a PROFILE storage area be returned

have unpredictable results.

If PROFILE= is coded on a RACROUTE and the ICHRRPF Profile Storage area
is invalid, a S0C4 abend in module TSSRSVCS at +x'ADEE' occurs.

IMPACT:

A RACF experienced developer using a Top Secret system cannot
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Details
successfully use ICHRRPF format PROFILEs on RACROUTE AUTH invocations.
CIRCUMVENTION:
There is no reason to use ICHRRPF PROFILEs on a Top Secret system.
Top Secret is User centric, and not Resource centric.
Programmatic security checks with RACROUTEs should be done without the
use of ICHRRPF format PROFILEs.
PRODUCT (S) AFFECTED:
Top Secret for z/0S Version 16.0
Related Problem:
TSSMVS 19123

RACROUTE VERIFY CREATE- INVALID NESTED=,BAD ENCRYPT=NO,FP SP

PROBLEM DESCRIPTION:

Programs issuing RACROUTE VERIFY ENVIR=CREATE with a NESTED= keyword,
where NESTED=YES or COPY is used inappropriately, receive SAF and RACF
return codes of zero. The return codes should be non-zero.

Programs issuing RACROUTE VERIFY ENVIR=CREATE with ENCRYPT=NO, and do not
supply a valid encrypted password receive a correct SAFRC 8 with

RACFRC 8, but the RACF Reason Code is an invalid large binary number.
The Reason Code should be zero.

Programs issuing RACROUTE VERIFY ENVIR=CREATE with a SUBPOOL=nnn (where
nnn is a Fetch Protected subpool) and Top Secret has Option MLACTIVE (YES)
set, receive a U0982 abend in module TSSRSVCS at +x20E4.

SYMPTOMS :

A program using RACROUTE VERIFY ENVIR=CREATE with NESTED=YES or
NESTED=COPY may not function as desired or appear to be

functioning because the NESTED functionality request is not being
honored.

A program that issued a failed RACROUTE VERIFY ENVIR=CREATE with
ENCRYPT=NO receives a Reason Code with a value similar to x7F3F7CAO.

A program issuing a RACROUTE VERIFY ENVIR=CREATE with SUBPOOL=nnn (where
nnn is a Fetch Protected subpool on a MLACTIVE (YES) system) will

U0982 abend. Messages are output beginning with:

TSS9999E CA-TSS SECURITY SVC ABEND U0982 IN TSSRSVCS+20E4

CCSRO10E TSSRSVCS U0982 at OBF1C8D4 LMOD TSSMVS2 CSECT TSSRSVCS +0020E4
CCSR0O21I OWNER = CA TOP SECRET R16.0

CCSR0O22I MODULE = TSSRSVCS FMID = CAKOGOO RMID = LUO07170

CCSRO61I PSW: 47342000 80000000 00000000 OBF1C8D4

CCSR062I ILC: 02 INTERRUPT CODE: 0D

CCSR067I COMPLETION CODE U0982 REASON CODE 00000000

An SVCDUMP is also taken for this abend.

IMPACT:

Programmers may lose productivity determing why a RACROUTE

VERIFY ENVIR=CREATE NESTED= exploiting program is not functioning as
desired.

Programmers looking into why ENCRYPT=NO did not function may be
confused by the invalid Reason Code that is returned.

Programmers using SUBPOOL=nnn (where nnn is a Fetch Protected subpool)
see their RACROUTE REQUEST=VERIFY,ENVIR=CREATE cause a U0982

abend and cannot proceed until they switch to a non-Fetch Protected
subpool.

CIRCUMVENTION:

None

PRODUCT (S) AFFECTED:
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Top Secret for z/0S Version 16.0
Related Problem:
TSSMVS 19316

RACROUTE VERIFYX - MESSAGE: TSS9401E JCT IS INCORRECTLY SET

PROBLEM DESCRIPTION:

Top Secret code handling a RACROUTE REQUEST=VERIFYX request has

been updated. REQUEST=VERIFY and VERIFYX now use the same JCT

lookup code.

SYMPTOMS :

A program that issues a RACROUTE REQUEST=VERIFYX receives error message-
TSS9401E CA TOP SECRET CONTROL OPTION 'JCT' IS INCORRECTLY SET

IMPACT:

After the TSS9401E error message is issued, the code completes
succesfully.

CIRCUMVENTION:

None.

PRODUCT (S) AFFECTED:

Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 20125

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved
R01453-TSS160

DESC (NON-EXISTENT 3RD PARTY ACID RACROUTE AUTH ACCESS TO ALL REC).
++VER (Z038)

FMID (CAKOGOO)

PRE ( LUOO512 LU0O0747 LU0O0809 LU00910 LU0O1778 LU02880 LU03416
LU04016 LU05293 LU05818 LU07170 LU08678 LU09223 LU09637
LU09664 LU09766 LU10068 R083104 R0O84794 R086945 R087918
R0O88603 R0O88796 R089334 R091603 R092696 R092771 R094971
R095026 R095793 R096696 R097892 R098297 R098395 R098804
R099091 R099167 R099320 R099484 R099512 R099645 S000168
S000713 S001265 S001489 S001630 S004066 S004391 S004444
S004966 S004996 S005250 S005264 S005615 S006391 S006599
S006616 S006832 S006966 S007485 SO07990 S008020 S008490
5008881 S010311 S010482 S010485 S012161 S012296 S012318
S014329 S014392 S014413 S014515 S014730 S015439 S015715
S015896 S016019 S016290 S016294 )

SUP ( ALO0910 AR87918 AR88603 AR89334 AR90069 AR98297 AS10311
AS13895 AS15439 AS16290 BL0O0910 BR88603 BR89334 BS15896
CS16294 LT00567 LT00817 LT01407 LT01634 LT01685 LT01839
LT02026 LT02224 LT03155 LT03197 LT03421 LT03739 LT04128
LT04196 LT04273 LT04674 LT04734 LT04993 LT05030 LT05240
LT06282 LT06491 LT06640 LT06767 LT08096 LT08418 LT09465
LT09736 LT09967 LT10264 LU0O0567 LU00817 LU01407 LUO1634
LU01685 LU01839 LU02026 LU0O2224 LU03197 LU03739 LU04128
LU04674 LU04734 LU04993 LU05240 LU06640 LU06767 LU08096
LU09465 LU09967 R0O87875 R088651 R089203 R089210 R089888
R0O89889 R090069 R090317 R090784 R091469 R092584 R094168
R095692 R096857 R097390 R097567 R097899 R098795 R099939
5000254 S000773 S001509 S001513 S001741 S001743 S001968
S003993 S004540 S005801 S005970 S0O07052 S007314 S007652
S008053 S008399 S008736 S011140 S011410 S012436 S012940
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CA RS 2306 - PTF LU10264 Details

Service

Details
5013311 S013895 S014000 SO015261 S015753 S016134 S016319
ST00032 ST00254 ST00773 ST00906 ST01223 ST01273 ST01316
ST01354 ST01365 ST01371 ST01375 ST01509 ST01513 ST01741
ST01743 ST01968 ST03679 ST03828 ST03830 ST03993 ST04540
ST04670 ST05226 ST05801 ST05970 ST07052 ST07314 ST07408
ST07562 ST07568 ST07628 ST07652 ST07836 ST08053 ST08390
ST08399 ST08736 ST10940 ST11140 ST11378 ST11410 ST11633
ST11950 ST12436 ST12905 ST12940 ST13017 ST13260 ST13311
ST13712 ST13796 ST13804 ST13815 ST13895 ST14000 ST15261
ST15753 ST16134 ST16319 TR86962 TR87875 TR87890 TR87917
TR88651 TR88994 TR89004 TR89180 TR89203 TR89210 TR89665
TR89691 TR89888 TR89889 TR89997 TR90069 TR90317 TR90753
TR90784 TR91469 TR92584 TR94168 TR95423 TR95692 TR96855
TR96857 TR97390 TR97567 TR97899 TR98062 TR98715 TR98795
TR99939 TR99976 )
++HOLD (LU10264) SYSTEM FMID (CAKOGOO)
REASON (DYNACT ) DATE (23151)

COMMENT (

o +
| Top Secret for z/0S Version 16.0 |
ittt e +
| SEQUENCE | After Apply |
ittt e +
| PURPOSE | Activating this PTF after SMP/E Apply

ittt e +
| USERS | Developers coding RACROUTE REQUEST=AUTH Macro

|AFFECTED | invocations to perform security checks.

ittt e +

| KNOWLEDGE | SMP/E for Top Secret recycle procedures

|REQUIRED | |
Fmmm————— o +
| ACCESS | Top Secret SMP/E datasets and z/0S operator commands. |
|REQUIRED | |
Fmmm————— o +
AKhkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkkhkkkkkkkx*x

* STEPS TO PERFORM *

khkkhkhkkhkhkhkhkkhkhkhkkhkhkhkkhkkhkhkkhkkhkhkkhkkhkkkx
1. F LLA,REFRESH

2. S TSS,,,REINIT

) -

MCS LU09950 STARTS ON PAGE 0002
MCS LU09967 STARTS ON PAGE 0003
MCS LU09968 STARTS ON PAGE 0005
MCS LU10068 STARTS ON PAGE 0007
MCS LU10073 STARTS ON PAGE 0016
MCS LU10098 STARTS ON PAGE 0019
MCS LU10099 STARTS ON PAGE 0022
MCS LU10176 STARTS ON PAGE 0024
MCS LU10177 STARTS ON PAGE 0027
MCS LU10208 STARTS ON PAGE 0028
MCS LU10215 STARTS ON PAGE 0030

MCS LU10264 STARTS ON PAGE 0031
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CA RS 2306 Product/Component Listing

Security CA TOP SECRET FOR Z/0S 16.00.00

The CA RS 2306 Product/Component Count for this release is 1



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

CAR2306 LU10264 CAKOGOO
LU10215 CAKOGOO
LU10208 CAKOGOO
LU10177 CAKOGOO
LU10176 CAKOGOO
LU10099 CAKOGOO
LU10098 CAKOGOO
LU10073 CAKOGOO
LU10068 CAKOGOO
LU09968 CAKOGOO
LU09967 CAKOGOO
LU09950 CAKOGOO

CAR2305 LU09933 CAKOGOO
LU09766 CAKOGOO
LU09764 CAKOGOO
LU09756 CAKOGOO
LU09698 CAKOGO1
LU09665 CAKOGO1
LU09664 CAKOGOO
LU09543 CAKOGOO
LU09200 CAKOGOO

CAR2304 LU09640 CAKOGOO
LU09637 CAKOGOO
LU09562 CAKOGOO
LU09465 CAKOGOO
LU09464 CAKOGOO
LU09429 CAKOGOO
LU09382 CAKOGOO
LU09345 CAKOGOO
LU09311 CAKOGOO
LU09223 CAKOGOO
LU09215 CAKOGOO
LU09084 CAKOGOO
LU09066 CAKOGOO
LU08985 CAKOGOO

CAR2303 LU09175 CAKOGOO
LU09024 CAKOGOO
LU08883 CAKOGOO
LU08439 CAKOGOO

CAR2302 LU08678 CAKOGOO
LU08615 CAKOGOO
LU08568 CAKOGOO
LU08543 CAKOGOO
LU08423 CAKOGO1
LUO07775 CAKOGO1
LU02995 CAKOGOO

CAR2301 LU08099 CAKOGOO



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

LU08096 CAKOGOO
LU07783 CAKOGOO
CAR2212 LU08021 CAKOGOO
LU07886 CAKOGOO
LU07791 CAKOGOO
LU07548 CAKOGOO
CAR2211 LU07737 CAKOGOO
LU07536 CAKOGOO
LUO07505 CAKOGOO
LU07457 CAKOGO1
LU07164 CAKOGOO
LU06987 CAKOGOO
LU06640 CAKOGOO
LU05554 CAKOGOO
CAR2210 LUO7316 CAKOGOO
LU07170 CAKOGOO
LU07029 CAKOGOO
LU06830 CAKOGOO
LU06656 CAKOGOO
CAR2209 LU07090 CAKOGOO
LU06767 CAKOGOO
LU06762 CAKOGOO
LU06682 CAKOGOO
LU06679 CAKOGOO
LU06639 CAKOGOO
LU06604 CAKOGOO
LU06488 CAKOGOO
LU06467 CAKOGOO
LU05065 CAKOGOO
CAR2208 LU06552 CAKOGOO
LU06537 CAKOGOO
LU06494 CAKOGOO
LU06490 CAKOGOO
LU06477 CAKOGOO
LU06445 CAKOGOO
LU06273 CAKOGO1
LU05130 CAKOGO2
LU05129 CAKOGOO
LU01590 CAKOGO1
CAR2207 LU06242 CAKOGOO
LU06167 CAKOGOO
LU06162 CAKOGOO
LU06089 CAKOGOO
LU03239 CAKOGOO
CAR2206 LU05818 CAKOGOO
LUO05700 CAKOGOO
LU05699 CAKOGOO



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

LU05697 CAKOGOO
LU05572 CAKOGOO
LU05552 CAKOGOO
LUO05512 CAKOGOO
CAR2205 LU05406 CAKOGOO
LUO05375 CAKOGOO
LU05293 CAKOGOO
LU05282 CAKOGOO
LU05240 CAKOGOO
CAR2204 LU05191 CAKOGOO
LU05104 CAKOGOO
LU04993 CAKOGOO
LU04976 CAKOGOO
LU04926 CAKOGOO
LU04895 CAKOGOO
LU04878 CAKOGOO
LU04852 CAKOGOO
LU04784 CAKOGOO
LU04674 CAKOGOO
CAR2203 LU04810 CAKOGOO
LU04761 CAKOGOO
LU04734 CAKOGOO
LU04659 CAKOGOO
LU04602 CAKOGOO
LU04560 CAKOGOO
LU04559 CAKOGOO
LU04271 CAKOGOO
LU04128 CAKOGOO
LU03467 CAKOGOO
CAR2202 LU04265 CAKOGOO
LU04152 CAKOGOO
LU03830 CAKOGOO
LU03728 CAKOGOO
CAR2201 LU04019 CAKOGO3
LU04018 CAKOGO2
LU04017 CAKOGO1
LU04016 CAKOGOO
LU03739 CAKOGOO
LU03598 CAKOGOO
LU03527 CAKOGOO
CAR2112 LU03459 CAKOGOO
LU03444 CAKOGOO
LU03416 CAKOGOO
LU03329 CAKOGOO
LU03205 CAKOGOO
LU03197 CAKOGOO
LU03081 CAKOGOO



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

LU03029 CAKOGOO
LU02911 CAKOGOO
LU02905 CAKOGOO
CAR2111 R085631 CAKOGOO
LU03127 CAKOGOO
LU02918 CAKOGOO
LU02892 CAKOGOO
LU02881 CAKOGO1
LU02880 CAKOGOO
LU02803 CAKOGOO
CAR2110 LU02848 CAKOGOO
LU02668 CAKOGOO
LU02579 CAKOGOO
LU02523 CAKOGOO
LU02448 CAKOGOO
LU02403 CAKOGOO
LU02224 CAKOGOO
LU02070 CAKOGOO
LU02069 CAKOGOO
CAR2109 LU02373 CAKOGOO
LU02336 CAKOGOO
LU02328 CAKOGO1
LU02263 CAKOGOO
LU02097 CAKOGOO
LU02026 CAKOGOO
LU02018 CAKOGO1
LU01778 CAKOGOO
CAR2108 LU01954 CAKOGOO
LU01839 CAKOGOO
LU01701 CAKOGOO
LUO01658 CAKOGO1
LU01657 CAKOGOO
LU00525 CAKOGOO
LU00423 CAKOGOO
CAR2107 LU01796 CAKOGOO
LU01795 CAKOGOO
LU01759 CAKOGOO
LU01711 CAKOGOO
LU01685 CAKOGOO
LU01634 CAKOGOO
LU01608 CAKOGOO
LU01558 CAKOGOO
LU01395 CAKOGOO
LU01372 CAKOGOO
LU01356 CAKOGOO
LU01345 CAKOGOO
LU01328 CAKOGOO



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

LU01183 CAKOGO1
LU00987 CAKOGOO
CAR2106 S016092 CAKOGOO
R0O79894 CAKOGOO
LU01475 CAKOGOO
LU01407 CAKOGOO
LU01344 CAKOGOO
LU01343 CAKOGOO
LU01329 CAKOGOO
LU01159 CAKOGOO
LU01132 CAKOGOO
LU01024 CAKOGOO
LU01023 CAKOGOO
LU00910 CAKOGOO
LU00832 CAKOGOO
LU00788 CAKOGOO
CAR2105 LU00892 CAKOGOO
LU00851 CAKOGOO
LU00850 CAKOGOO
LU00835 CAKOGOO
LU00817 CAKOGOO
LU00809 CAKOGOO
LU00746 CAKOGO1
LU00745 CAKOGOO
LU00567 CAKOGOO
LU00482 CAKOGOO
LU00418 CAKOGOO
LU00360 CAKOGOO
CAR2104 S016204 CAKOGOO
S016135 CAKOGOO
LU00747 CAKOGOO
LU00526 CAKOGOO
LU00512 CAKOGOO
LU00372 CAKOGOO
LU00358 CAKOGOO
LU00345 CAKOGOO
CAR2103 S016321 CAKOGOO
S016319 CAKOGOO
S016316 CAKOGOO
S016312 CAKOGOO
S016294 CAKOGOO
S016110 CAKOGOO
S016021 CAKOGOO
CAR2102 S016290 CAKOGOO
S016134 CAKOGOO
S015905 CAKOGOO
S015869 CAKOGOO



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

CAR2101 S016055 CAKOGOO
S016048 CAKOGOO
S016019 CAKOGOO
S015896 CAKOGOO
S015764 CAKOGOO
S015753 CAKOGOO
S015715 CAKOGOO
S015659 CAKOGOO
S015653 CAKOGOO
S015648 CAKOGOO

CAR2012 S015625 CAKOGOO
S015538 CAKOGOO
S015439 CAKOGOO
S015401 CAKOGOO
S015329 CAKOGOO
S015261 CAKOGOO
S015188 CAKOGOO
S014538 CAKOGOO
S013801 CAKOGOO

CAR2011 S015135 CAKOGO1

CAR2010 S014947 CAKOGOO
S014769 CAKOGOO
S014730 CAKOGOO
S014521 CAKOGOO
S014515 CAKOGOO
S014444 CAKOGOO
S014341 CAKOGO2
S014340 CAKOGOO
S013550 CAKOGOO
S013289 CAKOGOO

CAR2009 S014413 CAKOGOO
S014396 CAKOGO1
S014392 CAKOGOO
S014329 CAKOGOO
S014291 CAKOGOO
S013963 CAKOGOO
S013922 CAKOGOO
S013595 CAKOGOO
S013542 CAKOGOO
S013469 CAKOGOO

CAR2008 S014005 CAKOGOO
S014000 CAKOGOO
S013895 CAKOGOO
S013890 CAKOGOO
S013700 CAKOGOO
S013405 CAKOGOO

CAR2007 S013600 CAKOGO1



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

S013533 CAKOGOO
S013510 CAKOGOO
S013389 CAKOGOO
S013382 CAKOGOO
S013311 CAKOGOO
S013060 CAKOGOO
S012830 CAKOGO1
5012413 CAKOGOO
5012332 CAKOGOO
S010618 CAKOGOO
S009836 CAKOGO1
R0O85669 CAKOGO1
CAR2006 S013290 CAKOGOO
S013110 CAKOGOO
S013099 CAKOGOO
S013014 CAKOGOO
5012989 CAKOGOO
S012965 CAKOGOO
5012947 CAKOGOO
5012940 CAKOGOO
5012931 CAKOGOO
S012162 CAKOGOO
CAR2005 S012923 CAKOGOO
S012760 CAKOGOO
S012752 CAKOGOO
S012533 CAKOGOO
S012531 CAKOGOO
S012436 CAKOGOO
5012319 CAKOGOO
5012318 CAKOGOO
S012038 CAKOGOO
5008772 CAKOGO1
CAR2004 S012408 CAKOGOO
S012296 CAKOGOO
S012161 CAKOGOO
5012129 CAKOGOO
5012118 CAKOGOO
S012039 CAKOGOO
S011952 CAKOGO2
CAR2003 S011984 CAKOGOO
S011958 CAKOGOO
S011941 CAKOGOO
S011937 CAKOGOO
S011907 CAKOGOO
S011904 CAKOGOO
5011889 CAKOGOO
S011310 CAKOGOO



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

S010757 CAKOGOO
CAR2002 S011656 CAKOGOO
S011504 CAKOGOO
5011478 CAKOGOO
S011429 CAKOGOO
S011410 CAKOGOO
S011357 CAKOGOO
S011115 CAKOGO1
S010700 CAKOGO1
CAR2001 S011311 CAKOGOO
S011307 CAKOGOO
S011233 CAKOGOO
S011151 CAKOGOO
S011146 CAKOGOO
S011140 CAKOGOO
5011041 CAKOGOO
S011001 CAKOGOO
S010778 CAKOGOO
S010486 CAKOGO1
5010485 CAKOGOO
CAR1912 S010968 CAKOGOO
S010967 CAKOGOO
S010890 CAKOGOO
5010845 CAKOGOO
S010823 CAKOGOO
S010745 CAKOGOO
S010685 CAKOGOO
S010635 CAKOGOO
5010483 CAKOGO1
5010482 CAKOGOO
S006017 CAKOGO1
CAR1911 S010461 CAKOGOO
S010383 CAKOGOO
S010311 CAKOGOO
S009909 CAKOGO1
S009529 CAKOGOO
5008881 CAKOGOO
S008053 CAKOGOO
CAR1910 S009774 CAKOGOO
5009286 CAKOGOO
CAR1909 S009829 CAKOGOO
S009635 CAKOGOO
S009634 CAKOGOO
S008125 CAKOGOO
S006782 CAKOGOO
CAR1908 S009073 CAKOGOO
S008996 CAKOGO1



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

S008736 CAKOGOO
S008650 CAKOGOO
S008611 CAKOGOO
S008343 CAKOGOO
CAR1907 S008923 CAKOGOO
S008909 CAKOGOO
S008791 CAKOGOO
S008601 CAKOGOO
S008490 CAKOGOO
S008205 CAKOGOO
CAR1906 S008399 CAKOGOO
S008306 CAKOGOO
5008271 CAKOGOO
5008245 CAKOGOO
S008200 CAKOGOO
5008188 CAKOGOO
5008182 CAKOGOO
S008164 CAKOGO1
S008054 CAKOGOO
CAR1905 S008150 CAKOGO1
S008092 CAKOGOO
5008024 CAKOGOO
S008020 CAKOGOO
S007990 CAKOGOO
S007966 CAKOGOO
S007938 CAKOGOO
S007931 CAKOGOO
S007913 CAKOGOO
S007855 CAKOGOO
S007479 CAKOGO1
S007478 CAKOGOO
S007360 CAKOGOO
CAR1904 S007748 CAKOGOO
S007738 CAKOGOO
S007652 CAKOGOO
S007587 CAKOGOO
S007582 CAKOGOO
S007581 CAKOGOO
S007547 CAKOGOO
S007542 CAKOGOO
S007497 CAKOGOO
S007485 CAKOGOO
S007199 CAKOGOO
S007161 CAKOGOO
S007159 CAKOGO1
S007137 CAKOGOO
S006964 CAKOGOO



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

5006888 CAKOGOO
CAR1903 S007314 CAKOGOO
S007261 CAKOGOO
S007052 CAKOGOO
S006816 CAKOGOO
S006813 CAKOGOO
CAR1902 S007044 CAKOGOO
S006966 CAKOGOO
S006929 CAKOGOO
S006885 CAKOGO1
S006832 CAKOGOO
S006830 CAKOGOO
S006775 CAKOGOO
S006741 CAKOGOO
S006640 CAKOGOO
S006140 CAKOGOO
S005824 CAKOGOO
S005769 CAKOGOO
5005224 CAKOGOO
S000395 CAKOGOO
S000226 CAKOGOO
CAR1901 S006621 CAKOGOO
S006616 CAKOGOO
S006599 CAKOGOO
S006548 CAKOGOO
S006175 CAKOGOO
S005546 CAKOGO1
S005545 CAKOGOO
R0O85987 CAKOGOO
R083213 CAKOGOO
R082305 CAKOGOO
R0O81855 CAKOGOO
R0O81160 CAKOGOO
R0O79885 CAKOGOO
CAR1812 S006391 CAKOGOO
S006348 CAKOGOO
S005970 CAKOGOO
S005587 CAKOGO1
S005586 CAKOGOO
CAR1811 S005859 CAKOGOO
S005801 CAKOGOO
S005724 CAKOGOO
S005697 CAKOGOO
S005615 CAKOGOO
S005608 CAKOGOO
S005421 CAKOGOO
S005414 CAKOGOO



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

S005401 CAKOGOO
S005128 CAKOGO1
S003835 CAKOGOO
R098948 CAKOGOO
R0O85956 CAKOGOO
R0O85935 CAKOGOO
R082900 CAKOGOO
R0O79659 CAKOGOO
CAR1810 S005559 CAKOGOO
S005489 CAKOGOO
S005395 CAKOGO2
S005394 CAKOGOO
S005264 CAKOGOO
S005255 CAKOGOO
S005250 CAKOGOO
S005230 CAKOGOO
S005207 CAKOGOO
S004851 CAKOGOO
S004682 CAKOGOO
S000278 CAKOGO1
R098341 CAKOGOO
CAR1809 S005160 CAKOGOO
S005062 CAKOGOO
S005028 CAKOGOO
S004996 CAKOGOO
S004966 CAKOGOO
S004964 CAKOGOO
S004936 CAKOGOO
5004881 CAKOGOO
S004576 CAKOGOO
S004240 CAKOGOO
S004144 CAKOGOO
CAR1808 S004627 CAKOGOO
S004540 CAKOGOO
S004444 CAKOGOO
S004391 CAKOGOO
S004371 CAKOGOO
S004368 CAKOGOO
5004082 CAKOGOO
S004066 CAKOGOO
S003961 CAKOGOO
S003829 CAKOGOO
S003685 CAKOGOO
S003659 CAKOGOO
S001945 CAKOGOO
S001126 CAKOGOO
S000242 CAKOGOO



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

CAR1807 S004109 CAKOGOO
S004024 CAKOGOO
S003993 CAKOGOO
S003864 CAKOGOO
S003858 CAKOGOO
S003596 CAKOGOO
5001788 CAKOGOO
S001743 CAKOGOO
S001525 CAKOGOO

CAR1806 S003648 CAKOGOO
S001968 CAKOGOO
5001882 CAKOGOO
S001741 CAKOGOO
S001735 CAKOGOO
S001689 CAKOGOO
S001631 CAKOGOO
S001630 CAKOGOO
S001570 CAKOGOO

CAR1805 S001513 CAKOGOO
S001509 CAKOGOO
5001489 CAKOGOO
S001355 CAKOGOO
5001285 CAKOGOO
S001267 CAKOGOO
S001265 CAKOGOO
S001198 CAKOGOO
S001008 CAKOGOO
S000861 CAKOGOO
S000468 CAKOGOO
S000279 CAKOGOO
R099747 CAKOGOO
R098984 CAKOGOO

CAR1804 S001123 CAKOGOO
5001085 CAKOGOO
S001069 CAKOGOO
S000973 CAKOGO1
S000934 CAKOGOO
S000816 CAKOGOO
S000773 CAKOGOO
S000713 CAKOGOO
S000316 CAKOGOO

CAR1803 S000387 CAKOGOO
S000365 CAKOGOO
S000262 CAKOGOO
S000254 CAKOGOO
S000250 CAKOGOO
S000249 CAKOGOO



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

S000170 CAKOGOO
S000140 CAKOGOO
S000139 CAKOGOO
S000092 CAKOGOO
S000039 CAKOGO1
R099952 CAKOGOO
R099844 CAKOGOO
R099694 CAKOGOO
R099650 CAKOGOO
R098925 CAKOGOO
R098826 CAKOGOO
CAR1802 S000169 CAKOGO1
S000168 CAKOGOO
S000132 CAKOGOO
S000082 CAKOGOO
S000049 CAKOGOO
R099939 CAKOGOO
R099736 CAKOGO1
R099645 CAKOGOO
R099610 CAKOGOO
R099576 CAKOGOO
R099396 CAKOGOO
R098940 CAKOGOO
R098773 CAKOGOO
R098733 CAKOGOO
R098492 CAKOGO1
R097905 CAKOGOO
CAR1801 R099690 CAKOGOO
R099512 CAKOGOO
R099484 CAKOGOO
R099394 CAKOGOO
R099320 CAKOGOO
R099095 CAKOGOO
R099091 CAKOGOO
R0O99005 CAKOGOO
R098361 CAKOGOO
R097776 CAKOGOO
CAR1712 R099287 CAKOGOO
R099167 CAKOGOO
R098943 CAKOGOO
R098852 CAKOGOO
R098804 CAKOGOO
R098757 CAKOGOO
R098395 CAKOGOO
R098011 CAKOGOO
R094537 CAKOGOO
CAR1711 R098795 CAKOGOO



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

R098734 CAKOGO3
R098716 CAKOGOO
R098634 CAKOGO3
R098458 CAKOGOO
R098455 CAKOGOO
R098437 CAKOGO2
R098394 CAKOGOO
R098390 CAKOGOO
R098389 CAKOGOO
R098365 CAKOGOO
R098358 CAKOGOO
R098297 CAKOGOO
R097411 CAKOGOO
R094019 CAKOGO2
R094018 CAKOGOO
CAR1710 R098232 CAKOGOO
R098051 CAKOGOO
R097899 CAKOGOO
R097892 CAKOGOO
R097832 CAKOGOO
R097814 CAKOGOO
R097809 CAKOGOO
R097746 CAKOGOO
R097567 CAKOGOO
R097504 CAKOGO2
R097390 CAKOGOO
R097372 CAKOGO1
R097371 CAKOGOO
R091062 CAKOGOO
CAR1709 R097317 CAKOGOO
R097257 CAKOGOO
R097114 CAKOGOO
R0O97009 CAKOGOO
CAR1708 R097041 CAKOGOO
R096998 CAKOGOO
R096977 CAKOGOO
R096857 CAKOGOO
R096670 CAKOGOO
R096542 CAKOGOO
R096225 CAKOGOO
R096135 CAKOGO1
R0O95752 CAKOGOO
R094449 CAKOGOO
R094015 CAKOGOO
R091735 CAKOGOO
R091733 CAKOGO1
CAR1707 R096696 CAKOGOO



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

R096321 CAKOGOO
R096125 CAKOGOO
R096103 CAKOGOO
R096081 CAKOGOO
CAR1706 R096001 CAKOGOO
R095981 CAKOGOO
R095938 CAKOGOO
R095857 CAKOGOO
R095818 CAKOGOO
R0O95793 CAKOGOO
R095454 CAKOGOO
R095428 CAKOGOO
R095424 CAKOGOO
R092920 CAKOGOO
CAR1705 R095692 CAKOGOO
R095291 CAKOGOO
R095244 CAKOGOO
R095201 CAKOGOO
R095061 CAKOGOO
R0O88301 CAKOGOO
CAR1704 R095026 CAKOGOO
R094971 CAKOGOO
R094913 CAKOGOO
R094909 CAKOGOO
R094718 CAKOGOO
R094686 CAKOGOO
R094168 CAKOGOO
R093932 CAKOGOO
CAR1703 R094517 CAKOGOO
R094383 CAKOGOO
R094298 CAKOGOO
R094101 CAKOGOO
R093840 CAKOGOO
CAR1702 R093979 CAKOGOO
R093757 CAKOGOO
R093744 CAKOGOO
R093398 CAKOGOO
CAR1701 R093171 CAKOGOO
R092888 CAKOGOO
R092584 CAKOGOO
CAR1612 R093298 CAKOGOO
R0O93059 CAKOGOO
R092967 CAKOGOO
R092772 CAKOGO1
R092771 CAKOGOO
R092742 CAKOGOO
R092581 CAKOGOO



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

R092412 CAKOGOO
R092198 CAKOGO1
R092092 CAKOGOO
R092039 CAKOGOO
CAR1611 R092854 CAKOGOO
R092811 CAKOGOO
R092809 CAKOGOO
R092808 CAKOGOO
R092696 CAKOGOO
R092675 CAKOGOO
R092619 CAKOGOO
R092560 CAKOGOO
R092502 CAKOGOO
R091873 CAKOGOO
R091186 CAKOGOO
R0O88880 CAKOGOO
CAR1610 R091454 CAKOGOO
R091447 CAKOGOO
CAR1609 R091707 CAKOGOO
R091702 CAKOGOO
R091603 CAKOGOO
R091469 CAKOGOO
R091248 CAKOGOO
R091172 CAKOGOO
R090979 CAKOGO1
R090633 CAKOGOO
CAR1608 R091002 CAKOGOO
R0O90784 CAKOGOO
R090627 CAKOGOO
R090626 CAKOGOO
R090186 CAKOGOO
R0O89750 CAKOGOO
R0O88433 CAKOGO1
R0O86556 CAKOGOO
CAR1607 R090358 CAKOGOO
R0O90317 CAKOGOO
R090165 CAKOGOO
R089936 CAKOGOO
R089828 CAKOGOO
CAR1606 R090184 CAKOGO1
R0O90069 CAKOGOO
R0O89965 CAKOGOO
R0O89889 CAKOGOO
R089888 CAKOGOO
R0O89682 CAKOGOO
R0O89668 CAKOGOO
R089233 CAKOGOO



Top Secret 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

CAR1605 R089361 CAKOGOO
R0O89334 CAKOGOO
R089210 CAKOGOO
R089203 CAKOGOO

CAR1604 R088969 CAKOGO2
R0O88968 CAKOGOO
R0O88932 CAKOGOO
R0O88848 CAKOGOO
R0O88796 CAKOGOO
R0O88651 CAKOGOO
R0O88603 CAKOGOO
R0O88551 CAKOGOO
R0O88473 CAKOGOO
R0O88415 CAKOGOO
R0O87918 CAKOGOO
R0O87883 CAKOGOO
RO87515 CAKOGOO

CAR1603 R088130 CAKOGOO
RO87961 CAKOGO1
RO87881 CAKOGOO
RO87875 CAKOGOO
R0O87826 CAKOGOO

CAR1602 R087827 CAKOGOO
RO87738 CAKOGOO
RO87735 CAKOGOO
R0O86945 CAKOGOO
R0O86559 CAKOGOO
R0O86552 CAKOGOO
R086294 CAKOGOO
R0O85890 CAKOGOO
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