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CA RS 2306 Service List

Service Description Type

LU09780 FIND DB2 SYSID WHEN XAPLGPAT IS GROUP NAME IN DSNX@XAC PTF

The CA RS 2306 service count for this release is 1
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CA RS 2306 Service List for CBAV130

FMID Service Description Type

CBAV130 LU09780 FIND DB2 SYSID WHEN XAPLGPAT IS GROUP NAME IN DSNX@XAC PTF

The CA RS 2306 service count for this FMID is 1
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CA RS 2306 - PTF LU09780 Details

Service Details

LU09780 LU09780   M.C.S. ENTRIES  = ++PTF (LU09780) REWORK(2023143)

FIND DB2 SYSID WHEN XAPLGPAT IS GROUP NAME IN DSNX@XAC

PROBLEM DESCRIPTION:

There are some products that are calling the DSNX@XAC DB2 exit

directly outside of a DB2 environment. When the XAPLGPAT field

has the DB2 sysid of the DB2 subsystem, our ACF2 DB2 interface has

finds the proper rules for the validation call based upon the

XAPLGPAT field. When the XAPLGPAT field contains the datasharing

group name, we attempt to use it as the sysid to find rules for the

validation. If a site has not defined rules under that value, we

get a violation with no record found.

The CADB2XAC code has been updated to run the SSCT chain looking

for active DB2 systems that match the XAPLGPAT value and if found

return one of the DB2 sysids that are part of the datasharing group

for validation.

SYMPTOMS:

Incorrect violations in ACF2 DB2 when XAPLGPAT contains a

datasharing group name.

IMPACT:

Cannot call the exit directly to get the proper validation.

CIRCUMVENTION:

None

PRODUCT(S) AFFECTED:

SECURITY/DB                                                  Release 1.3

Related Problem:

CM-BAV 20049

(C) 2023 Broadcom Inc and/or its subsidiaries; All rights reserved

R00056-BAV130

DESC(FIND DB2 SYSID WHEN XAPLGPAT IS GROUP NAME IN DSNX@XAC).

++VER (Z038)

FMID (CBAV130)

PRE ( LU04073 RO24893 RO55816 RO88618 )

SUP ( LT04969 LT06127 LT09780 LU04969 LU06127 RO28793 RO32299

RO88020 TR28793 TR32299 TR88020 )

++HOLD (LU09780) SYSTEM FMID(CBAV130)

REASON (DDDEF  )   DATE (23143)

COMMENT (

+----------------------------------------------------------------------+

|     SECURITY/DB                                     Release 1.3      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | Before Apply                                              |

+----------+-----------------------------------------------------------+

|PURPOSE   | Add needed DDDEF in order to apply the fix.               |

+----------+-----------------------------------------------------------+

|USERS     | All users of DB2 interface                                |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands                                         |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Operator Console                                     |

|REQUIRED  |                                                           |
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Service Details

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. ACF2 for Db2 option sites should follow the instructions in this

step. Top Secret for Db2 option sites should skip to the next

step.

Run the following JCL, specifying the name of your SMP/E CSI on

the SMPCSI DD statement.

Make sure the SET BDY statement has the name of your target zone

(default is CAIT0).

Change "PRODHLQ" to the high level qualifier(s) of your target

data sets. The data set name in the ADD DDDEF statement should be

your existing ACF2 for Db2 Option CACPLINK data set. Note that

the DDDEF name (CBAVLINK) and the low qualifier (CACPLINK) will

*NOT* match.  Make sure everything in the JCL is in upper case.

//DDDEF    EXEC PGM=GIMSMP,REGION=0M

//SMPCSI   DD DISP=SHR,DSN=your.CSI

//SMPCNTL  DD *

SET BDY(CAIT0).

UCLIN.

ADD DDDEF(CBAVLINK)

DA(prodhlq.CACPLINK) SHR .

ENDUCL.

//

The step should end with a return code of 0.

2. Top Secret for Db2 option sites should follow the instructions in

this step. ACF2 for Db2 option sites should skip this step.

Run the following JCL, specifying the name of your SMP/E CSI on

the SMPCSI DD statement.

Make sure the SET BDY statement has the name of your target zone

(default is CAIT0).

Change "PRODHLQ" to the high level qualifier(s) of your target

data sets. The data set name in the ADD DDDEF statement should be

your existing Top Secret for Db2 Option CADBLINK data set. Note

that the DDDEF name (CBAVLINK) and the low qualifier (CADBLINK)

will *NOT* match.  Make sure everything in the JCL is in upper

case.

//DDDEF    EXEC PGM=GIMSMP,REGION=0M

//SMPCSI   DD DISP=SHR,DSN=your.CSI

//SMPCNTL  DD *

SET BDY(CAIT0).

UCLIN.

ADD DDDEF(CBAVLINK)

DA(prodhlq.CADBLINK) SHR .

ENDUCL.

//

The step should end with a return code of 0.

).

++HOLD (LU09780) SYSTEM FMID(CBAV130)

REASON (DYNACT )   DATE (23143)

COMMENT (

+----------------------------------------------------------------------+

|     SECURITY/DB                                     Release 1.3      |
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Service Details

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Activate change without IPL                               |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands                                         |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Operator console                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. LLA Refresh

2. Run CACPJCL0(CP13XAC) to Relink DSNX@XAC for ACF2 sites.

3. Run CADBJCL0(DB13XAC) to Relink DSNX@XAC for Top Secret.

4. Restart the DB2 address space

).
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CA RS 2306 Product/Component Listing

Product Family Product Release

Security CA-ACF2/DB2 01.03.00

The CA RS 2306 Product/Component Count for this release is 1
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All CA RS Levels Service List

CA RS
Level Service FMID

CAR2306 LU09780 CBAV130

CAR2210 LU07101 CACP130

CAR2208 LU06127 CBAV130

LU04969 CBAV130

CAR2205 LU03360 CBAV130

LU03302 CBAV130

CAR2202 LU04073 CBAV130

CAR2112 LU03497 CACP130

LU03062 CBAV130

CAR2110 LU01288 CACP130

LU01287 CBAV130

CAR2103 LU00185 CACP130

CAR2010 SO14814 CBAV130

SO14043 CACP130

CAR2004 RO97859 CBAV130

CAR2002 RO92962 CBAV130

CAR1909 SO09399 CBAV130

SO07785 CBAV130

CAR1906 SO08273 CACP130

CAR1904 SO07207 CBAV130

CAR1804 SO00252 CACP130

CAR1712 RO98993 CBAV130

RO98050 CBAV130

CAR1710 RO94963 CBAV130

CAR1709 RO94767 CBAV130

RO93044 CBAV130

CAR1611 RO92789 CBAV130

RO92655 CACP130

RO92542 CBAV130

RO92486 CACP130

RO88618 CBAV130

RO88020 CBAV130

RO87521 CBAV130

CAR1603 RO82740 CBAV130

CAR1602 RO83996 CBAV130

CAR1511 RO81116 CACP130

CAR1510 RO83202 CBAV130

CAR1508 RO80202 CBAV130

CAR1505 RO78049 CACP130

RO76649 CBAV130

RO75728 CBAV130

RO73743 CACP130

CAR1409 RO70546 CBAV130

RO69585 CBAV130

CAR1406 RO69998 CACP130

RO68720 CACP130

CAR1403 RO62041 CACP130
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All CA RS Levels Service List

CA RS
Level Service FMID

RO55816 CBAV130

RO55265 CACP130

CAR1309 RO52736 CACP130

RO49833 CBAV130

RO40763 CACP130

RO37180 CBAV130

CAR1306 RO55252 CACP130

CAR1212 RO50062 CACP130

RO45862 CBAV130

RO35752 CBAV130

CAR1210 RO40286 CBAV130

CAR1204 RO35902 CACP130

RO32299 CBAV130

RO29392 CACP130

CAR1201 RO31033 CBAV130

RO30057 CBAV130

RO28793 CBAV130

RO28121 CACP130

CAR1110 RO33193 CACP130

RO28415 CACP130

RO25437 CBAV130

CAR1104 RO25392 CACP130

RO24893 CBAV130
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