Trusted Access Manager for z/0OS 1.1
CA RS 2208 Service List

LU03823 ADD NEW OPTION TO INCLUDE TAMID TO NATIVE ACCESSES PTF
LU06021 SECURITY OR INTEGRITY PROBLEM ** PRP **
LU06605 SECURITY OR INTEGRITY PROBLEM ** PRP **

The CA RS 2208 service count for this release is 3



Trusted Access Manager for z/OS
CA RS 2208 Service List for CFH0110

CFHO110 LU03823 ADD NEW OPTION TO INCLUDE TAMID TO NATIVE ACCESSES

LU06021 SECURITY OR INTEGRITY PROBLEM ** PRP **

The CA RS 2208 service count for this FMID is 2



Trusted Access Manager for z/OS
CA RS 2208 Service List for CSJV110

CsJviio LU06605 SECURITY OR INTEGRITY PROBLEM ** PRP **

The CA RS 2208 service count for this FMID is 1



Trusted Access Manager for z/0OS 1.1
CA RS 2208 - PTF LU03823 Details

Service
LU03823

Details
LU03823 M.C.S. ENTRIES = ++PTF (LU03823)

ADD NEW OPTION TO INCLUDE TAMID TO NATIVE ACCESSES

ENHANCEMENT DESCRIPTION:

Trusted Access Manager for RACF for z will now log Native accesses

with TAMID if LOGLEVEL=ALL is specified along with TAG NATIVE. With this
option on, TAMID will be included in the SMF, CSV and JSON reports for
all native accesses.

PRODUCT (S) AFFECTED:

TRUSTED ACCESS MANAGER FOR Z Release 1.1
Related Problem:

TAMZ 15350

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved
RO0O051-TAMO11

DESC (ADD NEW OPTION TO INCLUDE TAMID TO NATIVE ACCESSES) .
++VER (Z038)

FMID (CFHO0110)

PRE ( LUOO206 LU00584 LU03321 LU03342 LUO4112 S008972 S010581
S012359 S014114 S015058 S015557 S015558 S015725 S016059
5016218 S016320 )

SUP ( AC13107 AS12359 AS14114 LT02480 LT02517 LT02557 LT02795
LT02830 LT02832 LT03293 LT03313 LT03823 LU02795 LU02830
LU03293 LU03313 S010812 S013553 S013783 5014064 S014102
S015020 S015516 ST10812 ST13553 ST13783 ST14064 ST14102
ST15020 ST15516 )

++HOLD (LU03823) SYSTEM FMID (CFH0110)

REASON (DYNACT ) DATE (22202)

COMMENT (

o +
| TRUSTED ACCESS MANAGER FOR Z Release 1.1 |
ittt e +
| SEQUENCE | After Apply |
ittt e +
| PURPOSE | To implement changes without requiring an IPL.

ittt e +
| USERS | TAMz Users and Admins

|AFFECTED | |
ittt e +

| KNOWLEDGE | TAMz SMP/e environment

|REQUIRED | Operator Commands |
ittt e +
| ACCESS | TAMz SMP/e environment

|REQUIRED | Operator Commands |
ittt e +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkxx

* STEPS TO PERFORM *

AKhkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkx*x

1. Apply and deploy PTF to your TAMz runtime libraries.

2. /F LLA,REFRESH

3. If TAMz for RACF is active (TAMRSTC started task is running),
inactivate TAMRSTC using the STOP command for TAMRSTC.

For example: /P TAMRSTC

4. Define the TAGNATV CFIELD required for the TAG NATIVE setting in




Trusted Access Manager for z/0OS 1.1
CA RS 2208 - PTF LU03823 Details

Service

Details
the OPTIONS record by running the TAMRSPGR Sample JCL.
5. To turn on the TAGNATV Setting,
- If a TAMR OPTIONS record exists, add the TAGNATV CSDATA field by
altering the OPTIONS group record using ALTGROUP.
For Example: ALTGROUP (TAMROPT1) CSDATA (TAGNATV (YES)).
- If a TAMR OPTIONS record does not exist, run the TAMROPT2 Sample
JCL to add an OPTIONS group record, then using ALTGROUP, turn on
the TAGNATV setting.
For example: ALTGROUP (TAMROPT1) CSDATA (TAGNATV (YES))
6. Re-initialize TAMRSTC by issuing the REINIT for TAMRSTC.
For example: /S TAMRSTC,,,REINIT




Trusted Access Manager for z/0OS 1.1
CA RS 2208 - PTF LU06021 Details

Service
LU06021

Details
LU06021 M.C.S. ENTRIES = ++PTF (LU06021)

SECURITY OR INTEGRITY PROBLEM

PROBLEM DESCRIPTION:

Security or Integrity Problem.

For more details access Security Advisories using the following URL:
support.broadcom.com/security-advisory/security-advisories-list.html
Broadcom recommends that you subscribe to notifications for Security
Advisories for the associated products that you support in your
organization. Please use the following URL to register for proactive
notifications: https://support.broadcom.com/user/notifications.html
SYMPTOMS :

N/A

IMPACT:

Security or Integrity Problem.

CIRCUMVENTION:

N/A

PRODUCT (S) AFFECTED:

TRUSTED ACCESS MANAGER FOR Z Release 1.1
TRUSTED ACCESS MANAGER FOR Z Release 1.1
TRUSTED ACCESS MANAGER FOR Z Release 1.1
Related Problem:

TAMZ 16910

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved
RO0057-TAMO11

DESC (SECURITY OR INTEGRITY PROBLEM) .

++VER (Z038)

FMID (CFHO0110)

PRE ( LUO3086 LU03940 LU04005 LU04112 )

SUP ( CC13107 DC13107 LTO05000 LT06021 LUO5000 )
++HOLD (LU06021) SYSTEM FMID (CFH0110)

REASON (DYNACT ) DATE (22202)

COMMENT (

o - +
| TRUSTED ACCESS MANAGER FOR Z Release 1.1 |
Fmmm————— B Tttt +

| SEQUENCE | Both before Apply and after Apply

Fmmm————— B Tttt +
| PURPOSE | To install PTF without requiring and IPL, and such |
| | that reconfiguration is simpler.

Fmmm————— B Tttt +
| USERS | all TAMz users |
|AFFECTED | |
Fmmm————— B Tttt +
| KNOWLEDGE | TAMz SMP/e |
|REQUIRED | Operator Commands |
| | CA NIM SM UI for TAMz Ticket Validation configuration |
Fmmm————— B Tttt +
|ACCESS | TAMz SMP/e |
|REQUIRED | Operator Commands |
| | CA NIM SM UI for TAMz Ticket Validation configuration |

Fmmm————— B Tttt +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkx*x




Trusted Access Manager for z/0OS 1.1
CA RS 2208 - PTF LU06021 Details

Service

Details
* STEPS TO PERFORM *
khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkkhkkkkkkkxx
BEFORE APPLY:
1. Open your CA NIM SM UI for your system and copy the CONFIGURATIONS
and CUSTOMIZATIONS you have performed to a notepad or other temp
location.
This will enable you to paste in details after apply and redeploy.
AFTER APPLY:
1. Stop TAMSTC
2. Deploy new tam-microsevice.war to your runtime libraries
3. Restart TAMSTC
4. Reset CA NIM SM UI's CONFIGURATIONS and CUSTOMIZATIONS using
the values you copied in earlier steps.
) -
LINK('../tam-microservice.war') PARM(PATHMODE (0,7,5,5)).




Trusted Access Manager for z/0OS 1.1
CA RS 2208 - PTF LU06605 Details

Service
LU06605

Details
LU06605 M.C.S. ENTRIES = ++PTF (LU06605)

SECURITY OR INTEGRITY PROBLEM

PROBLEM DESCRIPTION:

Security or Integrity Problem.

For more details access Security Advisories using the following URL:
support.broadcom.com/security-advisory/security-advisories-list.html
Broadcom recommends that you subscribe to notifications for Security
Advisories for the associated products that you support in your
organization. Please use the following URL to register for proactive
notifications: https://support.broadcom.com/user/notifications.html
SYMPTOMS :

N/A

IMPACT:

Security or Integrity Problem.

CIRCUMVENTION:

N/A

PRODUCT (S) AFFECTED:

MF Security JVM Release 1.1
Related Problem:

SJV 17760

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved
R00021-SJV011

DESC (SECURITY OR INTEGRITY PROBLEM) .

++VER (Z038)

FMID (CSJV110)

PRE ( LUO04129 LU04998 S007610 S010051 S010217 S011254 S012468 )
SUP ( BC04995 LT06605 ST06110 )

++HOLD (LU06605) SYSTEM FMID(CSJV110)

REASON (DYNACT ) DATE (22202)

COMMENT (

o +
| MF Security JVM Release 1.1 |
ittt e +
| SEQUENCE | After Apply |
ittt e +
| PURPOSE | Implement without requiring an IPL.

ittt e +
| USERS | All TAMZ users. |
|AFFECTED | |
ittt e +

| KNOWLEDGE | SJVM SMP/E |

|REQUIRED | Operator commands. |
Fmmm————— B Tttt +
|ACCESS | SJVM SMP/E |
|REQUIRED | Operator commands. |
Fmmm————— B Tttt +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkx*x

* STEPS TO PERFORM *

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkxx

1. After APPLY, deploy the new sjvvl.jar from your target libraries
to your runtime libraries. For example: /u/TAMRV11/sjvstc

2. Restart sjvstc. For example:




Trusted Access Manager for z/0OS 1.1
CA RS 2208 - PTF LU06605 Details

Service

Details
/P SJVSTC
/S SJVSTC
3. When SJVSTC has issued this message: '"SJV0101I JVM Initialization
Complete" the SJVM started task has completed. TAMZ users can
continue using elevations as desired.
) -
PARM (PATHMODE (0,7,0,0)) .
MCS LU03823 STARTS ON PAGE 0002
MCS LUO6021 STARTS ON PAGE 0004
MCS LU06605 STARTS ON PAGE 0006




Trusted Access Manager for z/0OS 1.1 10
CA RS 2208 Product/Component Listing

Security MF SECURITY JVM 01.01.00

TRUSTED ACCESS MANAGER FOR Z 01.01.00

The CA RS 2208 Product/Component Count for this release is 2



Trusted Access Manager for z/0OS 1.1
All CA RS Levels Service List

CARS
Level | Service | FMID

CAR2208 LU06605 CSJV110
LU06021 CFHO0110
LU03823 CFH0110

CAR2204 LUO5000 CFHO0110
LU04998 CSJV110
LU03342 CFHO0110
LU03321 CFHO0110
LU03293 CFHO0110

CAR2202 LU04129 CSJV110
LU04112 CFHO0110
LU03313 CFHO0110

CAR2201 LU04005 CFH0110
LU03940 CFHO0110

CAR2111 LU0O3086 CFH0110
LU02977 CFHO0110
LU02830 CFH0110
LU02795 CFHO0110

CAR2108 S016320 CFH0110
LU00584 CFH0110

CAR2107 S016218 CFH0110

CAR2104 S016059 CFH0110
S015725 CFHO0110
S015558 CFHO0110
S015557 CFHO0110
LU00206 CFHO0110

CAR2012 S015516 CFH0110
S015058 CFHO0110
S015020 CFHO110

CAR2010 S014114 CFHO0110
S014102 CFHO110
S014064 CFHO0110
S013783 CFHO0110
S013553 CFHO0110
S012468 CSJvilo
S011254 CSJvilo

CAR2006 S012878 CFH0110
S012359 CFHO0110
5010812 CFHO0110

CAR2001 S011137 CFHO0110
5010220 CFHO0110
5010217 CSJviio
S010051 CsJviio

CAR1911 S010581 CFH0110
S007548 CFHO0110

CAR1910 S009874 CSJV110
S008972 CFH0110

CAR1908 S007549 CSJV110



Trusted Access Manager for z/0OS 1.1
All CA RS Levels Service List

CA RS
Level Service | FMID

5006988 CSJvilo
CAR1907 S007610 CSJV110
S007607 CFHO0110
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