
MF SECURITY INSIGHTS PLATFORM 1.0 1
CA RS 2208 Service List

Service Description Type

LU00579 CA SECURITY INSIGHTS SYSTEM-CRITICAL RESOURCE ACCESS SUPPORT PTF

LU02508 SECURITY OR INTEGRITY PROBLEM ** PRP **

LU03001 SECURITY INSIGHTS - RISK REPORTING ** PRP **

LU05182 SECURITY INSIGHTS - SPECIFY DATASETS PTF

LU05479 J2Z_JAR AND ZOWE CHANGES PTF

LU06424 SENSITIVE INFO WAS DISPLAYED IN LOGS PTF

SO15201 UPDATE SHELL SCRIPT USED BY SMPE TO CREATE USS DIRECTORIES PTF

SO15202 CA SECURITY INSIGHTS INSTALLATION AND CONFIGURATION UPDATES PTF

SO16125 CA SECURITY INSIGHTS SUPPORT FOR RACF AND OTHER ENHANCEMENTS PTF

The CA RS 2208 service count for this release is 9



MF SECURITY INSIGHTS PLATFORM 2
CA RS 2208 Service List for CFIN100

FMID Service Description Type

CFIN100 LU00579 CA SECURITY INSIGHTS SYSTEM-CRITICAL RESOURCE ACCESS SUPPORT PTF

LU02508 SECURITY OR INTEGRITY PROBLEM ** PRP **

LU03001 SECURITY INSIGHTS - RISK REPORTING ** PRP **

LU05182 SECURITY INSIGHTS - SPECIFY DATASETS PTF

LU05479 J2Z_JAR AND ZOWE CHANGES PTF

LU06424 SENSITIVE INFO WAS DISPLAYED IN LOGS PTF

SO15201 UPDATE SHELL SCRIPT USED BY SMPE TO CREATE USS DIRECTORIES PTF

SO15202 CA SECURITY INSIGHTS INSTALLATION AND CONFIGURATION UPDATES PTF

SO16125 CA SECURITY INSIGHTS SUPPORT FOR RACF AND OTHER ENHANCEMENTS PTF

The CA RS 2208 service count for this FMID is 9
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CA RS 2208 - PTF LU00579 Details

Service Details

LU00579 LU00579   M.C.S. ENTRIES  = ++PTF (LU00579)

CA SECURITY INSIGHTS SYSTEM-CRITICAL RESOURCE ACCESS SUPPORT

ENHANCEMENT DESCRIPTION:

- Access Reporting for System-Critical Resources.

* LINKLIST, LPALIST and PARMLIBs in addition to APF datasets.

- System-Critical Resources Report Enhanced to Include Global Access.

- System-Critical Resources Report Enhanced to Include Library Status.

SYMPTOMS:

NA

IMPACT:

NA

CIRCUMVENTION:

NA

PRODUCT(S) AFFECTED:

CA MAINFRAME SECURITY INSIGHT PLATFORM 1.0

Related Problem:

SECINS 12858

Copyright (C) 2021 CA. All rights reserved. R00031-SIN010-SP1

DESC(CA SECURITY INSIGHTS SYSTEM-CRITICAL RESOURCE ACCESS SUPPORT).

++VER (Z038)

FMID (CFIN100)

PRE ( SO15202 SO16125 )

SUP ( LT00579 )

++HOLD (LU00579) SYSTEM FMID(CFIN100)

REASON (ACTION )   DATE (21152)

COMMENT (

+----------------------------------------------------------------------+

|     CA SECURITY INSIGHT                             Version 1.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | Not applicable.                                           |

+----------+-----------------------------------------------------------+

|PURPOSE   | Not applicable.                                           |

+----------+-----------------------------------------------------------+

|USERS     | Not applicable.                                           |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Not applicable.                                           |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | Not applicable.                                           |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

Not applicable.

).
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CA RS 2208 - PTF LU02508 Details

Service Details

LU02508 LU02508   M.C.S. ENTRIES  = ++PTF (LU02508)

SECURITY OR INTEGRITY PROBLEM

PROBLEM DESCRIPTION:

Security or Integrity Problem.

SYMPTOMS:

N/A

IMPACT:

Security or Integrity Problem.

CIRCUMVENTION:

N/A

PRODUCT(S) AFFECTED:

CA SECURITY INSIGHTS                                         Version 1.0

Related Problem:

SECINS 14534

Copyright (C) 2021 CA. All rights reserved. R00032-SIN010-SP1

DESC(SECURITY OR INTEGRITY PROBLEM).

++VER (Z038)

FMID (CFIN100)

PRE ( LU00579 SO15202 SO16125 )

SUP ( AL00579 LT02508 ST15035 )

BINARY

LINK('../config/si_dcd.yml')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

BINARY

LINK('../lib/libzowe-attls.so')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

BINARY

LINK('../lib/libzowe-commons-secur.so')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

BINARY

LINK('../config/si_orc.yml')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_app.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_dcd.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_orc.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_saf.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

TEXT

LINK('../util/si_gateway-service.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT
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CA RS 2208 - PTF LU02508 Details

Service Details

LINK('../util/si_insights.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_insights2.sh')

PARM(PATHMODE(0,7,7,5)) .
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CA RS 2208 - PTF LU03001 Details

Service Details

LU03001 LU03001   M.C.S. ENTRIES  = ++PTF (LU03001)

The following items are included in this solution:

1. SECURITY INSIGHTS - RISK REPORTING

2. SECURITY OR INTEGRITY PROBLEM

==========================================================================

SECURITY INSIGHTS - RISK REPORTING

ENHANCEMENT DESCRIPTION:

Security Insights - Risk Assessments and Recommendations.

Security Insights now offers risk assessments and recommendations based

on risk configurations.

The risk assessment offers you a better understanding of your security

posture. The risk recommendations help you determine the next steps

for reducing risk and reducing the costs around compliance and auditing.

PRODUCT(S) AFFECTED:

MAINFRAME SECURITY INSIGHT PLATFORM 1.0                      Version 1.0

Related Problem:

SECINS 13909

==========================================================================

SECURITY OR INTEGRITY PROBLEM

PROBLEM DESCRIPTION:

Security or Integrity Problem.

SYMPTOMS:

N/A

IMPACT:

Security or Integrity Problem.

CIRCUMVENTION:

N/A

PRODUCT(S) AFFECTED:

CA SECURITY INSIGHTS                                         Version 1.0

Related Problem:

SECINS 15326

Copyright (C) 2021 CA. All rights reserved. R00035-SIN010-SP1

DESC(SECURITY INSIGHTS - RISK REPORTING).

++VER (Z038)

FMID (CFIN100)

PRE ( LU00579 LU02508 SO15202 SO16125 )

SUP ( AL02508 LT02733 LT02740 LT03001 )

++HOLD (LU03001) SYSTEM FMID(CFIN100)

REASON (ACTION )   DATE (21316)

COMMENT (

+----------------------------------------------------------------------+

|     MAINFRAME SECURITY INSIGHTS PLATFORM            Version 1.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Describe the steps required to fully implement this PTF.  |

+----------+-----------------------------------------------------------+

|USERS     | All Mainframe Security Insights Platform users.           |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | ISPF edit and job submission experience.                  |

|REQUIRED  |                                                           |
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CA RS 2208 - PTF LU03001 Details

Service Details

+----------+-----------------------------------------------------------+

|ACCESS    | Access to Mainframe Security Insights Platform target     |

|REQUIRED  | and runtime libraries.                                    |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

Review the online documentation for deploying maintenance to the

runtime environment.

1. Stop the SIZSRVRU started task.

2. To incorporate new IBM Db2 elements, have the Db2 DBA review

the DDL in SIZUDB22 in the CFINOPTN runtime library.

Then run job SIZUDB22 in the CFINJCL runtime library.

3. To run runstats and reorg against the Mainframe Security

Insights Platform tablespaces, run job SIZDB2RS in the CFINJCL

runtime library.

4. Start the SIZSRVRU started task.

).

BINARY

LINK('../config/si_app.yml')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

BINARY

LINK('../lib/libzowe-attls.so')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

BINARY

LINK('../lib/libzowe-commons-secur.so')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

BINARY

LINK('../config/settings.xml')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_app.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_configurator.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_dcd.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_discovery-service.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_gateway-service.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_orc.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_rulesets.jar')

PARM(PATHMODE(0,7,7,5))



MF SECURITY INSIGHTS PLATFORM 1.0 8
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Service Details

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_saf.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

TEXT

LINK('../util/si_dcd.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_dep01.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_dep11.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_insights.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_insights2.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_getlogs.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_orc.sh')

PARM(PATHMODE(0,7,7,5)) .
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CA RS 2208 - PTF LU05182 Details

Service Details

LU05182 LU05182   M.C.S. ENTRIES  = ++PTF (LU05182)

SECURITY INSIGHTS - SPECIFY DATASETS

ENHANCEMENT DESCRIPTION:

Access Reporting for Identify Access to Specified Resources.

PRODUCT(S) AFFECTED:

MF SECURITY INSIGHTS PLATFORM                                Version 1.0

Related Problem:

SECINS 15407

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved

R00041-SIN010

DESC(SECURITY INSIGHTS - SPECIFY DATASETS).

++VER (Z038)

FMID (CFIN100)

PRE ( LU00579 LU02508 LU03001 SO15202 SO16125 )

SUP ( LT02740 LT03729 LT03899 LT05182 )

++HOLD (LU05182) SYSTEM FMID(CFIN100)

REASON (ACTION )   DATE (22077)

COMMENT (

+----------------------------------------------------------------------+

|     MF SECURITY INSIGHTS PLATFORM                   Version 1.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   |                                                           |

|          |Describe the steps required to fully implement this PTF    |

+----------+-----------------------------------------------------------+

|USERS     |                                                           |

|AFFECTED  |                                                           |

|          |All Mainframe Security Insights Platform users             |

+----------+-----------------------------------------------------------+

|KNOWLEDGE |                                                           |

|REQUIRED  |                                                           |

|          |ISPF edit and job submission experience                    |

+----------+-----------------------------------------------------------+

|ACCESS    |                                                           |

|REQUIRED  |Access to Mainframe Security Insights Platform target      |

|          |and runtime libraries                                      |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

Review the online documentation for deploying maintenance to the

runtime environment.

1. Stop the SIZSRVRU started task.

2. Start the SIZSRVRU started task.

).

LINK('../lib/si_app.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_dcd.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .
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CA RS 2208 - PTF LU05182 Details

Service Details

LINK('../lib/si_discovery-service.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_gateway-service.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_orc.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_rulesets.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_saf.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

TEXT

LINK('../util/si_app.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_insights.sh')

PARM(PATHMODE(0,7,7,5)) .
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Service Details

LU05479 LU05479   M.C.S. ENTRIES  = ++PTF (LU05479)

J2Z_JAR AND ZOWE CHANGES

ENHANCEMENT DESCRIPTION:

PRODUCT(S) AFFECTED:

MF SECURITY INSIGHTS PLATFORM                                Version 1.0

Related Problem:

SECINS 16772

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved

R00042-SIN010

DESC(J2Z_JAR AND ZOWE CHANGES).

++VER (Z038)

FMID (CFIN100)

PRE ( LU00579 LU02508 LU03001 LU05182 SO15202 SO16125 )

SUP ( LT02733 LT02740 LT03861 LT03899 LT05479 ST15035 )

++HOLD (LU05479) SYSTEM FMID(CFIN100)

REASON (ACTION )   DATE (22132)

COMMENT (

+----------------------------------------------------------------------+

|     MF SECURITY INSIGHTS PLATFORM                   Version 1.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Describe the steps required to fully implement this PTF   |

+----------+-----------------------------------------------------------+

|USERS     | All Mainframe Security Insights Platform users            |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | ISPF edit and job submission experience                   |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | Access to Mainframe Security Insights Platform target     |

|REQUIRED  | and runtime libraries                                     |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

Review the online documentation for deploying maintenance to

runtime environment.

1. Stop the SIZSRVRU started task.

2. Start the SIZSRVRU started task.

).

LINK('../config/si_app.yml') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../config/si_common.yml') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../config/si_dcd.yml') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../config/si_orc.yml') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../config/si_saf.yml') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../config/logback-spring.xml') PARM(PATHMODE(0,7,7,5))
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Service Details

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_app.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_configurator.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_dcd.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_discovery-service.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_gateway-service.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_orc.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_rulesets.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_saf.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../util/si_app.sh') PARM(PATHMODE(0,7,7,5)).

LINK('../util/si_dcd.sh') PARM(PATHMODE(0,7,7,5)).

LINK('../util/si_insights.sh') PARM(PATHMODE(0,7,7,5)).

LINK('../util/si_orc.sh') PARM(PATHMODE(0,7,7,5)).

LINK('../util/si_saf.sh') PARM(PATHMODE(0,7,7,5)).
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Service Details

LU06424 LU06424   M.C.S. ENTRIES  = ++PTF (LU06424)

SENSITIVE INFO WAS DISPLAYED IN LOGS

PROBLEM DESCRIPTION:

Sensitive data was displayed in a log file

SYMPTOMS:

ACF2 RULELINE was printed in si_saf.log

IMPACT:

ACF2 RULELINEs could be exposed

CIRCUMVENTION:

When LPAR has ACF2 ESM

PRODUCT(S) AFFECTED:

MF SECURITY INSIGHTS PLATFORM                                Version 1.0

Related Problem:

SECINS 17542

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved

R00044-SIN010

DESC(SENSITIVE INFO WAS DISPLAYED IN LOGS).

++VER (Z038)

FMID (CFIN100)

PRE ( LU00579 LU02508 LU03001 LU05182 LU05479 SO15202 SO16125 )

SUP ( LT02733 LT02740 LT03861 LT03899 LT06424 )

++HOLD (LU06424) SYSTEM FMID(CFIN100)

REASON (ACTION )   DATE (22188)

COMMENT (

+----------------------------------------------------------------------+

|     MF SECURITY INSIGHTS PLATFORM                   Version 1.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | TEST PORTBLE PACKAGE                                      |

+----------+-----------------------------------------------------------+

|USERS     | All Mainframe Security Insights Platform users            |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | ISPF edit and job submission experience                   |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | Access to Mainframe Security Insights Platform target     |

|REQUIRED  | and runtime libraries                                     |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. Stop the SIZSRVRU started task.

2. Delete all log files under the logs folder.

3. Start the SIZSRVRU started task.

).

LINK('../lib/si_app.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_configurator.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_dcd.jar') PARM(PATHMODE(0,7,7,5))
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SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_discovery-service.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_gateway-service.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_orc.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_rulesets.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_saf.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../lib/si_thirdparty.jar') PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE).

LINK('../util/si_app.sh') PARM(PATHMODE(0,7,7,5)).

LINK('../util/si_app_classes.sh') PARM(PATHMODE(0,7,7,5)).

LINK('../util/si_dcd.sh') PARM(PATHMODE(0,7,7,5)).

LINK('../util/si_dcd_classes.sh') PARM(PATHMODE(0,7,7,5)).

LINK('../util/si_insights.sh') PARM(PATHMODE(0,7,7,5)).

LINK('../util/si_orc.sh') PARM(PATHMODE(0,7,7,5)).

LINK('../util/si_orc_classes.sh') PARM(PATHMODE(0,7,7,5)).

LINK('../util/si_saf.sh') PARM(PATHMODE(0,7,7,5)).

LINK('../util/si_saf_classes.sh') PARM(PATHMODE(0,7,7,5)).
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Service Details

SO15201 SO15201   M.C.S. ENTRIES  = ++PTF (SO15201)

UPDATE SHELL SCRIPT USED BY SMPE TO CREATE USS DIRECTORIES

PROBLEM DESCRIPTION:

The shell script used by SMPE to create USS directories deleted

some directories rather than some files.

SYMPTOMS:

After installing CA Mainframe Security Insights some USS directories

did not have any files in them.

IMPACT:

CA Mainframe Security Insights could not be configured or started.

CIRCUMVENTION:

None.

PRODUCT(S) AFFECTED:

CA SECURITY INSIGHT                                          Version 1.0

Related Problem:

SECINS 5

Copyright (C) 2020 CA. All rights reserved. R00028-SIN010-SP1

DESC(UPDATE SHELL SCRIPT USED BY SMPE TO CREATE USS DIRECTORIES).

++VER (Z038)

FMID (CFIN100)

SUP ( ST15201 )

TEXT

PARM(PATHMODE(0,7,7,5)) .
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Service Details

SO15202 SO15202   M.C.S. ENTRIES  = ++PTF (SO15202)

CA SECURITY INSIGHTS INSTALLATION AND CONFIGURATION UPDATES

PROBLEM DESCRIPTION:

This solution addresses the following problems causing SIZSRVRU/SIZSRV2U

Services startup issues during runtime:

1. Missing Security commands in the ESM Base and Keyring Security jobs -

SIZTSS*, SIZACF* and SIZRACF*

2. Inadequate Db2 GRANT statements for modification access to SI Db2 Tables

(qualified by DB2_QUALIFIER)

3. Inadequate default User and Group permissions for files and directories on

the USS Runtime Path (RTPATH)

SYMPTOMS:

You might encounter the following error messages:

1. Access denied error due to wrong permission. For example,

TSS7250E for CA Top Secret.

2. SQLCODE = -551, ERROR:  <> DOES NOT HAVE THE PRIVILEGE TO PERFORM

CREATE <> due to inadequate Db2 GRANTs.

3. Errors such as si_insights.sh: FSUM7351 not found or

si_insights2.sh: FSUM7351 not found appear when the started task ID does not

have permission to the runtime files or directories.

IMPACT:

Services SIZSRVRU and SIZSRV2U would fail to start on the Primary and

Secondary LPARs, respectively.

CIRCUMVENTION:

None

Related Problem:

SECINS 2

Copyright (C) 2020 CA. All rights reserved. R00029-SIN010-SP1

DESC(CA SECURITY INSIGHTS INSTALLATION AND CONFIGURATION UPDATES).

++VER (Z038)

FMID (CFIN100)

PRE ( SO15201 )

SUP ( ST15121 ST15202 )

BINARY

LINK('../config/si_app.yml')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

LINK('../lib/si_configurator.jar')

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(SIZMKDIR,PRE) .

TEXT

LINK('../util/si_app.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_chown.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_dcd.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_discovery-service.sh')

PARM(PATHMODE(0,7,7,5)) .
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TEXT

LINK('../util/si_dep01.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_dep11.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_gateway-service.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_insights.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_insights2.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_orc.sh')

PARM(PATHMODE(0,7,7,5)) .

TEXT

LINK('../util/si_saf.sh')

PARM(PATHMODE(0,7,7,5)) .
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SO16125 SO16125   M.C.S. ENTRIES  = ++PTF (SO16125)

CA SECURITY INSIGHTS SUPPORT FOR RACF AND OTHER ENHANCEMENTS

ENHANCEMENT DESCRIPTION:

- Support for IBM RACF in the APF Access Report.

- Support for CA Data Content Discovery Multi-Controller Configuration.

- New Sample APF Access Reports.

- Improved Caching of Reports.

- Improved Message Filtering.

PRODUCT(S) AFFECTED:

CA MAINFRAME SECURITY INSIGHTS 1.0

Related Problem:

SECINS 6

Copyright (C) 2021 CA. All rights reserved. R00030-SIN010-SP1

DESC(CA SECURITY INSIGHTS SUPPORT FOR RACF AND OTHER ENHANCEMENTS).

++VER (Z038)

FMID (CFIN100)

PRE ( SO15202 )

SUP ( ST15035 ST16125 )

++HOLD (SO16125) SYSTEM FMID(CFIN100)

REASON (ACTION )   DATE (21040)

COMMENT (

+----------------------------------------------------------------------+

|     CA Mainframe Security Insights Platform         Version 1.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Describes steps required to fully implement this fix      |

|          |                                                           |

+----------+-----------------------------------------------------------+

|USERS     | All CA Mainframe Security Insights Platform users         |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | ISPF Edit and job submission experience                   |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | Access to CA Mainframe Security Insights Platform target  |

|REQUIRED  | and runtime libraries                                     |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

NOTE: IF THIS PTF IS BEING INSTALLED AS PART OF A NEW INSTALL, PLEASE

IGNORE THIS HOLDDATA AND VIEW THE ONLINE INSTALL DOCUMENTATION.

Review the online documentation for deploying maintenance to the

runtime environment.

1. Stop the SIZSRVRU started task.

2. To incorporate new IBM DB2 elements, have the DB2 DBA review

the DDL in SIZUDB21 in the CFINOPTN runtime library,

and run job SIZUDB21 in the CFINJCL runtime library.

3. To run runstats against the CA Mainframe Security
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Insights Platform tablespaces, run job SIZDB2RS in the CFINJCL

runtime library.

4. Start the SIZSRVRU started task.

).
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Product Family Product Release

UNKNOWN CA SECURITY INSIGHT 01.00.00

The CA RS 2208 Product/Component Count for this release is 1
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CA RS
Level Service FMID

CAR2208 SO16125 CFIN100

SO15202 CFIN100

SO15201 CFIN100

LU06424 CFIN100

LU05479 CFIN100

LU05182 CFIN100

LU03001 CFIN100

LU02508 CFIN100

LU00579 CFIN100
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