
Workload Automation ESP Edition 12.0 1
CA RS 2206 Service List

Service Description Type

LU05386 MAKE CONTROLGETSPOOLFILE SHORTER TO BE CGSF PTF

LU05499 ESP7367W AFTER LAPX COMMAND PTF

LU05956 BROADCOM ADDED TO ESP ISPF PANELS PTF

The CA RS 2206 service count for this release is 3



Workload Automation ESP Edition 2
CA RS 2206 Service List for CD7YC00

FMID Service Description Type

CD7YC00 LU05386 MAKE CONTROLGETSPOOLFILE SHORTER TO BE CGSF PTF

LU05499 ESP7367W AFTER LAPX COMMAND PTF

LU05956 BROADCOM ADDED TO ESP ISPF PANELS PTF

The CA RS 2206 service count for this FMID is 3
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CA RS 2206 - PTF LU05386 Details

Service Details

LU05386 LU05386   M.C.S. ENTRIES  = ++PTF (LU05386)

MAKE CONTROLGETSPOOLFILE SHORTER TO BE CGSF

ENHANCEMENT DESCRIPTION:

The SAF FACILITY profile name is limited to 39 characters. ESP uses

'ESP.AGENTMSG.CONTROLGETSPOOLFILE.agent_name' security profile to

protect retrieving the spool file function (WSF command). The

'ESP.AGENTMSG.CONTROLGETSPOOLFILE.' part takes from 33 to 41 characters.

For the AGENT_NAME only 3-6 characters remain. This prevents users to

implement granular security to control the access to the retrieving spool

file(s) from the agent.

This enhancement reduces the ControlGetSpoolFile to CGSF abbreviation.

The logic is the following:

If USERMOD 199 is active and this is a WSF request, then use the new

discrete 'ESP.AGENTMSG.CGSF.agent_name' or any generic security profile

that is in effect for the particular request. If no READ access is granted,

then the WSF request fails. If READ access is granted, then the WSF request

is allowed. No further check for the old profile name is performed.

PRODUCT(S) AFFECTED:

ESP WORKLOAD AUTOMATION                                      Version 12.0

Related Problem:

ESPWA 16264

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved

R00276-D7Y120

DESC(MAKE CONTROLGETSPOOLFILE SHORTER TO BE CGSF).

++VER (Z038)

FMID (CD7YC00)

PRE ( LU04550 LU05302 SO06339 SO10257 SO12402 )

SUP ( LT00370 LT04820 LT04837 LT05386 )

++HOLD (LU05386) SYSTEM FMID(CD7YC00)

REASON (DOC    )   DATE (22130)

COMMENT (

+----------------------------------------------------------------------+

|     ESP WORKLOAD AUTOMATION                         Version 12.0     |

+----------------------------------------------------------------------+

***************************

*       PUBLICATION       *

***************************

This enhancement introduces a new USERMOD 199. The USERMOD 199 affects

how the WSF command retrieves a distributed spool file by allowing

customers to use an abbreviated version of their security profile.

* When the USERMOD 199 is active and the WSF command is invoked, ESP

checks the new abbreviated ESP security profile

prefix.AGENTMSG.CGSF.agentname instead of the old profile

prefix.AGENTMSG.CONTROLGETSPOOLFILE.agentname.

* When the USERMOD 199 is inactive and the WSF command is invoked, ESP

checks the original full-length ESP security profile

prefix.AGENTMSG.CONTROLGETSPOOLFILE.agentname. In this case, the new

profile is not checked.

Note:

* Before enabling the USERMOD 199, old profiles must be converted to

use the abbreviated profile name, or new profiles must be defined in

ESM to protect the WSF command.
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CA RS 2206 - PTF LU05386 Details

Service Details

* After creating new profiles, we recommend deleting the associated old

profiles.

* To avoid security breaches, the enabling and disabling of USERMOD 199

must be restricted to a limited number of personnel in order to

minimize accidental changes to the WSF command authorization.

* If USERMOD 199 is active, it only impacts the WSF function of ESP.

All other profiles of the kind prefix.AGENTMSG.verbsubverb remain

unchanged.

).
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CA RS 2206 - PTF LU05499 Details

Service Details

LU05499 LU05499   M.C.S. ENTRIES  = ++PTF (LU05499)

ESP7367W AFTER LAPX COMMAND

PROBLEM DESCRIPTION:

If the LAPX command is issued before ESP has finished

initialization of the job map, then the ESP7367W message

together with accompanying SVC dump can be produced.

After the fix is applied, the LAPX command will fail

with ESP7618E instead where the reason of the failure

is properly specified.

SYMPTOMS:

The LAPX command has been issued at ESP startup.

ESP prints ESP7367W message and produces SVC dump.

IMPACT:

The LAPX command fails.

CIRCUMVENTION:

Don't issue LAPX command at ESP startup.

PRODUCT(S) AFFECTED:

ESP WORKLOAD AUTOMATION                                      Version 12.0

Related Problem:

ESPWA 14791

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved

R00280-D7Y120

DESC(ESP7367W AFTER LAPX COMMAND).

++VER (Z038)

FMID (CD7YC00)

PRE ( LU02226 LU04550 LU05302 SO06339 SO09670 SO10257 SO12402 )

SUP ( LT00370 LT02755 LT04820 LT04837 LT05386 LT05499 LU05386 )
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CA RS 2206 - PTF LU05956 Details

Service Details

LU05956 LU05956   M.C.S. ENTRIES  = ++PTF (LU05956)

BROADCOM ADDED TO ESP ISPF PANELS

PROBLEM DESCRIPTION:

Copyright (c) 2021 Broadcom added to ESP ISPF panels.

SYMPTOMS:

IMPACT:

CIRCUMVENTION:

PRODUCT(S) AFFECTED:

ESP WORKLOAD AUTOMATION                                      Release 11.4

ESP WORKLOAD AUTOMATION                                      Version 12.0

Related Problem:

ESPWA 13110

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved

R00292-D7Y120

DESC(BROADCOM ADDED TO ESP ISPF PANELS).

++VER (Z038)

FMID (CD7YC00)

PRE ( LU04550 )

SUP ( LT05956 )

MCS          LU05386            STARTS ON PAGE 0002

MCS          LU05499            STARTS ON PAGE 0003

MCS          LU05956            STARTS ON PAGE 0004
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CA RS 2206 Product/Component Listing

Product Family Product Release

Scheduling CA ESP ENCORE 12.00.00

CA ESP HIGH AVAILABILITY 12.00.00

CA ESP INTELLIGENT EXPERIENCE 12.00.00

CA ESP REPORT SERVER 12.00.00

CA ESP RESTFUL WEB SERVICES 12.00.00

CA ESP SERVICE GOVERNOR 12.00.00

CA WORKLOAD AUTOMATION ESP EDITION 12.00.00

The CA RS 2206 Product/Component Count for this release is 7
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All CA RS Levels Service List

CA RS
Level Service FMID

CAR2206 LU05956 CD7YC00

LU05499 CD7YC00

LU05386 CD7YC00

CAR2205 LU05486 CD7YC00

LU05383 CRSTC00

LU05371 CFIFC00

LU05302 CD7YC00

LU02801 CD7YC00

CAR2204 LU05319 CFIFC00

LU04943 CEACC00

LU04520 CD7YC00

LU04335 CD7YC00

LU02551 CD7YC00

CAR2203 LU04638 CRSTC00

LU04556 CRSTC00

LU04555 CFIFC00

LU04554 CEACC00

LU04553 CD71C00

LU04552 CD70C00

LU04551 CD7ZC00

LU04550 CD7YC00

LU03812 CD7YC00

LU03257 CD7YC00

LU01769 CD7YC00

CAR2202 LU04268 CD7YC00

LU04235 CD7YC00

LU04181 CD7YC00

LU04096 CD7YC00

LU02885 CD7YC00

CAR2201 LU03683 CD7YC00

CAR2112 LU03369 CD7YC00

CAR2111 LU03059 CD7YC00

LU02986 CRSTC00

LU02984 CD7YC00

LU02218 CD7YC00

LU02057 CD7YC00

LU01871 CD7YC00

CAR2110 LU02643 CD7YC00

LU02234 CD7YC00

LU02226 CD7YC00

CAR2107 LU01702 CD7YC00

LU01675 CD7YC00

LU01506 CD7YC00

LU01133 CD7YC00

CAR2106 SO13274 CD7YC00

LU01016 CD7YC00

CAR2105 LU00942 CEACC00



Workload Automation ESP Edition 12.0 9
All CA RS Levels Service List

CA RS
Level Service FMID

CAR2104 SO16227 CD7YC00

SO16225 CD7YC00

SO15267 CD7YC00

LU00656 CD7YC00

LU00416 CD7YC00

CAR2103 SO16157 CD7YC00

SO16000 CD7YC00

SO15431 CD7YC00

SO15429 CD7YC00

CAR2102 SO14713 CD7YC00

CAR2101 SO12981 CD7YC00

CAR2012 SO15391 CD7YC00

CAR2011 SO14850 CD7YC00

CAR2010 SO14790 CD7YC00

SO14315 CD7YC00

SO13620 CD7YC00

SO12554 CD7YC00

CAR2009 SO14071 CD7YC00

CAR2008 SO13138 CD7YC00

SO11136 CD7YC00

CAR2007 SO13418 CD7YC00

SO13403 CD7YC00

SO10159 CD7YC00

CAR2006 SO13387 CD71C00

SO13386 CD70C00

SO13385 CD7ZC00

SO13384 CD7YC00

SO12890 CD7YC00

SO12240 CD7YC00

CAR2005 SO12402 CD7YC00

CAR2004 SO12378 CFIFC00

SO12377 CD7YC00

SO12251 CRSTC00

SO12250 CD7YC00

CAR2002 SO09904 CEACC00

CAR2001 SO11267 CD7YC00

SO11050 CD7YC00

SO10682 CD7YC00

CAR1912 SO10472 CD7YC00

SO10257 CD7YC00

SO09594 CD7YC00

CAR1910 SO09670 CD7YC00

SO09245 CD7YC00

SO09014 CD7YC00

CAR1909 SO09015 CD7YC00

SO08834 CEACC00

SO08713 CD7YC00
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All CA RS Levels Service List

CA RS
Level Service FMID

CAR1906 SO08106 CD7YC00

SO07895 CD7YC00

SO06341 CD7YC00

CAR1904 SO07473 CD7YC00

CAR1903 SO07325 CD7YC00

SO07178 CD7YC00

SO06343 CD7YC00

SO06339 CD7YC00

SO06338 CD7YC00

SO06297 CD7YC00

SO06180 CD7YC00

SO05922 CD7YC00

SO05358 CD7YC00

CAR1902 SO07102 CRSTC00

SO07101 CD7YC00

CAR1901 SO06342 CD7YC00

CAR1812 SO06322 CD7YC00

SO06305 CD7YC00

SO06146 CD7YC00

SO05895 CD7YC00

SO05800 CD7YC00

SO05654 CD7YC00

SO05357 CD7YC00

SO05356 CD7YC00
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