Workload Automation CA 7 Edtion 12.1
CA RS 2206 Service List

LU05686 NEW REST API 12.1.04 AUTHORIZTION RESOURCE PTF
LU05793 SO0C7 FROM JOB PROCESSING ACTIVITY REPORT PTF
LU05922 REST API TCP/IP CONNECTION TO CA 7 HANG PTF

The CA RS 2206 service count for this release is 3



Workload Automation CA 7 Edtion
CA RS 2206 Service List for CAL2C10

PT

NEW REST API 12.1.04 AUTHORIZTION RESOURCE

CAL2C10 LU05686
LU05793 SO0C7 FROM JOB PROCESSING ACTIVITY REPORT PTF
LU05922 REST API TCP/IP CONNECTION TO CA 7 HANG PTF

The CA RS 2206 service count for this FMID is 3
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CA RS 2206 - PTF LU0O5686 Details

Service Details
LU05686 |LU05686 M.C.S. ENTRIES = ++PTF (LU05686)

NEW REST API 12.1.04 AUTHORIZTION RESOURCE

PROBLEM DESCRIPTION:

New REST API 12.1.04 authorization resource L2APIRCR has been
added to the REST API authorization checking module (SASSRRSC)

for the new REST API Virtual Resource Management (RM.7) endpoint.
SYMPTOMS :

Failure to define the external security resource needed for the
new endpoint can result in a security failure when attempting

to use the new endpoint.

IMPACT:

Client cannot use the new REST API Virtual Resource

Management (RM.7) endpoint.

CIRCUMVENTION:

None.

PRODUCT (S) AFFECTED:

CA 7 Release 12.1
Related Problem:

7 16594

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved
R00225-AL2121

DESC (NEW REST API 12.1.04 AUTHORIZTION RESOURCE) .
++VER (Z038)

FMID (CAL2C10)

PRE ( LUOO0693 LU0O4615 LU04680 )

SUP ( LT05686 )

++HOLD (LUO05686) SYSTEM FMID (CAL2C10)

REASON (ACTION ) DATE (22131)

COMMENT (

o +
| CA 7 Release 12.1 |
ittt e +
| SEQUENCE | Before Apply |
ittt e +
| PURPOSE | Authorize REST API users for new L2APIRCR resource |
ittt e +
| USERS | CA 7 REST API users

|AFFECTED | |
ittt e +

| KNOWLEDGE | SMP/E and security administrator

|REQUIRED | |
Fmmm————— o +
| ACCESS | SMP/E and security administrator

|REQUIRED | |
Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxkx

* STEPS TO PERFORM *

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxkx

Sites currently running CA 7 REST API release 12.1.03 should have
applied PTF LU04680 and performed the described HOLD ACTION in that
PTF.

With CA 7 REST API 12.1.04, a new external security resource has
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Service Details

been added to the resource checking module (SASSRRSC). This

new resource is L2APIRCR. This resource is required for the new
Virtual Resource Management resource count resource endpoint
(RM.7 in native CA 7).

Additional instructions for defining the resource rules can

be found in the CA 7 12.1 documentation under 'Securing the CA 7
REST API'.

Sites NOT planning on using the CA 7 REST API services will still
need to apply the PTF. They can bypass defining the security
rules needed to secure these services.

) -
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Service
LU05793

Details
LU05793 M.C.S. ENTRIES = ++PTF (LU05793)

SOC7 FROM JOB PROCESSING ACTIVITY REPORT

PROBLEM DESCRIPTION:

Getting a SOC7 dump when running the Job Processing Activity Report
(HRO6) due to a bad date in the SMF record.

SYMPTOMS :

Report generation terminates abnormally with a SOC7 dump.

IMPACT:

Report generation does not complete.

CIRCUMVENTION:

None

PRODUCT (S) AFFECTED:

CA 7 Release 12.1
Related Problem:

7 17019

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved
R00226-AL2121

DESC (SOC7 FROM JOB PROCESSING ACTIVITY REPORT) .
++VER (Z038)

FMID (CAL2C10)

PRE ( LU04615 )

SUP ( LT05793 S012610 ST12610 )
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Service
LU05922

Details
LU05922 M.C.S. ENTRIES = ++PTF (LU05922)

REST API TCP/IP CONNECTION TO CA 7 HANG

PROBLEM DESCRIPTION:

1) An API endpoint hangs and does not return a response or timeout.
This is a timing related problem and does not occur regularly or
with any specific endpoints.

2) An API endpoint receives status 401 Unauthorized when the
requested is authorized for the endpoing.

SYMPTOMS :

1) API endpoint does not return a response.

2) API endpoint does not execute due to erroneous authorization
failure.

IMPACT:

1) The CCI terminal associated with the REST API connection will
become unusable.

2) The endpoint does not execute.

CIRCUMVENTION:

1) None.

2) Re-exeucte the endpoint.

PRODUCT (S) AFFECTED:

CA 7 Release 12.1
Related Problem:

7 17076

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved
R00228-AL2121

DESC (REST API TCP/IP CONNECTION TO CA 7 HANG) .
++VER (Z038)

FMID (CAL2C10)

PRE ( LU04509 LU04615 LU04680 S010577 S013645 )

SUP ( LT05820 LT05922 )

MCS LU05686 STARTS ON PAGE 0002
MCS LU05793 STARTS ON PAGE 0003
MCS LU05922 STARTS ON PAGE 0004
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CA RS 2206 Product/Component Listing

Scheduling CA WA CA 7 EDITION 12.01.00

Systems Management CA GENERAL TRANSACTION SERVER 12.00.00

The CA RS 2206 Product/Component Count for this release is 2
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CARS
Level | Service | FMID

CAR2206 LU05922 CAL2C10
LUO05793 CAL2C10
LUO05686 CAL2C10

CAR2204 LU05023 CAL2C10
LU04862 CAL2C10
LU04682 CAL2C10
LU04680 CAL2C10

CAR2203 LU0O4615 CAL2C10
LU04509 CAL2C10
LU04442 CAL2C10
LU04387 CAL2C10

CAR2202 LU04350 CAL2C10
LU04276 CAL2C10

CAR2201 LU03867 CAL2C10
LU03621 CAL2C10
LU03609 CAL2C10
LU03544 CAL2C10
LUO2676 CD51C00

CAR2112 LU03541 CAL2C10
LU03299 CAL2C10

CAR2111 LU03294 CAL2C10
LU02975 CAL2C10
LU02935 CAL2C10
LU02774 CAL2C10
LU02756 CAL2C10

CAR2110 LU02718 CAL2C10
LU02707 CAL2C10
LU02663 CAL2C10

CAR2109 LU02519 CAL2C10
LU02477 CAL2C10
LU02399 CAL2C10
LU02223 CAL2C10
LU02091 CAL2C10

CAR2108 LU02089 CAL2C10
LU01974 CAL2C10

CAR2107 LU01748 CAL2C10
LU01712 CAL2C10
LU01604 CAL2C10
LUO01546 CAL2C10
LUO01512 CAL2C10

CAR2106 LU01361 CAL2C10
LU01317 CAL2C10
LU01221 CAL2C10

CAR2105 LU00947 CAL2C10
LU00918 CAL2C10
LU00871 CAL2C10
LU00785 CAL2C10
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CARS
Level | Service | FMID

LU00784 CAL2C10
LU00730 CAL2C10
LU00694 CAL2C10
LU00693 CAL2C10
LU00550 CAL2C10
CAR2104 LU00663 CAL2C10
LU00650 CAL2C10
LU00636 CAL2C10
CAR2102 S016159 CAL2C10
S016079 CAL2C10
S016047 CAL2C10
CAR2101 S016020 CAL2C10
S015802 CAL2C10
CAR2012 S015608 CAL2C10
S015443 CAL2C10
S015221 CAL2C10
CAR2011 S015398 CAL2C10
S015328 CAL2C10
S015299 CAL2C10
S015260 CAL2C10
S015185 CAL2C10
S015040 CAL2C10
CAR2010 S014819 CAL2C10
S014781 CAL2C10
S014777 CAL2C10
S014760 CAL2C10
S014719 CAL2C10
S014670 CAL2C10
S014626 CAL2C10
CAR2009 S014343 CAL2C10
S014328 CAL2C10
S013964 CAL2C10
CAR2008 S014047 CAL2C10
S013883 CAL2C10
S013874 CAL2C10
S013848 CAL2C10
S013830 CAL2C10
S013819 CAL2C10
S013601 CD51CO00
CAR2007 S013645 CAL2C10
S013603 CAL2C10
S013411 CAL2C10
CAR2006 S013185 CAL2C10
S012954 CAL2C10
S012719 CAL2C10
CAR2005 S012633 CD51C00
S012610 CAL2C10
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CARS
Level | Service | FMID

CAR2004 S012496 CAL2C10
5012322 CAL2C10
CAR2003 S012119 CAL2C10
S012057 CAL2C10
5011814 CAL2C10
CAR2002 S011533 CAL2C10
S011506 CAL2C10
S011398 CAL2C10
S011293 CAL2C10
CAR2001 S011207 CAL2C10
S010865 CAL2C10
CAR1912 S010831 CAL2C10
S010725 CAL2C10
S010636 CAL2C10
S010513 CAL2C10
CAR1911 S010577 CAL2C10
S010449 CAL2C10
S010363 CAL2C10
S010352 CAL2C10
CAR1910 S010242 CAL2C10
S010179 CAL2C10
S010148 CAL2C10
S010012 CAL2C10
S010010 CAL2C10
S009931 CAL2C10
S009918 CAL2C10
S009914 CAL2C10
CAR1909 S009660 CAL2C10
S009540 CAL2C10
S009440 CAL2C10
S009397 CAL2C10
S009139 CAL2C10
S009030 CAL2C10
CAR1908 S009249 CAL2C10
S009167 CAL2C10
S009141 CAL2C10
S009124 CAL2C10
CAR1907 S008992 CAL2C10
5008777 CAL2C10
S008768 CAL2C10
S008547 CAL2C10
5008417 CAL2C10
S008412 CAL2C10
S008370 CAL2C10
S008345 CAL2C10
CAR1906 S008536 CAL2C10
S008410 CAL2C10
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CA RS
Level Service | FMID

5008387 CAL2C10
S008344 CAL2C10
S008337 CAL2C10
S008335 CAL2C10
S008315 CAL2C10
S007921 CAL2C10
CAR1811 RO088556 CD51C00
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