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CA RS 2204 Service List

Service Description Type

LU04680 CA 7 REST API AUTHORIZATION SERVICES PTF

LU04682 JOB SUBMISSION STOPS AFTER DATACOM FAILURE (SUBSEL=ENH ONLY) PTF

LU04862 CA7 UNEXPECTED DATACOM RETURN CODE, RC=10(39) TBL=VRA PTF

LU05023 ADD MISSING MACRO REQUIRED FOR ASSEMBLY OF SASSCALB PTF

The CA RS 2204 service count for this release is 4
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CA RS 2204 Service List for CAL2C10

FMID Service Description Type

CAL2C10 LU04680 CA 7 REST API AUTHORIZATION SERVICES PTF

LU04682 JOB SUBMISSION STOPS AFTER DATACOM FAILURE (SUBSEL=ENH ONLY) PTF

LU04862 CA7 UNEXPECTED DATACOM RETURN CODE, RC=10(39) TBL=VRA PTF

LU05023 ADD MISSING MACRO REQUIRED FOR ASSEMBLY OF SASSCALB PTF

The CA RS 2204 service count for this FMID is 4
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CA RS 2204 - PTF LU04680 Details

Service Details

LU04680 LU04680   M.C.S. ENTRIES  = ++PTF (LU04680)

CA 7 REST API AUTHORIZATION SERVICES

ENHANCEMENT DESCRIPTION:

This enhancement will allow mainframe security administrators to

control access to CA 7 REST API query services using external

security (ACF2, RACF, Top Secret) rules similar to what

is used by CA 7 itself.

In addition, the /DISPLAY,T= command has been updated to provide

more granularity. The TYPE column will now display TCPIP for

terminals accessing CA 7 using the TCPIP terminal interface

and REST for CA 7 REST API service access.

Sites currently running Release 12.1.02 of the CA 7 REST API must

implement Release 12.1.03 of the CA 7 REST API at the time they

install this PTF.  Sites need to perform the HOLD ACTION instructions

in this PTF before implementing Release 12.1.03 of the CA 7 REST API.

Failure to do so will impact the CA 7 REST API query services

used for Administration and also those used by the CA 7 Datacom

Server.

Sites will need to APPLY this PTF even if not using, or planning

on using, the CA 7 REST API since existing CA 7 modules required

changes to support the new features.  The HOLD ACTION can be

bypassed.

PRODUCT(S) AFFECTED:

CA 7                                                         Release 12.1

Related Problem:

7      15697

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved

R00220-AL2121

DESC(CA 7 REST API AUTHORIZATION SERVICES).

++VER (Z038)

FMID (CAL2C10)

PRE ( LU00650 LU00693 LU02519 LU04509 LU04615 SO10577

SO13645  )

SUP ( LT00918 LT04680 LU00918 )

++HOLD (LU04680) SYSTEM FMID(CAL2C10)

REASON (ACTION )   DATE (22055)

COMMENT (

+----------------------------------------------------------------------+

|     CA 7                                            Release 12.1     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | Before Apply                                              |

+----------+-----------------------------------------------------------+

|PURPOSE   | CA 7 REST API AUTHORIZATION SERVICES                      |

+----------+-----------------------------------------------------------+

|USERS     | CA 7 REST API users                                       |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | SMP/E and security administrator                          |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | SMP/E and security administrator                          |

|REQUIRED  |                                                           |
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CA RS 2204 - PTF LU04680 Details

Service Details

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

Sites using the CA 7 REST API 12.1.02 release must update to

the 12.1.03 release concurrently with applying this PTF.

Sites using, or planning to use, the CA 7 REST API 12.1.03 query

services must secure the services using their external

security product.  This requires setting up resource rules

for each user of the CA 7 REST API query services.

Instructions for defining the rules can be found in the

CA 7 12.1 documentation under 'Securing the CA 7 REST API'.

This section also describes where sample rules can be found

for each security product (ACF2, RACF, and Top Secret).

Sites NOT planning on using the CA 7 REST API services will still

need to apply the PTF.  They can bypass defining the security

rules needed to secure these services.

).

++HOLD (LU04680) SYSTEM FMID(CAL2C10)

REASON (DOC    )   DATE (22055)

COMMENT (

+----------------------------------------------------------------------+

|     CA 7                                            Release 12.1     |

+----------------------------------------------------------------------+

***************************

*       PUBLICATION       *

***************************

A new section, entitled 'Securing the CA 7 REST API', has been added

to the CA Workload Automation CA 7 Edition 12.1 documentation at

techdocs.broadcom.com.  It describes the default resource rules

that must be implemented to secure the CA 7 REST API services and

also how these defaults can be changed.

).
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CA RS 2204 - PTF LU04682 Details

Service Details

LU04682 LU04682   M.C.S. ENTRIES  = ++PTF (LU04682)

JOB SUBMISSION STOPS AFTER DATACOM FAILURE (SUBSEL=ENH ONLY)

PROBLEM DESCRIPTION:

After a Datacom failure in the CA7ONL address space, one of

the following situations may potentially occur. Both situations

are timing dependent and may not occur even if Datacom fails.

The Datacom failure is likely related to a cancel of the

Datacom MUF.

1) If using the SUBSEL=ENH option on the OPTIONS statement of the

INIT deck, job submission may stop.

2) If not using the SUBSEL=ENH option, a job may be in a different

state in the queues after a CA 7 restart than it was before the

restart.

SYMPTOMS:

Prior to one of the two scenarios described above, the following

message will be displayed in the CA 7 JES log:

CAL2D137E L2DBTASK abnormally terminated

After the message, a dump with title of 'CAMASTER . . . DBPCCPR'

or 'CA 7 L2DBTASK ABEND' will likely be generated.

IMPACT:

1) If using the SUBSEL=ENH option, job submission stops. Contact

CA 7 support for assistance in correcting the database so that

submission will restart.

2) If not using the SUBSEL=ENH option, use CA 7 commands to take

appropriate action against the job that is found to be in the

incorrect state.

CIRCUMVENTION:

Do not cancel the Datacom MUF while CA 7 is up. It is best practice

to shut CA 7 down before issuing EOJ to the MUF.

PRODUCT(S) AFFECTED:

CA 7                                                         Release 12.1

Related Problem:

7      15780

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved

R00221-AL2121

DESC(JOB SUBMISSION STOPS AFTER DATACOM FAILURE (SUBSEL=ENH ONLY)).

++VER (Z038)

FMID (CAL2C10)

PRE ( LU04615 SO14626 )

SUP ( HC10014 LT04682 SO09660 SO13603 ST09660 ST13603 )
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CA RS 2204 - PTF LU04862 Details

Service Details

LU04862 LU04862   M.C.S. ENTRIES  = ++PTF (LU04862)

CA7 UNEXPECTED DATACOM RETURN CODE, RC=10(39) TBL=VRA

PROBLEM DESCRIPTION:

When executing PRSCF command to free a resource, the timing of

it may cause CA 7 to get 'Unexpected datacom return code' error

with dump.

SYMPTOMS:

The following messages appear in CA 7 log

DUMP TITLE=CA 7 Unexpected Datacom Return Code

L2PDR01E DBTSK002 SCTNAME=xxxxxxxx

CMD=ADDIT RC=10(039)  TBL=VRA KEYN=VRAK1

CA-7.XRAC-03 DCOM RECD ERROR R15 = 20  FDBK = 10   039 FUNC = PN

IMPACT:

PRSCF command fails, but no real impact to CA 7.

CIRCUMVENTION:

None

PRODUCT(S) AFFECTED:

CA 7                                                         Release 12.1

Related Problem:

7      16075

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved

R00222-AL2121

DESC(CA7 UNEXPECTED DATACOM RETURN CODE, RC=10(39) TBL=VRA).

++VER (Z038)

FMID (CAL2C10)

PRE ( LU04615 )

SUP ( LT03544 LT04862 LU03544 QC10014 )
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CA RS 2204 - PTF LU05023 Details

Service Details

LU05023 LU05023   M.C.S. ENTRIES  = ++PTF (LU05023)

ADD MISSING MACRO REQUIRED FOR ASSEMBLY OF SASSCALB

PROBLEM DESCRIPTION:

When running SMP apply you will get the following error.

ASMA057E Undefined operation code - CALBL/FMTBLK

SYMPTOMS:

A RC=8 is received when the SMP apply step is executed.

IMPACT:

Prevent the assembly of CALBLK statements in SASSCALB module.

CIRCUMVENTION:

None.

PRODUCT(S) AFFECTED:

CA 7                                                         Release 12.1

Related Problem:

7      16425

(C) 2022 Broadcom Inc and/or its subsidiaries; All rights reserved

R00223-AL2121

DESC(ADD MISSING MACRO REQUIRED FOR ASSEMBLY OF SASSCALB).

++VER (Z038)

FMID (CAL2C10)

PRE ( LU04615 )

SUP ( LT05023 )

MCS          LU04680            STARTS ON PAGE 0002

MCS          LU04682            STARTS ON PAGE 0004

MCS          LU04862            STARTS ON PAGE 0006

MCS          LU05023            STARTS ON PAGE 0006
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CA RS 2204 Product/Component Listing

Product Family Product Release

Scheduling CA WA CA 7 EDITION 12.01.00

Systems Management CA GENERAL TRANSACTION SERVER 12.00.00

The CA RS 2204 Product/Component Count for this release is 2
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All CA RS Levels Service List

CA RS
Level Service FMID

CAR2204 LU05023 CAL2C10

LU04862 CAL2C10

LU04682 CAL2C10

LU04680 CAL2C10

CAR2203 LU04615 CAL2C10

LU04509 CAL2C10

LU04442 CAL2C10

LU04387 CAL2C10

CAR2202 LU04350 CAL2C10

LU04276 CAL2C10

CAR2201 LU03867 CAL2C10

LU03621 CAL2C10

LU03609 CAL2C10

LU03544 CAL2C10

LU02676 CD51C00

CAR2112 LU03541 CAL2C10

LU03299 CAL2C10

CAR2111 LU03294 CAL2C10

LU02975 CAL2C10

LU02935 CAL2C10

LU02774 CAL2C10

LU02756 CAL2C10

CAR2110 LU02718 CAL2C10

LU02707 CAL2C10

LU02663 CAL2C10

CAR2109 LU02519 CAL2C10

LU02477 CAL2C10

LU02399 CAL2C10

LU02223 CAL2C10

LU02091 CAL2C10

CAR2108 LU02089 CAL2C10

LU01974 CAL2C10

CAR2107 LU01748 CAL2C10

LU01712 CAL2C10

LU01604 CAL2C10

LU01546 CAL2C10

LU01512 CAL2C10

CAR2106 LU01361 CAL2C10

LU01317 CAL2C10

LU01221 CAL2C10

CAR2105 LU00947 CAL2C10

LU00918 CAL2C10

LU00871 CAL2C10

LU00785 CAL2C10

LU00784 CAL2C10

LU00730 CAL2C10

LU00694 CAL2C10
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All CA RS Levels Service List

CA RS
Level Service FMID

LU00693 CAL2C10

LU00550 CAL2C10

CAR2104 LU00663 CAL2C10

LU00650 CAL2C10

LU00636 CAL2C10

CAR2102 SO16159 CAL2C10

SO16079 CAL2C10

SO16047 CAL2C10

CAR2101 SO16020 CAL2C10

SO15802 CAL2C10

CAR2012 SO15608 CAL2C10

SO15443 CAL2C10

SO15221 CAL2C10

CAR2011 SO15398 CAL2C10

SO15328 CAL2C10

SO15299 CAL2C10

SO15260 CAL2C10

SO15185 CAL2C10

SO15040 CAL2C10

CAR2010 SO14819 CAL2C10

SO14781 CAL2C10

SO14777 CAL2C10

SO14760 CAL2C10

SO14719 CAL2C10

SO14670 CAL2C10

SO14626 CAL2C10

CAR2009 SO14343 CAL2C10

SO14328 CAL2C10

SO13964 CAL2C10

CAR2008 SO14047 CAL2C10

SO13883 CAL2C10

SO13874 CAL2C10

SO13848 CAL2C10

SO13830 CAL2C10

SO13819 CAL2C10

SO13601 CD51C00

CAR2007 SO13645 CAL2C10

SO13603 CAL2C10

SO13411 CAL2C10

CAR2006 SO13185 CAL2C10

SO12954 CAL2C10

SO12719 CAL2C10

CAR2005 SO12633 CD51C00

SO12610 CAL2C10

CAR2004 SO12496 CAL2C10

SO12322 CAL2C10

CAR2003 SO12119 CAL2C10
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All CA RS Levels Service List

CA RS
Level Service FMID

SO12057 CAL2C10

SO11814 CAL2C10

CAR2002 SO11533 CAL2C10

SO11506 CAL2C10

SO11398 CAL2C10

SO11293 CAL2C10

CAR2001 SO11207 CAL2C10

SO10865 CAL2C10

CAR1912 SO10831 CAL2C10

SO10725 CAL2C10

SO10636 CAL2C10

SO10513 CAL2C10

CAR1911 SO10577 CAL2C10

SO10449 CAL2C10

SO10363 CAL2C10

SO10352 CAL2C10

CAR1910 SO10242 CAL2C10

SO10179 CAL2C10

SO10148 CAL2C10

SO10012 CAL2C10

SO10010 CAL2C10

SO09931 CAL2C10

SO09918 CAL2C10

SO09914 CAL2C10

CAR1909 SO09660 CAL2C10

SO09540 CAL2C10

SO09440 CAL2C10

SO09397 CAL2C10

SO09139 CAL2C10

SO09030 CAL2C10

CAR1908 SO09249 CAL2C10

SO09167 CAL2C10

SO09141 CAL2C10

SO09124 CAL2C10

CAR1907 SO08992 CAL2C10

SO08777 CAL2C10

SO08768 CAL2C10

SO08547 CAL2C10

SO08417 CAL2C10

SO08412 CAL2C10

SO08370 CAL2C10

SO08345 CAL2C10

CAR1906 SO08536 CAL2C10

SO08410 CAL2C10

SO08387 CAL2C10

SO08344 CAL2C10

SO08337 CAL2C10
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All CA RS Levels Service List

CA RS
Level Service FMID

SO08335 CAL2C10

SO08315 CAL2C10

SO07921 CAL2C10

CAR1811 RO88556 CD51C00
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