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CA RS 2201 Service List

Service Description Type

LU03949 SECURITY OR INTEGRITY PROBLEM PTF

The CA RS 2201 service count for this release is 1
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CA RS 2201 Service List for CD7NF01

FMID Service Description Type

CD7NF01 LU03949 SECURITY OR INTEGRITY PROBLEM PTF

The CA RS 2201 service count for this FMID is 1
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CA RS 2201 - PTF LU03949 Details

Service Details

LU03949 LU03949   M.C.S. ENTRIES  = ++PTF (LU03949)

SECURITY OR INTEGRITY PROBLEM

PROBLEM DESCRIPTION:

Security or Integrity Problem.

For more details access Security Advisories using the following URL:

support.broadcom.com/security-advisory/security-advisories-list.html

Broadcom recommends that you subscribe to notifications for Security

Advisories for the associated products that you support in your

organization.  Please use the following URL to register for proactive

notifications: https://support.broadcom.com/user/notifications.html

SYMPTOMS:

N/A

IMPACT:

Security or Integrity Problem.

CIRCUMVENTION:

N/A

PRODUCT(S) AFFECTED:

WEB ADMINISTRATOR                                            Release 15.0

Related Problem:

WEBDV  15651

Copyright (C) 2021 CA. All rights reserved. R00027-WBA150-SP1

DESC(SECURITY OR INTEGRITY PROBLEM).

++VER (Z038)

FMID (CD7NF01)

PRE ( RO82099 RO93714 )

SUP ( AC03948 LT03949 RO19480 RO19547 RO33687 RO62602

RO71497 RO73375 RO79018 RO89092 TR17733 TR19452

TR19480 TR19547 TR33687 TR43219 TR50440 TR57421

TR60995 TR62602 TR71497 TR73375 TR74073 TR79018

TR89092  )

++HOLD (LU03949) SYSTEM FMID(CD7NF01)

REASON (ACTION )   DATE (21355)

COMMENT (

+----------------------------------------------------------------------+

|     WEB ADMINISTRATOR                               Release 15.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | Before Apply                                              |

+----------+-----------------------------------------------------------+

|PURPOSE   | Address log4j Vulnerability in Web Administrator          |

+----------+-----------------------------------------------------------+

|USERS     | All Web Administrator users.                              |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | SMP/e                                                     |

|REQUIRED  | USS                                                       |

+----------+-----------------------------------------------------------+

|ACCESS    | Access to the USS file system where Web Administrator is  |

|REQUIRED  | deployed.                                                 |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************
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CA RS 2201 - PTF LU03949 Details

Service Details

1. Before Applying stop the tomcat server.

2. Delete the WebAdminr15 directory in the tomcat/webapps folder.

3. APPLY the APAR.

4. Restart Tomcat.

).

++HOLD (LU03949) SYSTEM FMID(CD7NF01)

REASON (DYNACT )   DATE (21355)

COMMENT (

+----------------------------------------------------------------------+

|     WEB ADMINISTRATOR                               Release 15.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | AFTER APPLY. PRIOR TO TOMCAT RESTART.                     |

+----------+-----------------------------------------------------------+

|PURPOSE   | IMPLEMENT THIS PTF IN WEB ADMIN CSI.                      |

+----------+-----------------------------------------------------------+

|USERS     | ALL USERS.                                                |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | SMP/E.                                                    |

|REQUIRED  | PRODUCT INSTALLATION.                                     |

|          | PRODUCT DEPLOYMENT.                                       |

|          | USS COMMANDS.                                             |

+----------+-----------------------------------------------------------+

|ACCESS    | ACCESS TO THE CDN9JCL DATASET.                            |

|REQUIRED  | ACCESS TO THE USS DIRECTORY WHERE WEBADMIN IS INSTALLED.  |

|          | PERMISSIONS TO MAKE CHANGES ON THE USS DIRECTORY.         |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. SMP/E APPLY                                                  .

2. STOP TOMCAT

3. DELETE THE DIRECTORY ../../APACHE-TOMCAT-6.0.29/WEBAPPS/WEBADMINR15

4. DELETE THE DIRECTORY

../../APACHE-TOMCAT-6.0.29/WORK/CATALINA/LOCALHOST/WEBADMINR15

5. RESTART TOMCAT

).

PARM(PATHMODE(0,7,7,5)) .

MCS          LU03949            STARTS ON PAGE 0002
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CA RS 2201 Product/Component Listing

Product Family Product Release

Security CA WEB ADMINISTRATOR 15.00.00

The CA RS 2201 Product/Component Count for this release is 1
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All CA RS Levels Service List

CA RS
Level Service FMID

CAR2201 LU03949 CD7NF01

CAR1703 RO94504 CD7NF00

CAR1702 RO93724 CD7NF02

RO93714 CD7NF01

RO93713 CD7NF00

CAR1604 RO89092 CD7NF01

CAR1507 RO82099 CD7NF01

RO79018 CD7NF01

RO73375 CD7NF01

RO71497 CD7NF01

CAR1403 RO62602 CD7NF01

CAR1312 RO33687 CD7NF01

RO29150 CD7NF02

RO25001 CD7NF02
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