
Compliance Event Manager 6.0 1
CA RS 2107 Service List

Service Description Type

LU01358 CEM HFS DEPLOY SCRIPT BREAKS COMPATIBILITY UI PTF

LU01520 Security or Integrity Problem ** PRP **

SO14934 ESM MONITOR EVENT DATA MAY BE INCORRECT PTF

SO15246 COMPLIANCE EVENT MANAGER GROUP LIST SUPPORT PTF

SO15494 CEM GUI WHITESPACE IN TEST CONDITION REVIEW PTF

The CA RS 2107 service count for this release is 5
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CA RS 2107 Service List for CCEM600

FMID Service Description Type

CCEM600 LU01358 CEM HFS DEPLOY SCRIPT BREAKS COMPATIBILITY UI PTF

LU01520 Security or Integrity Problem ** PRP **

SO14934 ESM MONITOR EVENT DATA MAY BE INCORRECT PTF

SO15246 COMPLIANCE EVENT MANAGER GROUP LIST SUPPORT PTF

SO15494 CEM GUI WHITESPACE IN TEST CONDITION REVIEW PTF

The CA RS 2107 service count for this FMID is 5
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CA RS 2107 - PTF LU01358 Details

Service Details

LU01358 LU01358   M.C.S. ENTRIES  = ++PTF (LU01358)

CEM HFS DEPLOY SCRIPT BREAKS COMPATIBILITY UI

PROBLEM DESCRIPTION:

After applying maintenance SO13475, the compatibility GUI for CEM

displays incorrect formatting that renders it unusable.

SYMPTOMS:

Unformatted landing page when navigating to the compatibility UI.

IMPACT:

Users are unable to use the compatibility GUI

CIRCUMVENTION:

Use the new GUI and batch utilities to accomplish reporting.

PRODUCT(S) AFFECTED:

CA Compliance Event Manager                                  Version 6.0

Related Problem:

CEVM   13722

Copyright (C) 2021 CA. All rights reserved. R00177-CEM060-SP1

DESC(CEM HFS DEPLOY SCRIPT BREAKS COMPATIBILITY UI).

++VER (Z038)

FMID (CCEM600)

PRE ( RO95234 SO01523 SO01579 SO05455 SO10140 SO10559

SO11940  )

SUP ( LT01358 SO13475 ST13475 )

++HOLD (LU01358) SYSTEM FMID(CCEM600)

REASON (ACTION )   DATE (21166)

COMMENT (

+----------------------------------------------------------------------+

|     CA Compliance Event Manager                     Version 6.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | Both before Apply and after Apply                         |

+----------+-----------------------------------------------------------+

|PURPOSE   | Correct SMP/e shellscript processing for CEM              |

+----------+-----------------------------------------------------------+

|USERS     | All users of the compatibality GUI.                       |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | SMP/E                                                     |

|REQUIRED  | Product Installation.                                     |

|          | Product Deployment.                                       |

|          | USS Commands.                                             |

+----------+-----------------------------------------------------------+

|ACCESS    | Access to USS directory where CA Complaince Event         |

|REQUIRED  | Manager is installed.                                     |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

Before applying the APAR

A. Shutdown the CEMETOM started task.

After applying the APAR

A. If none of the installation, deployment, customization and

configuration steps have been completed, no special action is

needed. You can proceed with those steps.
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CA RS 2107 - PTF LU01358 Details

Service Details

B. If an installation deployment was done:

1. If desired, make a backup copy of the runtime libraries.

2. Deploy the updated SMPE target libraries to your runtime

dataset names.

3. Refer to the 'Deploy Product Maintenance' section in the

Compliance Event Manager documentation for assistance.

C. Restart the CEMETOM started task

).

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(CEMETOMS,POST) .

TEXT

LINK('../cemetoms')

PARM(PATHMODE(0,7,5,5),SHAREAS) .
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CA RS 2107 - PTF LU01520 Details

Service Details

LU01520 LU01520   M.C.S. ENTRIES  = ++PTF (LU01520)

Security or Integrity Problem

PROBLEM DESCRIPTION:

Security or Integrity Problem.

SYMPTOMS:

N/A

IMPACT:

Security or Integrity Problem.

CIRCUMVENTION:

N/A

PRODUCT(S) AFFECTED:

CA Compliance Event Manager                                  Version 6.0

Related Problem:

CEVM   13878

Copyright (C) 2021 CA. All rights reserved. R00181-CEM060-SP1

DESC(Security or Integrity Problem).

++VER (Z038)

FMID (CCEM600)

PRE ( RO99364 SO01579 SO07773 SO10140 )

SUP ( BC93748 LT01152 LT01520 LU01152 RO93976 SO13737

SO14799 ST13737 ST14799 TR93976  )

++HOLD (LU01520) SYSTEM FMID(CCEM600)

REASON (ACTION )   DATE (21154)

COMMENT (

+----------------------------------------------------------------------+

|     CA Compliance Event Manager                     Version 6.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | Both before Apply and after Apply                         |

+----------+-----------------------------------------------------------+

|PURPOSE   | Resolve tomcat vulnerabilities.                           |

+----------+-----------------------------------------------------------+

|USERS     | All users of CEM.                                         |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | SMP/e, USS deployment                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | Access to CEM load libraries and data sets.               |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

Before applying the APAR

1. Shutdown the CEMETOM started task

After applying the APAR

2. Restart the CEMETOM started task

).

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(CEMETOMS,POST) .
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CA RS 2107 - PTF SO14934 Details

Service Details

SO14934 SO14934   M.C.S. ENTRIES  = ++PTF (SO14934)

ESM MONITOR EVENT DATA MAY BE INCORRECT

PROBLEM DESCRIPTION:

Some event data used for policy evaluation may be incorrect for ESM

Monitor events.

SYMPTOMS:

Unexpected results and alerts from ESM Monitor.

IMPACT:

ESM monitor alerts may be issued for events that do not match policy

and may be suppressed for events that do match policy.

CIRCUMVENTION:

None.

PRODUCT(S) AFFECTED:

CA Compliance Event Manager                                  Version 6.0

Related Problem:

CEVM   188

Copyright (C) 2021 CA. All rights reserved. R00159-CEM060-SP1

DESC(ESM MONITOR EVENT DATA MAY BE INCORRECT).

++VER (Z038)

FMID (CCEM600)

PRE ( RO93955 RO95234 RO96988 RO97117 RO97806 RO99004

RO99364 SO01341 SO01464 SO01523 SO01579 SO04400

SO04778 SO05262 SO05780 SO06184 SO07773 SO08567

SO09251 SO09872 SO10112 SO10559 SO11588 SO11702

SO11940 SO12260 SO12941 SO13528 SO13759 SO13864  )

SUP ( SO09212 SO09475 SO09750 SO13948 SO14279 SO14421

SO14784 ST07311 ST09212 ST09475 ST09750 ST13948

ST14279 ST14421 ST14784 ST14934  )

++HOLD (SO14934) SYSTEM FMID(CCEM600)

REASON (ACTION )   DATE (21166)

COMMENT (

+----------------------------------------------------------------------+

|     CA Compliance Event Manager                     Version 6.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | Both before Apply and after Apply                         |

+----------+-----------------------------------------------------------+

|PURPOSE   | Activate changes for Monitor task.                        |

+----------+-----------------------------------------------------------+

|USERS     | Users of the ESM Monitor component.                       |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands to start and stop the task.             |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | Operator commands to start and stop the task.             |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

Before applying the APAR

A. Shut down the CEMETOM started task.



Compliance Event Manager 6.0 7
CA RS 2107 - PTF SO14934 Details

Service Details

After applying the APAR

A. If none of the installation, deployment, and

configuration steps have been completed, no special action is

needed.  You can proceed with those steps.

B. If an installation deployment was done:

1. You must deploy the updated SMPE target libraries to

your runtime dataset names.

2. If desired, make a backup copy of the runtime libraries.

3. Refer to the 'Deploy Product Maintenance Using Sample Jobs'

section in the CA Compliance Event Manager documentation

for assistance.

4. Proceed to step 'C' below.

C. Restart the Monitor task (CEMMON by default).

).

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(CEMETOMS,POST) .
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CA RS 2107 - PTF SO15246 Details

Service Details

SO15246 SO15246   M.C.S. ENTRIES  = ++PTF (SO15246)

COMPLIANCE EVENT MANAGER GROUP LIST SUPPORT

This maintenance adds the following:

- A utility (CEMUPMAP) that performs all upgrades for the MAPDB database in

CA Compliance Event Manager.

- The ability to create Group Lists to group items to be used as test

conditions where the target operand is a string value. For example,

PROGRAM or USERID.

- The ability to generate Group Lists from existing DSN Lists using the

CEMUPMAP job.

This maintenance also corrects the following issues:

- Return code 24 in Data Mart unload.

- Blank screens in reports after applying SO13528 and not saving the

application configuration.

- Invalid test condition of 'Userid' available for z/OS monitor statements.

PRODUCT(S) AFFECTED:

CA Compliance Event Manager                                  Version 6.0

Related Problem:

CEVM   195

Copyright (C) 2021 CA. All rights reserved. R00164-CEM060-SP1

DESC(COMPLIANCE EVENT MANAGER GROUP LIST SUPPORT).

++VER (Z038)

FMID (CCEM600)

PRE ( RO93245 RO93955 RO95234 RO96808 RO97806 RO99364

SO01523 SO01579 SO01786 SO05780 SO07773 SO08567

SO09251 SO09872 SO10112 SO10140 SO10559 SO10673

SO11339 SO11340 SO11702 SO11940 SO12260 SO14934  )

SUP ( RO94299 RO94481 RO97117 RO97563 RO99129 RO99900

SO00971 SO01341 SO01442 SO01464 SO04214 SO04400

SO04651 SO04778 SO04968 SO05263 SO05403 SO06108

SO06184 SO07336 SO07764 SO07933 SO08290 SO09212

SO09259 SO09475 SO09713 SO09750 SO11588 SO12941

SO13117 SO13528 SO13864 SO13948 SO14279 SO14805

SO14976 SO15494 ST00971 ST01341 ST01442 ST01464

ST04214 ST04400 ST04651 ST04778 ST04968 ST05263

ST05403 ST06108 ST06184 ST07311 ST07336 ST07764

ST07933 ST08046 ST08290 ST09212 ST09259 ST09475

ST09713 ST09750 ST11588 ST12941 ST13117 ST13528

ST13864 ST13948 ST14279 ST14805 ST14976 ST15189

ST15246 ST15494 TR94299 TR94481 TR96615 TR97117

TR97563 TR99129 TR99900  )

++HOLD (SO15246) SYSTEM FMID(CCEM600)

REASON (ACTION )   DATE (21166)

COMMENT (

+----------------------------------------------------------------------+

|     CA Compliance Event Manager                     Version 6.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | Both before Apply and after Apply                         |

+----------+-----------------------------------------------------------+

|PURPOSE   | Add MAPDB upgrade utility and enable group support.       |

+----------+-----------------------------------------------------------+

|USERS     | All users.                                                |
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Service Details

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | SMP/E                                                     |

|REQUIRED  | Product Installation.                                     |

|          | Product Deployment.                                       |

|          | USS Commands.                                             |

+----------+-----------------------------------------------------------+

|ACCESS    | Access to USS directory where CA Complaince Event         |

|REQUIRED  | Manager is installed.                                     |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

*NOTE* This maintenance needs to be applied in combination with LDAP

PTF SO15732 to function properly. Ensure that SO15732 is

applied along with this PTF.

Before applying the APAR

A. Shutdown the CEMETOM started task

After applying the APAR

A. If none of the installation, deployment, customization and

configuration steps have been completed, no special action is

needed. You can proceed with those steps.

B. If an installation deployment was done:

1. If desired, make a backup copy of the runtime libraries.

2. Deploy the updated SMPE target libraries to your runtime

dataset names.

3. Refer to the 'Deploy Product Maintenance' section in the

Compliance Event Manager documentation for assistance.

C. Restart the All CEM started tasks including CEMETOM.

).
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CA RS 2107 - PTF SO15494 Details

Service Details

SO15494 SO15494   M.C.S. ENTRIES  = ++PTF (SO15494)

CEM GUI WHITESPACE IN TEST CONDITION REVIEW

PROBLEM DESCRIPTION:

The Compliance Event Manager GUI currently truncates white space

presented in the test condition review section of the policy creation

wizard. This maintenance modifies the GUI to not truncate whitepace.

SYMPTOMS:

GUI does not show whitespace in condition like within ACF2 UID String.

IMPACT:

Display confusion about what is saved to policy database.

CIRCUMVENTION:

Spaces are displayed correctly in the editable test condition field.

PRODUCT(S) AFFECTED:

CA Compliance Event Manager                                  Version 6.0

Related Problem:

CEVM   197

Copyright (C) 2021 CA. All rights reserved. R00167-CEM060-SP1

DESC(CEM GUI WHITESPACE IN TEST CONDITION REVIEW).

++VER (Z038)

FMID (CCEM600)

PRE ( RO93955 RO95234 RO97117 RO97806 RO99364 SO01341

SO01464 SO01523 SO01579 SO04400 SO04778 SO06184

SO07773 SO08567 SO09251 SO09872 SO10112 SO10559

SO11588 SO11702 SO11940 SO12941 SO13528 SO13864

SO14934  )

SUP ( SO09212 SO09475 SO09750 SO13948 SO14279 ST07311

ST09212 ST09475 ST09750 ST13948 ST14279 ST15494  )

++HOLD (SO15494) SYSTEM FMID(CCEM600)

REASON (ACTION )   DATE (21166)

COMMENT (

+----------------------------------------------------------------------+

|     CA Compliance Event Manager                     Version 6.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | Both before Apply and after Apply                         |

+----------+-----------------------------------------------------------+

|PURPOSE   | Enable CEM GUI to display whitespace.                     |

+----------+-----------------------------------------------------------+

|USERS     | All users.                                                |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE |  SMP/E                                                    |

|REQUIRED  |  Product Installation.                                    |

|          |  Product Deployment.                                      |

|          |  USS Commands.                                            |

+----------+-----------------------------------------------------------+

|ACCESS    | Access to USS directory where CA Complaince Event         |

|REQUIRED  | Manager is installed.                                     |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

Before applying the APAR
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Service Details

A. Shutdown the CEMETOM started task.

After applying the APAR

A. If none of the installation, deployment, customization and

configuration steps have been completed, no special action is

needed.  You can proceed with those steps.

B. If an installation deployment was done:

1. If desired, make a backup copy of the runtime libraries.

2. Deploy the updated SMPE target libraries to your runtime

dataset names.

3. Refer to the 'Deploy Product Maintenance' section in the

Compliance Event Manager documentation for assistance.

C. Restart the CEMETOM started task

).

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(CEMETOMS,POST) .

MCS          LU01358            STARTS ON PAGE 0002

MCS          LU01520            STARTS ON PAGE 0003

MCS          SO14934            STARTS ON PAGE 0004

MCS          SO15246            STARTS ON PAGE 0006

MCS          SO15494            STARTS ON PAGE 0008
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Product Family Product Release

Security CA COMPLIANCE EVENT MANAGER 06.00.00

The CA RS 2107 Product/Component Count for this release is 1
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All CA RS Levels Service List

CA RS
Level Service FMID

CAR2107 SO15494 CCEM600

SO15246 CCEM600

SO14934 CCEM600

LU01520 CCEM600

LU01358 CCEM600

CAR2106 LU01152 CCEM600

CAR2104 LU00621 CCEM600

CAR2103 SO16311 CCEM600

SO15399 CCEM600

CAR2102 SO15548 CCEM600

CAR2012 SO14976 CCEM600

SO14799 CCEM600

CAR2011 SO15278 CCEM600

SO15208 CCEM600

SO15153 CCEM600

CAR2010 SO14805 CCEM600

SO14784 CCEM600

SO14689 CCEM600

SO13759 CCEM600

CAR2009 SO14496 CCEM600

SO14421 CCEM600

SO14279 CCEM600

SO13948 CCEM600

SO13864 CCEM600

SO13737 CCEM600

SO13528 CCEM600

SO13475 CCEM600

SO12260 CCEM600

CAR2007 SO13656 CCEM600

SO13155 CCEM600

SO13117 CCEM600

SO12941 CCEM600

SO12780 CCEM600

CAR2005 SO12259 CCEM600

SO11940 CCEM600

SO11702 CCEM600

CAR2003 SO11845 CCEM600

SO11588 CCEM600

CAR2002 SO11340 CCEM600

SO11339 CCEM600

SO11336 CCEM600

SO10559 CCEM600

CAR2001 SO11330 CCEM600

SO11024 CCEM600

SO10977 CCEM600

SO10673 CCEM600

CAR1911 SO10140 CCEM600
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CA RS
Level Service FMID

SO10112 CCEM600

CAR1910 SO09872 CCEM600

SO09750 CCEM600

SO09686 CCEM600

SO09475 CCEM600

SO09433 CCEM600

SO09189 CCEM600

SO09098 CCEM600

SO07185 CCEM600

CAR1909 SO09713 CCEM600

CAR1908 SO09349 CCEM600

SO09259 CCEM600

SO09251 CCEM600

SO09212 CCEM600

SO09127 CCEM600

SO08987 CCEM600

SO08567 CCEM600

SO08290 CCEM600

CAR1907 SO08400 CCEM600

CAR1906 SO07933 CCEM600

SO07773 CCEM600

SO07764 CCEM600

SO07464 CCEM600

SO07336 CCEM600

CAR1905 SO08023 CCEM600

SO07962 CCEM600

CAR1904 SO07611 CCEM600

SO07462 CCEM600

SO07246 CCEM600

SO05455 CCEM600

CAR1903 SO06184 CCEM600

CAR1902 SO06689 CCEM600

SO06607 CCEM600

SO06260 CCEM600

SO06108 CCEM600

SO05927 CCEM600

SO05848 CCEM600

SO05262 CCEM600

SO04429 CCEM600

CAR1901 SO05780 CCEM600

SO05403 CCEM600

SO05263 CCEM600

CAR1812 SO04968 CCEM600

SO04778 CCEM600

SO04399 CCEM600

SO01860 CCEM600

RO99634 CCEM600
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All CA RS Levels Service List

CA RS
Level Service FMID

RO98690 CCEM600

CAR1811 SO04400 CCEM600

CAR1809 SO04998 CCEM600

SO04920 CCEM600

SO01867 CCEM600

CAR1808 SO04651 CCEM600

SO04214 CCEM600

CAR1807 SO01786 CCEM600

SO01579 CCEM600

SO01523 CCEM600

SO01464 CCEM600

SO01442 CCEM600

SO01341 CCEM600

SO00971 CCEM600

RO99900 CCEM600

CAR1805 RO96988 CCEM600

CAR1804 RO99364 CCEM600

CAR1803 RO99004 CCEM600

CAR1801 RO99129 CCEM600

RO97806 CCEM600

CAR1712 RO98165 CCEM600

RO97563 CCEM600

CAR1711 RO97117 CCEM600

CAR1710 RO96808 CCEM600

RO96796 CCEM600

RO95914 CCEM600

RO95318 CCEM600

RO95234 CCEM600

RO95120 CCEM600

RO94840 CCEM600

RO94808 CCEM600

RO94481 CCEM600

RO94299 CCEM600

RO93976 CCEM600

RO93955 CCEM600

RO93570 CCEM600

RO93245 CCEM600

RO93241 CCEM600
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