CA XCOM Data Transport for z/OS 12.0
CA RS 2104 Service List

LU00362 POSSIBLE LOOPING LOG MESSAGES AFTER FMH-7 ERROR RECEIVED PTF
LU00456 SOME SAF ERRORS NOT REPORTED FOR LUSECURE PROCESSING PTF
LU00503 RESOLVE PE HOLD ON S012331 ** PRP **
LU00522 RACF PASSWORDS < THAN 8 CHARACTERS ARE NOT HANDLED CORECTLY PTF
LU00578 SPURIOUS XCOMM1467E MESSAGE DURING TCP/IP SCHEDULE PTF
LU00599 WHEN USING SECURITY=TOPS, SOME SECURITY CHECKS NOT ENFORCED PTF

The CA RS 2104 service count for this release is 6



CA XCOM Data Transport for z/OS
CA RS 2104 Service List for CBXGC00

CBXGCO0O LU00362 POSSIBLE LOOPING LOG MESSAGES AFTER FMH-7 ERROR RECEIVED
LU00456 SOME SAF ERRORS NOT REPORTED FOR LUSECURE PROCESSING PTF
LU00503 RESOLVE PE HOLD ON S012331 ** PRP **
LU00522 RACF PASSWORDS < THAN 8 CHARACTERS ARE NOT HANDLED CORECTLY PTF
LU00578 SPURIOUS XCOMM1467E MESSAGE DURING TCP/IP SCHEDULE PTF
LU00599 WHEN USING SECURITY=TOPS, SOME SECURITY CHECKS NOT ENFORCED PTF

The CA RS 2104 service count for this FMID is 6



CA XCOM Data Transport for z/0S 12.0
CA RS 2104 - PTF LU0O0362 Details

Service
LU00362

Details
LU00362 M.C.S. ENTRIES = ++PTF (LU00362)

POSSIBLE LOOPING LOG MESSAGES AFTER FMH-7 ERROR RECEIVED
PROBLEM DESCRIPTION:

In certain circumstances, it is possible for a CA XCOM Data
Transport for z/0S region to loop writing the same garbage
message to SYSLOG and XCOMLOG.

SYMPTOMS :

Garbage messages can loop in the job and XCOMLOG datasets. This
renders the XCOM address space unusable and will need to be
canceled to recover.

IMPACT:

The ability to process file transfers can be impacted.
CIRCUMVENTION:

None

PRODUCT (S) AFFECTED:

CA XCOM Data Transport for z/0S Version 12.0
Related Problem:

XCMVS 12945

Copyright (C) 2021 CA. All rights reserved. R00283-BXG120-SP1

DESC (POSSIBLE LOOPING LOG MESSAGES AFTER FMH-7 ERROR RECEIVED) .
++VER (Z038)

FMID (CBXGCO0O)

PRE ( RO70210 RO70310 RO70426 RO70733 RO71111 RO71259
RO71522 R0O71581 R0O72389 R072506 R074240 R074619
R0O74621 RO75050 RO75632 R0O77029 RO77352 RO77544
RO78718 R0O79283 R0O80566 R081572 R081770 R0O85549
R0O85838 R0O86868 R0O87537 R089921 R091621 R094308
R095817 R096344 R097232 R097661 R098273 S000055
S000933 S001202 S003911 S005382 S009365 S010489
S010568 S010939 S011032 S012302 S012331 S013524
S013797 S015002 S015120 S015932 )

SUP ( BC74348 LT00362 RO70117 RO71669 R072066 R0O72111
RO77196 RO77606 RO77699 R0O78102 R081883 R0O83160
R0O83186 R083940 R088355 R089067 R091978 R095675
S000581 S004775 S005554 S005741 S006215 S007158
S009175 S010357 S010674 S010681 S010780 S011202
S011229 S011793 S012772 S013806 S013980 S015981
ST00581 ST04775 ST05554 ST05741 ST06215 ST07158
ST09175 ST10357 ST10674 ST10681 ST10780 ST11202
ST11229 ST11793 ST12772 ST13303 ST13806 ST13980
ST15981 TR70068 TR70070 TR70117 TR71669 TR72066
TR72111 TR77196 TR77606 TR77699 TR78102 TR81883
TR83160 TR83186 TR83940 TR88355 TR89067 TR91978
TR95675 )




CA XCOM Data Transport for z/0S 12.0
CA RS 2104 - PTF LUO0456 Details

Service
LU00456

Details
LU00456 M.C.S. ENTRIES = ++PTF (LU00456)

SOME SAF ERRORS NOT REPORTED FOR LUSECURE PROCESSING

PROBLEM DESCRIPTION:

When using LUSECURE=YES, some SAF errors are not being properly
handled.

SYMPTOMS :

There are no symptoms for this problem. Messages detailing those
SAF errors are not logged, nor does the transfer fail.

IMPACT:

Some transfers which should fail due to the LUSECURE setting and
security resource definitions are allowed to process normally.
CIRCUMVENTION:

N/A

PRODUCT (S) AFFECTED:

CA XCOM Data Transport for z/0S Version 12.0
Related Problem:

XCMVS 13045

Copyright (C) 2021 CA. All rights reserved. R00284-BXG120-SP1

DESC (SOME SAF ERRORS NOT REPORTED FOR LUSECURE PROCESSING) .
++VER (Z038)

FMID (CBXGCO0O)

PRE ( RO71259 R0O74240 R094308 R097924 )

SUP ( LT00456 R0O70356 TR70356 )




CA XCOM Data Transport for z/0S 12.0
CA RS 2104 - PTF LUOO503 Details

Service Details
LUO0503|LU00503 M.C.S. ENTRIES = ++PTF (LU00503)

The following items are included in this solution:
1. RESOLVE PE HOLD ON S012331
2. S012331 CAUSES VB FILE CORRUPTION AND POSSIBLE S047

RESOLVE PE HOLD ON S012331

PROBLEM DESCRIPTION:

PTF S012331 has been placed in HOLD status due to being a PTF in
error. This fix resolves that HOLD.

SYMPTOMS :

Maintenance that includes or has dependencies on S012331 cannot be
ACCEPTed by SMP/E due to the HOLD for PE status.

IMPACT:

Maintenance is left in an APPLY state and cannot be ACCEPTed.
CIRCUMVENTION:

BYPASS (HOLDDATA) can be used to ACCEPT S012331, but this method is
not advised.

PRODUCT (S) AFFECTED:

CA XCOM Data Transport for z/0S Version 12.0
Related Problem:

XCMVS 13109

S012331 CAUSES VB FILE CORRUPTION AND POSSIBLE S047

PROBLEM DESCRIPTION:

PTF S012331 introduced problems in CA XCOM Data Transport for z/0S
server functionality.

SYMPTOMS :

These problems can include corruption in output VB datasets and/or
S047 abends when running XCOMJOB without APF authorization.
IMPACT:

Data can be corrupt, and XCOMJOB processing may be interrupted.
CIRCUMVENTION:

N/A

PRODUCT (S) AFFECTED:

CA XCOM Data Transport for z/0S 12.0
Related Problem:

XCMVS 1507

Copyright (C) 2021 CA. All rights reserved. R00285-BXG120-SP1

DESC (RESOLVE PE HOLD ON S012331).

++VER (Z038)

FMID (CBXGCO0O)

PRE ( LUO0362 RO70310 R071228 R071259 R0O72506 R074240
R0O74619 R0O74621 RO75518 R0O78718 R079283 R081572
R0O85549 R0O86893 R089067 R094308 R096344 R097661
R098273 S000581 S000933 S001202 S009365 S010357
5010489 S010568 S010939 S011032 S011793 S012302
S012952 S013524 S013797 S013971 S015002 S015849
S015932 )

SUP ( AS12331 DC74348 LT00503 RO73890 R087964 R0O88355
R099588 S001168 S004184 S005791 S006198 S012331
S012770 S013073 S013208 S013247 S013287 S013429
S013614 S014959 S015503 S015794 ST01168 ST04184




CA XCOM Data Transport for z/0S 12.0
CA RS 2104 - PTF LUOO503 Details

Service

Details
ST05791 ST06198 ST12331 ST12770 ST13073 ST13208
ST13247 ST13287 ST13429 ST13614 ST14959 ST15503
ST15794 TR73890 TR87964 TR88355 TR99588 )




CA XCOM Data Transport for z/0S 12.0
CA RS 2104 - PTF LUO0522 Details

Service
LU00522

Details
LU00522 M.C.S. ENTRIES = ++PTF (LU00522)

RACF PASSWORDS < THAN 8 CHARACTERS ARE NOT HANDLED CORECTLY
PROBLEM DESCRIPTION:

When LOWERCASE PSWD= is configured as "YES", and SECURITY= is
configured as "RACF", passwords shorter than 8 characters in
length may not be handled correctly. This can result in

security authentication errors.

SYMPTOMS :

Message "XCOMMO257E ACCESS DENIED BY SECURITY INTERFACE" may occur
in the XCOMLOG and SYSLOG for XCOM jobs attempting to validate
user credentials.

IMPACT:

Transfers which use credentials having passwords shorter than 8
characters may fail.

CIRCUMVENTION:

This problem can be circumvented by using full 8 character passwords
or by disabling lowercase password support.

PRODUCT (S) AFFECTED:

CA XCOM Data Transport for z/0S Version 12.0
Related Problem:

XCMVS 13126

Copyright (C) 2021 CA. All rights reserved. R00286-BXG120-SP1

DESC (RACF PASSWORDS < THAN 8 CHARACTERS ARE NOT HANDLED CORECTLY) .
++VER (Z038)

FMID (CBXGCO0O)

PRE ( R094308 R097661 R097924 S000801 S010939 S011032

S012302 S015932 )

SUP ( LT00522 ST15038 )




CA XCOM Data Transport for z/0S 12.0
CA RS 2104 - PTF LUOO0O578 Details

Service
LU00578

Details
LU00578 M.C.S. ENTRIES = ++PTF (LU00578)

SPURIOUS XCOMM1467E MESSAGE DURING TCP/IP SCHEDULE

PROBLEM DESCRIPTION:

After completion of a XCOMJOB TYPE=SCHEDULE, which has contacted the STC via
TCP/IP, the STC shows spurious message:

XCOMM1467E OMVS Error:

EDC5138I No such device or address. (errno2=0x11B3005A)

SYMPTOMS :

When XCOMSCHA running in XCOMJOB closes the TCP/IP connection, it logs a
spurious XCOMM1467E message.

IMPACT:

Spurious XCOMM1467E message will appear in the LOG during a TCP/IP SCHEDULE
CIRCUMVENTION:

None.

PRODUCT (S) AFFECTED:

CA XCOM for z/0S 12.0

Related Problem:

XCMVS 1524

Copyright (C) 2021 CA. All rights reserved. R00287-BXG120-SP1

DESC (SPURIOUS XCOMM1467E MESSAGE DURING TCP/IP SCHEDULE) .
++VER (Z038)

FMID (CBXGCO0O)

PRE ( RO70090 RO70210 RO70858 RO70990 RO71111 RO71403
R072434 R072529 R0O73309 R0O73565 R0O75115 RO75874
R0O78629 R0O78718 R084299 R084780 R0O85783 R088478
R095457 R096344 R096477 R096651 R097936 R098302
S001303 S001704 S004158 S004531 S004769 S007637
S008534 S008911 S010939 S012302 S015002 S015849
S016100 )

SUP ( LT00578 R099490 S005339 ST04620 ST05339 TR99490 )




CA XCOM Data Transport for z/0S 12.0
CA RS 2104 - PTF LUO0599 Details

Service
LU00599

Details
LU00599 M.C.S. ENTRIES = ++PTF (LU00599)

WHEN USING SECURITY=TOPS, SOME SECURITY CHECKS NOT ENFORCED

PROBLEM DESCRIPTION:

When using SECURITY=TOPS, negative results for some RACROUTE security
calls are ignored and transfers are permitted to execute when they
should fail due to insufficient authority. This applies to LUSECURE
calls also.

SYMPTOMS :

Top Secret messages indicating problems with credentials or
insufficient access to resources may appear in the XCOMLOG and

z/0S SYSLOG, but transfers may be incorrectly permitted to run.
IMPACT:

Configured security restrictions may not be honored.

CIRCUMVENTION:

N/A

PRODUCT (S) AFFECTED:

CA XCOM Data Transport for z/0S Version 12.0
Related Problem:

XCMVS 13172

Copyright (C) 2021 CA. All rights reserved. R00288-BXG120-SP1

DESC (WHEN USING SECURITY=TOPS, SOME SECURITY CHECKS NOT ENFORCED) .
++VER (Z038)

FMID (CBXGCO0O)

PRE ( RO71259 RO72506 R074240 R074621 R094308 R096651

R0O97661 S000801 S009365 S010568 S010939 S011032

5012302 S013524 S015002 S015932 )

SUP ( LT00456 LT00522 LT00599 LU00456 LU00522 R0O70356

R097924 ST15038 TR70356 TR97924 )

MCS LU00362 STARTS ON PAGE 0002
MCS LU00456 STARTS ON PAGE 0003
MCS LU00503 STARTS ON PAGE 0003
MCS LU00522 STARTS ON PAGE 0005
MCS LU00578 STARTS ON PAGE 0006

MCS LU00599 STARTS ON PAGE 0007




CA XCOM Data Transport for z/0S 12.0 10
CA RS 2104 Product/Component Listing

Systems Management CA XCOM CICS INTERFACE FOR MVS 12.00.00

CA XCOM DATA TRANSPORT FOR Z/0S 12.00.00

The CA RS 2104 Product/Component Count for this release is 2



CA XCOM Data Transport for z/0S 12.0
All CA RS Levels Service List

CARS
Level | Service | FMID

CAR2104 LU00599 CBXGCOO
LU00578 CBXGCOO
LU00522 CBXGCOO
LU00503 CBXGCOO
LU00456 CBXGCOO
LU00362 CBXGCOO

CAR2102 S016100 CBXGCOO
S015932 CBXGCOO
S015849 CBXGCOO

CAR2101 S015981 CBXGCOO
S015969 CBXGCOO
S015844 CBXGCOO
S015794 CBXGCOO
S015788 CBXGCOO

CAR2012 S015503 CBXGCOO
S015319 CBXGCOO
S015002 CBXGCOO

CAR2011 S015134 CBXGCOO
S015120 CBXGCOO

CAR2010 S014959 CBXGCOO
S014821 CBXGCOO
S014571 CBXGCOO

CAR2009 S013946 CBXGCOO

CAR2008 S013980 CBXGCOO
S013971 CBXGCOO
S013797 CBXGCOO

CAR2007 S013806 CBXGCOO
S013614 CBXGCOO
S013599 CBXGCOO
S013524 CBXGCOO
S013429 CBXGCOO

CAR2006 S013287 CBXGCOO
S013247 CBXGCOO
S013208 CBXGCOO
S013073 CBXGCOO

CAR2005 S012952 CBXGCOO
S012772 CBXGCOO
S012770 CBXGCOO
S012699 CBXGCOO
S012331 CBXGCOO

CAR2004 S012302 CBXGCOO

CAR2002 S011793 CBXGCOO
S011612 CBXGCOO
S011229 CBXGCOO
5011032 CBXGCOO

CAR2001 S011202 CBXGCOO

CAR1912 S010939 CBXGCOO



CA XCOM Data Transport for z/0S 12.0
All CA RS Levels Service List

CARS
Level | Service | FMID

S010899 CBXGCOO
S010780 CBXGCOO
S010681 CBXGCOO
S010674 CBXGCOO
S010650 CBXGCOO
CAR1911 S010568 CBXGCOO
5010489 CBXGCOO
S010357 CBXGCOO
S009365 CBXGCOO
CAR1908 S009175 CBXGCOO
CAR1907 S008911 CBXGCOO
S008534 CBXGCOO
S008497 CBXGCOO
CAR1904 S007637 CBXGCOO
CAR1903 S006898 CBXGCOO
CAR1902 S007158 CBXGCOO
CAR1812 S006215 CBXGCOO
S006213 CBXGCOO
S006211 CBXGCOO
S006198 CBXGCOO
CAR1811 S005791 CBXGCOO
S005741 CBXGCOO
S005696 CBXGCOO
S005554 CBXGCOO
CAR1810 S005382 CBXGCOO
S005339 CBXGCOO
S004845 CBXGCOO
S004769 CBXGCOO
CAR1809 S004775 CBXGCOO
CAR1808 S004531 CBXGCOO
S004158 CBXGCOO
CAR1807 S004184 CBXGCOO
S003911 CBXGCOO
5001202 CBXGCOO
CAR1806 S003684 CBXGCOO
S001704 CBXGCOO
CAR1805 S001303 CBXGCOO
S001168 CBXGCOO
S000933 CBXGCOO
CAR1804 S000821 CBXGCOO
S000801 CBXGCOO
CAR1803 S000581 CBXGCOO
S000321 CBXGCOO
SO000055 CBXGCOO
R098942 CBXGCOO
CAR1802 R099935 CBXGCOO
R099588 CBXGCOO



CA XCOM Data Transport for z/0S 12.0
All CA RS Levels Service List

CARS
Level | Service | FMID

R099490 CBXGCOO
CAR1801 R099492 CBXGCOO
R098608 CBXGCOO
R098487 CBXGCOO
CAR1711 R098396 CBXGCOO
R098302 CBXGCOO
R098273 CBXGCOO
R097934 CBXGCOO
CAR1710 R097936 CBXGCOO
R097924 CBXGCOO
R097919 CBXGCOO
R097741 CBXGCOO
R0O97661 CBXGCOO
CAR1709 R097627 CBXGCOO
R097421 CBXGCOO
R097413 CBXGCOO
R097232 CBXGCOO
CAR1708 R096920 CBXGCOO
R096804 CBXGCOO
CAR1707 R096651 CBXGCOO
R096477 CBXGCOO
CAR1706 R096344 CBXGCOO
R095457 CBXGCOO
CAR1705 R095817 CBXGCOO
R0O95675 CBXGCOO
CAR1703 R094630 CBXGCOO
R094408 CBXGCOO
R094308 CBXGCOO
CAR1702 R093746 CBXGCOO
CAR1701 R093174 CBXGCOO
CAR1611 R092340 CBXGCOO
R092302 CBXGCOO
R092001 CBXGCOO
R091695 CBXGCOO
CAR1610 R092156 CBXGCOO
R091978 CBXGCOO
CAR1609 R091621 CBXGCOO
R0O91516 CBXGCOO
CAR1608 R090428 CBXGCOO
CAR1606 R089921 CBXGCOO
R0O89679 CBXGCOO
CAR1605 R089449 CBXGCOO
R089257 CBXGCOO
R089224 CBXGCOO
CAR1604 R089067 CBXGCOO
R0O88882 CBXGCOO
R0O88650 CBXGCOO



CA XCOM Data Transport for z/0S 12.0
All CA RS Levels Service List

CARS
Level | Service | FMID

RO88316 CBXGCOO
R0O88233 CBXGCOO
CAR1603 R088478 CBXGCOO
R0O88383 CBXGCOO
R0O88355 CBXGCOO
R0O87964 CBXGCOO
CAR1602 R087537 CBXGCOO
R0O86893 CBXGCOO
CAR1601 R0O86868 CBXGCOO
R0O86803 CBXGCOO
CAR1512 R085838 CBXGCOO
R0O85783 CBXGCOO
CAR1511 RO085549 CBXGCOO
R0O84780 CBXGCOO
CAR1510 RO084305 CBXGCOO
R0O84299 CBXGCOO
CAR1509 R083940 CBXGCOO
R0O83714 CBXGCOO
R0O83186 CBXGCOO
R0O83134 CBXGCOO
R082663 CBXGCOO
R0O81770 CBXGCOO
CAR1508 R083160 CBXGCOO
R081180 CBXGCOO
CAR1507 R082000 CBXGCOO
R0O81883 CBXGCOO
R0O81854 CBXGCOO
RO81651 CBXGCOO
RO81572 CBXGCOO
CAR1506 R081598 CBXGCOO
R081068 CBXGCOO
R0O80987 CBXGCOO
RO80737 CBXGCOO
R0O80637 CBXGCOO
RO80567 CBXGCOO
RO80566 CBXGCOO
CAR1505 R080440 CBXGCOO
RO80307 CBXGCOO
RO79791 CBXGCOO
RO79722 CBXGCOO
RO79721 CBXGCOO
CAR1504 R079283 CBXGCOO
RO78718 CBXGCOO
CAR1503 R078816 CBXGCOO
R0O78629 CBXGCOO
RO78316 CBXGCOO
R0O78134 CBXGCOO



CA XCOM Data Transport for z/0S 12.0
All CA RS Levels Service List

CARS
Level | Service | FMID

R0O78102 CBXGCOO
CAR1502 R077699 CBXGCOO
RO77606 CBXGCOO
RO77544 CBXGCOO
RO77352 CBXGCOO
RO77196 CBXGCOO
CAR1501 R077029 CBXGCOO
RO76553 CBXGCOO
RO76483 CBXGCOO
R0O76173 CBXGCOO
RO75874 CBXGCOO
CAR1412 R075835 CBXGCOO
RO75753 CBXGCOO
RO75750 CBXGCOO
RO75717 CBXGCOO
RO75632 CBXGCOO
RO75631 CBXGCOO
RO75518 CBXGCOO
RO75115 CBXGCOO
RO75050 CBXGCOO
RO75006 CBXGCOO
CAR1411 RO075082 CBXGCOO
RO74621 CBXGCOO
R0O74619 CBXGCOO
R0O74529 CBXGCOO
RO74466 CBXGCOO
RO74345 CBXGCOO
RO74259 CBXGCOO
R0O74240 CBXGCOO
CAR1410 RO073890 CBXGCOO
RO73712 CBXGCOO
RO73565 CBXGCOO
RO73519 CBXGCOO
R0O73407 CBXGCOO
RO73309 CBXGCOO
R0O73204 CBXGCOO
RO73150 CBXGCOO
R0O72529 CBXGCOO
R0O72506 CBXGCOO
CAR1409 R072737 CBXGCOO
R0O72613 CBXGCOO
RO72550 CBXGCOO
R0O72452 CBXGCOO
R0O72434 CBXGCOO
R0O72389 CBXGCOO
R0O72334 CBXGCOO
RO72111 CBXGCOO



CA XCOM Data Transport for z/OS 12.0
All CA RS Levels Service List

CA RS
Level Service | FMID

R072108 CBXGCOO
R0O72066 CBXGCOO
RO72000 CBXGCOO
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