CA Trusted Access Manager for z/0OS 1.1
CA RS 2104 Service List

LU00206 UPDATE TAMZ RACF SAMPJCL TO ADD DOCUMENTATION, FIX TYPOS PTF
S015557 TAMR FIX LOGLEVEL=ALL BEHAVIOR PTF
S015558 TAMR ENHANCEMENT FOR JOURNALING OF ELEVATE/DEELEVATE COMMAND PTF
S015725 ENF71 SIGNAL SUPPORT FOR TAMZ FOR RACF PTF
S016059 TAMR STEP UP AUTHENTICATION FOR ELEVATION PTF

The CA RS 2104 service count for this release is 5



CA Trusted Access Manager for z/OS
CA RS 2104 Service List for CFH0110

CFHO110 LU00206 UPDATE TAMZ RACF SAMPJCL TO ADD DOCUMENTATION, FIX TYPOS
S015557 TAMR FIX LOGLEVEL=ALL BEHAVIOR PTF
S015558 TAMR ENHANCEMENT FOR JOURNALING OF ELEVATE/DEELEVATE COMMAND PTF
S015725 ENF71 SIGNAL SUPPORT FOR TAMZ FOR RACF PTF
5016059 TAMR STEP UP AUTHENTICATION FOR ELEVATION PTF

The CA RS 2104 service count for this FMID is 5



CA Trusted Access Manager for z/OS 1.1
CA RS 2104 - PTF LU00206 Details

Service
LU00206

Details
LU00206 M.C.S. ENTRIES = ++PTF (LU00206)

UPDATE TAMZ RACF SAMPJCL TO ADD DOCUMENTATION, FIX TYPOS

PROBLEM DESCRIPTION:

1. TAMRDSK2 does not have any comments or doc box.

2. TAMRCLS2 incorrectly refers to TAMRCLS1 job as what creates the
SuperGroup and CFIELD definitions for this record.

3. TAMROPT2 incorrectly refers to TAMROPT1 job as what creates the
SuperGroup and CFIELD definitions for this record.

4. TAMRSAMP missing instructions for defining and permitting access
to the TAMR REFRESH command.

SYMPTOMS :

1. Lack of documentation may cause confusion as to what to change.
2. Typo may lead users to think there's a job missing when in fact
it is present.

3. Typo may lead users to think there's a job missing when in fact
it is present.

4. Fresh installs might miss the RDEF's and PERMITs to add to allow
their TAMz Admins to refresh the CLASS, DESK, and OPTIONS records.
IMPACT:

1. Lack of documentation may cause confusion as to what to change.
2. Typo may lead users to think there's a job missing when in fact
it is present.

3. Typo may lead users to think there's a job missing when in fact
it is present.

4. Fresh installs might miss the RDEF's and PERMITs to add to allow
their TAMz Admins to refresh the CLASS, DESK, and OPTIONS records.
CIRCUMVENTION:

1. Use the documentation from TechDocs to create your SDESK record(s).
2. Ignore the documentation indicating TAMRCLS1; SuperGroups and all
CFIELDS were created in the TAMRSPGR job.

3. Ignore the documentation indicating TAMRCLS1; SuperGroups and all
CFIELDS were created in the TAMRSPGR job.

4. Use the documentation on TechDocs to permit the TAMR REFRESH
command .

PRODUCT (S) AFFECTED:

TRUSTED ACCESS MANAGER FOR Z Release 1.1
Related Problem:

TAMZ 12819

Copyright (C) 2021 CA. All rights reserved. R0O0034-TAM011-SP1

DESC (UPDATE TAMZ RACF SAMPJCL TO ADD DOCUMENTATION, FIX TYPOS) .
++VER (Z038)

FMID (CFH0110)

PRE ( S008972 S010581 S012359 S014114 S015058 S016059 )

SUP ( LT00206 )

++HOLD (LU00206) SYSTEM FMID (CFH0110)

REASON (DYNACT ) DATE (21084)

COMMENT (

o - +
| TRUSTED ACCESS MANAGER FOR Z Release 1.1 |
Fmmm————— B Tttt +
| SEQUENCE | After Apply |

Fmmm————— B Tttt +




CA Trusted Access Manager for z/OS 1.1
CA RS 2104 - PTF LU00206 Details

Service

Details

| PURPOSE | To implement changes without requiring an IPL.

ittt e +
| USERS | TAMz Users and Admins

|AFFECTED | |
ittt e +
| KNOWLEDGE | IBM RACF commands |
|REQUIRED | Job submission |
ittt e +
| ACCESS | IBM RACF commands |
|REQUIRED | Job submission |
ittt e +

khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkkhkkkkkkkx*x

* STEPS TO PERFORM *

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkx*x

1. If you have already completed installation and configuration, and
have defined your TAMz records (CLASS, DESK, OPTIONS), no further
action is necessary.

2. If you have not yet defined your TAMz records, deploy the new
versions of the SAMPJCL members found in this PTF into your JCL
library, then update and submit them accordingly.

) -




CA Trusted Access Manager for z/OS 1.1
CA RS 2104 - PTF SO15557 Details

Service
S015557

Details
S015557 M.C.S. ENTRIES = ++PTF (S015557)

TAMR FIX LOGLEVEL=ALL BEHAVIOR

ENHANCEMENT DESCRIPTION:

LOGLEVEL=ALL setting now appropriately cuts SMF80 records for all
resource accesses that occur during when a user is elevated, even if
the elevation did not provide the access because the user already had
the permission, or if no access was allowed to the resource at all.
Similar to as if UAUDIT was placed on the user.

PRODUCT (S) AFFECTED:

TRUSTED ACCESS MANAGER FOR Z Release 1.1
Related Problem:

TAMZ 23

Copyright (C) 2021 CA. All rights reserved. R0O0028-TAMO11-SP1

DESC (TAMR FIX LOGLEVEL=ALL BEHAVIOR) .

++VER (Z038)

FMID (CFHO0110)

PRE ( S008972 S010812 S012359 S014064 S014114 S015058
S015516 )

SUP ( S013783 S014102 ST13783 ST14102 ST15119 ST15557 )
++HOLD (S015557) SYSTEM FMID (CFH0110)

REASON (IPL ) DATE (21019)

COMMENT (
- +
| TRUSTED ACCESS MANAGER FOR Z Release 1.1 |
o e +
| SEQUENCE | After Apply |
o e +
| PURPOSE | To implement the TAMz for RACF LOGLEVEL=ALL fix

o e +
| USERS | All TAMz Users. |
|AFFECTED | |
o e +

| KNOWLEDGE | TAMz SMP/e environment

|REQUIRED | Operator commands |
| | IPL process |
ittt e +
| ACCESS | TAMz SMP/e environment

|REQUIRED | Operator commands |
| | IPL process |
ittt e +
Ahkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkx*x

* STEPS TO PERFORM *

khkkkhkkhkkhkhkhkhkhkhkhkkhkhkhkhkkkkkkkkkx*x

1. Apply and deploy PTF to your TAMz runtime libraries

2. *REQUIRED* IPL the system. This enhancement updates Exit stubs.
Changes to existing exit stubs require an IPL to get refreshed.

3. If desired, change TAMR Options record to include LOGLEVEL=ALL

) -




CA Trusted Access Manager for z/OS 1.1
CA RS 2104 - PTF SO15558 Details

Service
S015558

Details
S015558 M.C.S. ENTRIES = ++PTF (S015558)

TAMR ENHANCEMENT FOR JOURNALING OF ELEVATE/DEELEVATE COMMAND
ENHANCEMENT DESCRIPTION:

This enhancement journals the ELEVATE and DEELEVATE commands for
CA Trusted Access Manager for Z for IBM RACF. The Journal entries
contain the ELEVATE and DEELEVATE commands issued, along with the
response messages received for those commands.

PRODUCT (S) AFFECTED:

TRUSTED ACCESS MANAGER FOR Z Release 1.1
Related Problem:

TAMZ 25

Copyright (C) 2021 CA. All rights reserved. R0O0029-TAMO11-SP1

DESC (TAMR ENHANCEMENT FOR JOURNALING OF ELEVATE/DEELEVATE COMMAND) .
++VER (Z038)

FMID (CFHO0110)

PRE ( S008972 S012359 S014114 S015058 S015516 S015557 )

SUP ( AC13107 S010812 S013783 S014064 S014102 S015020

ST10812 ST13783 ST14064 ST14102 ST15020 ST15558 )

++HOLD (S015558) SYSTEM FMID (CFH0110)

REASON (DYNACT ) DATE (21070)

COMMENT (
- +
| TRUSTED ACCESS MANAGER FOR Z Release 1.1 |
o e +
| SEQUENCE | After Apply |
o e +
| PURPOSE | To activate maintenance without requiring an IPL.
o e +
| USERS | All TAMz users. |
|AFFECTED | |
o e +

| KNOWLEDGE | SMP/e |

|REQUIRED | Operator commands |
Fmmm————— B Tttt +
| ACCESS | SMP/e |
|REQUIRED | Operator commands |
Fmmm————— B Tttt +
khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkx*x

* STEPS TO PERFORM *

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxx

1. Apply PTF

2. LLA REFRESH

3. (optional) Use SJVJRNL JCL in CSJVJCLO to allocate a JOURNAL dataset
If no journaling is desired, skip optional steps.

4. (optional) Update your SJVSTC to use the JOURNAL DD

5. (optional) Restart SJVSTC to begin journaling of TAMR commands

and their results.

6. Issue TAMRSTC,,,REINIT to reimplant TAMRPCOO

) -




CA Trusted Access Manager for z/OS 1.1
CA RS 2104 - PTF SO15725 Details

Service
5015725

Details
S015725 M.C.S. ENTRIES = ++PTF (S015725)

ENF71 SIGNAL SUPPORT FOR TAMZ FOR RACF

ENHANCEMENT DESCRIPTION:

Trusted Access Manager for Z will now enable ENF71 signals to be
issued when an ELEVATE/DEELEVATE command is executed. This signal
notifies the subsystems about changes to the security environment
of a user.

PRODUCT (S) AFFECTED:

TRUSTED ACCESS MANAGER FOR Z Release 1.1
Related Problem:

TAMZ 26

Copyright (C) 2021 CA. All rights reserved. ROO030-TAM011-SP1

DESC (ENF71 SIGNAL SUPPORT FOR TAMZ FOR RACF) .

++VER (Z038)

FMID (CFHO0110)

PRE ( S008972 S010812 S012359 S013783 S014064 S014102
S014114 S015020 S015058 S015516 S015557 S015558 )
SUP ( ST15725 )

++HOLD (S015725) SYSTEM FMID (CFH0110)

REASON (DYNACT ) DATE (21074)

COMMENT (
- +
| TRUSTED ACCESS MANAGER FOR Z Release 1.1 |
o e +
| SEQUENCE | After Apply |
o e +
| PURPOSE | ENF71 SIGNAL SUPPORT FOR TAMZ FOR RACF

o e +
| USERS | All TAMz users. |
|AFFECTED | |
o e +

| KNOWLEDGE | SMP/e |

|REQUIRED | Operator commands |
Fmmm————— B Tttt +
| ACCESS | SMP/e |
|REQUIRED | Operator commands |
Fmmm————— B Tttt +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkx*x

* STEPS TO PERFORM *
khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxx

1. Apply PTF

2. LLA REFRESH

3. Issue TAMRSTC,,,REINIT to reimplant TAMRPCOO




CA Trusted Access Manager for z/OS 1.1
CA RS 2104 - PTF SO16059 Details

Service
5016059

Details
S016059 M.C.S. ENTRIES = ++PTF (S016059)

TAMR STEP UP AUTHENTICATION FOR ELEVATION

ENHANCEMENT DESCRIPTION:

Trusted Access Manager for Z will now allow TAMz classes to require
credential validation of the user issuing the ELEVATE command or
executing an elevation through the TAMz for RACF ELEVATE panel.

The elevation will require a password, passphrase or MFA credential
to be passed while elevating to a class.

PRODUCT (S) AFFECTED:

TRUSTED ACCESS MANAGER FOR Z Release 1.1
Related Problem:

TAMZ 28

Copyright (C) 2021 CA. All rights reserved. RO0O031-TAM011-SP1

DESC (TAMR STEP UP AUTHENTICATION FOR ELEVATION) .
++VER (Z038)

FMID (CFHO0110)

PRE ( S008972 S010812 S012359 S013783 S014064 S014102
S014114 S015020 S015058 S015516 S015557 S015558
S015725 )

SUP ( ST16059 )

++HOLD (S016059) SYSTEM FMID (CFH0110)

REASON (DYNACT ) DATE (21074)

COMMENT (

o - +
| TRUSTED ACCESS MANAGER FOR Z Release 1.1 |
Fmmm————— B Tttt +
| SEQUENCE | After Apply |
Fmmm————— B Tttt +
| PURPOSE | To activate maintenance without requiring an IPL.
Fmmm————— B Tttt +
| USERS | All TAMz users. |
|AFFECTED | |
Fmmm————— B Tttt +

| KNOWLEDGE | SMP/e |

|REQUIRED | Operator commands |
Fmmm————— B Tttt +
|ACCESS | SMP/e |
|REQUIRED | Operator commands |
Fmmm————— B Tttt +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxx

* STEPS TO PERFORM *
khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxx

1. Apply PTF

2. LLA REFRESH

3. Issue TAMRSTC,,,REINIT to reimplant TAMRPCOO
) .

MCS LU00206 STARTS ON PAGE 0002
MCS S015557 STARTS ON PAGE 0003
MCS S015558 STARTS ON PAGE 0006
MCS S015725 STARTS ON PAGE 0007

MCS 5016059 STARTS ON PAGE 0009




CA Trusted Access Manager for z/0OS 1.1 9
CA RS 2104 Product/Component Listing

Security MF SECURITY JVM 01.01.00

TRUSTED ACCESS MANAGER FOR Z 01.01.00

The CA RS 2104 Product/Component Count for this release is 2



CA Trusted Access Manager for z/OS 1.1
All CA RS Levels Service List

CARS
Level | Service | FMID

CAR2104 S016059 CFH0110
S015725 CFHO0110
S015558 CFHO0110
S015557 CFHO0110
LU00206 CFHO0110

CAR2012 S015516 CFH0110
S015058 CFHO0110
S015020 CFHO110

CAR2010 S014114 CFHO0110
S014102 CFHO110
S014064 CFHO0110
S013783 CFHO0110
S013553 CFHO0110
S012468 CSJviilo
S011254 CSJviilo

CAR2006 S012878 CFH0110
S012359 CFHO0110
5010812 CFHO0110

CAR2001 S011137 CFH0110
5010220 CFHO0110
5010217 CSJviio
S010051 CsJviio

CAR1911 S010581 CFH0110
S007548 CFHO0110

CAR1910 S009874 CSJV110
S008972 CFH0110

CAR1908 S007549 CSJV110
5006988 CSJvilo0

CAR1907 S007610 CSJV110
S007607 CFH0110



	CA RS 2104 - Listing - By PTF
	RELEASE=1.1
	Table 1


	CA RS 2104 - Listing - By FMID
	FMID=CFH0110
	Table 1


	CA RS 2104 - 1.1 Details - By PTF
	PTF=LU00206
	Table 1

	PTF=SO15557
	Table 1

	PTF=SO15558
	Table 1

	PTF=SO15725
	Table 1

	PTF=SO16059
	Table 1


	CA RS 2104 Listing Prod/Comp - By Family
	Products
	Table 1


	CA RS ALL - Listing - By CA RS Level
	Table 1


