
CA ACF2 16.0 1
CA RS 2104 Service List

Service Description Type

LU00295 PREVENT SPURIOUS EARLY VALIDATION FAILURES FOR CICS TS 5.4+ PTF

LU00484 ACCESS CMD WITH AN ACF2 DB2 LONG RESOURCE NAME GETS AN 0C4 PTF

LU00536 ACFCSCAN SEQUENCE NUMBER ERRORS WITH USERMODS PTF

LU00748 SYSPLEX ROUTE OPERCMDS FROM RACF USE BATCH DEFAULT PTF

SO14478 SAFDEF AND SECTRACE PROBLEMS PTF

SO14742 ACCESS COMMAND GIVES ACF60316 FOR RESOURCE WITH DASH IN IT PTF

SO14888 PASSTICKET FAILURE WITH ADVANCED AUTHENTICATION MAINFRAME PTF

SO15042 S0E0 ABEND AT SAFOECD6+E62 IN R_CACHESERV SERVICE PTF

SO15259 ADD ENF71 SIGNAL WHEN LOGONID REACHES PASSLMT PTF

SO15442 DISALLOW USER(*) AND ROLE(*) IN RULELONG COMPILER PTF

SO15752 INITACEE TIMEOUT NOT WORKING FOR MANAGED ACEES PTF

SO15809 ACFDA024 ERROR ON LDS START WITH MANY CERTAUTH CERTIFICATES PTF

SO15874 ACCESS COMMAND: NO MSGS WHEN NO LIDS HAVE ROLE IN RULE PTF

SO15993 CICS: SUPPORT SIGNON W/MIXED-CASE PASSWORD AND UCTRAN(YES) PTF

SO16058 ERRONEOUS UID 0 ON SOME OMVS SECTRACE EVENTS PTF

SO16122 SUPPORT RSASSA-PSS SIGNATURES ON DIGITAL CERTIFICATES PTF

SO16138 F ACF2,REFRESH(ALL),TYPE(TAM) ABENDS SDC2 + S0C4 ON ELEVATE PTF

SO16139 ADD TAMZ PRIVILEGE SUPPORT FOR GSO APPLDEF RECORDS PTF

The CA RS 2104 service count for this release is 18
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CA RS 2104 Service List for CAX1G00

FMID Service Description Type

CAX1G00 LU00295 PREVENT SPURIOUS EARLY VALIDATION FAILURES FOR CICS TS 5.4+ PTF

LU00484 ACCESS CMD WITH AN ACF2 DB2 LONG RESOURCE NAME GETS AN 0C4 PTF

LU00748 SYSPLEX ROUTE OPERCMDS FROM RACF USE BATCH DEFAULT PTF

SO14478 SAFDEF AND SECTRACE PROBLEMS PTF

SO14742 ACCESS COMMAND GIVES ACF60316 FOR RESOURCE WITH DASH IN IT PTF

SO14888 PASSTICKET FAILURE WITH ADVANCED AUTHENTICATION MAINFRAME PTF

SO15042 S0E0 ABEND AT SAFOECD6+E62 IN R_CACHESERV SERVICE PTF

SO15259 ADD ENF71 SIGNAL WHEN LOGONID REACHES PASSLMT PTF

SO15442 DISALLOW USER(*) AND ROLE(*) IN RULELONG COMPILER PTF

SO15752 INITACEE TIMEOUT NOT WORKING FOR MANAGED ACEES PTF

SO15809 ACFDA024 ERROR ON LDS START WITH MANY CERTAUTH CERTIFICATES PTF

SO15874 ACCESS COMMAND: NO MSGS WHEN NO LIDS HAVE ROLE IN RULE PTF

SO16058 ERRONEOUS UID 0 ON SOME OMVS SECTRACE EVENTS PTF

SO16122 SUPPORT RSASSA-PSS SIGNATURES ON DIGITAL CERTIFICATES PTF

SO16138 F ACF2,REFRESH(ALL),TYPE(TAM) ABENDS SDC2 + S0C4 ON ELEVATE PTF

SO16139 ADD TAMZ PRIVILEGE SUPPORT FOR GSO APPLDEF RECORDS PTF

The CA RS 2104 service count for this FMID is 16
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CA RS 2104 Service List for CAX1G02

FMID Service Description Type

CAX1G02 LU00536 ACFCSCAN SEQUENCE NUMBER ERRORS WITH USERMODS PTF

The CA RS 2104 service count for this FMID is 1
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CA RS 2104 Service List for CAX1G03

FMID Service Description Type

CAX1G03 SO15993 CICS: SUPPORT SIGNON W/MIXED-CASE PASSWORD AND UCTRAN(YES) PTF

The CA RS 2104 service count for this FMID is 1
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CA RS 2104 - PTF LU00295 Details

Service Details

LU00295 LU00295   M.C.S. ENTRIES  = ++PTF (LU00295)

PREVENT SPURIOUS EARLY VALIDATION FAILURES FOR CICS TS 5.4+

PROBLEM DESCRIPTION:

Due to CICS/TS startup timing considerations, CICS may validate

the region's ability to start "category 1" transactions prior to

the point where ACF2/CICS can intercept the validations to

perform SAFELIST processing.  This results in FASTAUTH calls

against the CICS-defined transaction resource class (the default

is TCICSTRN) by the region logon validation failures, and

messages DFHXS1111 and DFHXS1113.

This has been reported under CICS TS 5.4.

SYMPTOMS:

messages DFHXS1111 and DFHXS1113.

IMPACT:

CICS Region init terminates, must be restarted.

CIRCUMVENTION:

None

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Version 16.0

Related Problem:

ACF2MS 12805

Copyright (C) 2021 CA. All rights reserved. R00872-ACF160-SP1

DESC(PREVENT SPURIOUS EARLY VALIDATION FAILURES FOR CICS TS 5.4+).

++VER (Z038)

FMID (CAX1G00)

PRE ( RO95218 RO96906 RO99162 RO99742 )

SUP ( LT00295 RO85021 SO03663 SO06423 SO06603 SO08932

ST03663 ST06423 ST06603 ST08932 TR85021  )

++HOLD (LU00295) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21076)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Enable new code                                           |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | z/OS Console commands                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Console                                              |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. LLA Refresh
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CA RS 2104 - PTF LU00295 Details

Service Details

2. F ACF2,NEWMOD(ACF9C000)

).
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CA RS 2104 - PTF LU00484 Details

Service Details

LU00484 LU00484   M.C.S. ENTRIES  = ++PTF (LU00484)

ACCESS CMD WITH AN ACF2 DB2 LONG RESOURCE NAME GETS AN 0C4

PROBLEM DESCRIPTION:

There is a possibility of getting an 0C4 abend in ACF00DSR

when using the ACCESS command against a DB2 long resource

name.

SYMPTOMS:

CCSR010E ACFCD108 S0C4 at 099C488E LMOD N/A CSECT N/A +N/A

IMPACT:

Cannot use the ACCESS command against the DB2 long resource name.

CIRCUMVENTION:

None

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Version 16.0

Related Problem:

ACF2MS 13072

Copyright (C) 2021 CA. All rights reserved. R00875-ACF160-SP1

DESC(ACCESS CMD WITH AN ACF2 DB2 LONG RESOURCE NAME GETS AN 0C4).

++VER (Z038)

FMID (CAX1G00)

SUP ( LT00484 RO92540 TR92540 )

++HOLD (LU00484) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21082)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Activate change without IPL                               |

+----------+-----------------------------------------------------------+

|USERS     | All users of the ACCESS command                           |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands                                         |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Operator console                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. F LLA,REFRESH

2. Restart ACF2

).
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CA RS 2104 - PTF LU00536 Details

Service Details

LU00536 LU00536   M.C.S. ENTRIES  = ++PTF (LU00536)

ACFCSCAN SEQUENCE NUMBER ERRORS WITH USERMODS

PROBLEM DESCRIPTION:

The sequence numbers in ACFCSCAN are invalid for use with IEBUPDTE

SYMPTOMS:

APPLY error of local USERMOD to ACFCSCAN

IMPACT:

Unable to install local USERMOD to ACFCSCAN

CIRCUMVENTION:

None

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Version 16.0

Related Problem:

ACF2MS 13130

Copyright (C) 2021 CA. All rights reserved. R00877-ACF160-SP1

DESC(ACFCSCAN SEQUENCE NUMBER ERRORS WITH USERMODS).

++VER (Z038)

FMID (CAX1G02)

PRE ( RO93513 RO97123 SO05030 SO12738 )

SUP ( LT00536 )
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CA RS 2104 - PTF LU00748 Details

Service Details

LU00748 LU00748   M.C.S. ENTRIES  = ++PTF (LU00748)

SYSPLEX ROUTE OPERCMDS FROM RACF USE BATCH DEFAULT

PROBLEM DESCRIPTION:

SYSPLEX operator commands from a RACF system in which

the RACROUTE call shows REQSTOR=CNZK1V33 and gets

processed against the batch default.

SYMPTOMS:

IEE345I VARY AUTHORITY INVALID, FAILED BY SECURITY PRODUCT

ACF04056 ACCESS TO RESOURCE MVS.VARY.DEV TYPE ROPR BY llllll NOT

AUTHORIZED

IMPACT:

Command fails

CIRCUMVENTION:

None

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Version 16.0

Related Problem:

ACF2MS 13318

Copyright (C) 2021 CA. All rights reserved. R00884-ACF160-SP1

DESC(SYSPLEX ROUTE OPERCMDS FROM RACF USE BATCH DEFAULT).

++VER (Z038)

FMID (CAX1G00)

SUP ( LT00748 SO07165 ST07165 )

++HOLD (LU00748) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21088)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Enable new code                                           |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | z/OS Console commands                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Console                                              |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. LLA Refresh

2. F ACF2,NEWMOD(ACF9C000)

).
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CA RS 2104 - PTF SO14478 Details

Service Details

SO14478 SO14478   M.C.S. ENTRIES  = ++PTF (SO14478)

SAFDEF AND SECTRACE PROBLEMS

PROBLEM DESCRIPTION:

ACF2 initialization may issue messages CAS2243E and

ACF7A403 for SAFDEF records.

Additional symptoms of this problem include:

Attempts to INSERT or CHANGE a SAFDEF record with the

RACROUTE parameter fail with message ACF00218

When a SECTRACE command is set the USERID within the

RACROUTE parameter may be ignored (i.e. it will not show

up on a LIST of the SECTRACE). This symptom may also be

evident for other fields within the RACROUTE parameter

that fall after USERID alphabetically.

SYMPTOMS:

The following messages are associated with the problem:

CAS2243E PLIST BUILD ERROR, REQUEST: 4 FIELD: USERID=- RC: 16 RSN:4

ACF7A403 ERROR PROCESSING SAFDEF RECORD, BYPASSING SYSID: xxxx RECID

SAFDEF.xxxxxxxx

ACF00218 BUILD REQ PLIST ERROR ENCOUNTERED WHILE PROCESSING RACROUTE

OPERAND VALIDATION

IMPACT:

ACF2 may not process all SAFDEF records when it initializes.

ACF2 administration may be unable to INSERT SAFDEF records

or set a SECTRACE.

CIRCUMVENTION:

If possible, modify the RACROUTE parameters in the SAFDEF

record (or SECTRACE command) to circumvent the problem.

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Release 16.0

Related Problem:

ACF2MS 10458

Copyright (C) 2021 CA. All rights reserved. R00801-ACF160-SP1

DESC(SAFDEF AND SECTRACE PROBLEMS).

++VER (Z038)

FMID (CAX1G00)

PRE ( RO90749 )

SUP ( ST14478 )

++HOLD (SO14478) SYSTEM FMID(CAX1G00)

REASON (IPL    )   DATE (21062)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Activate change                                           |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands                                         |

|REQUIRED  |                                                           |
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CA RS 2104 - PTF SO14478 Details

Service Details

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Operator console                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. Perform an IPL with CLPA

).
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CA RS 2104 - PTF SO14742 Details

Service Details

SO14742 SO14742   M.C.S. ENTRIES  = ++PTF (SO14742)

ACCESS COMMAND GIVES ACF60316 FOR RESOURCE WITH DASH IN IT

PROBLEM DESCRIPTION:

The ACCESS command will give error ACF60316 when the RESOURCE

contains a valid dash in the resource name.

For example, "ADM.RESOURCE.GA-FIB-GAJNDSTC" is a valid resource

and should be allowed by the ACCESS command in the RESOURCE

operand.

SYMPTOMS:

ACF60316 MASKING IS NOT ALLOWED IN THE RESOURCE FIELD

IMPACT:

Unable to use the ACCESS command for resources that contain

a dash.

CIRCUMVENTION:

None

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Version 16.0

Related Problem:

ACF2MS 10467

Copyright (C) 2021 CA. All rights reserved. R00813-ACF160-SP1

DESC(ACCESS COMMAND GIVES ACF60316 FOR RESOURCE WITH DASH IN IT).

++VER (Z038)

FMID (CAX1G00)

SUP ( SO08613 SO12788 SO14649 ST08613 ST12788 ST14649

ST14742  )

++HOLD (SO14742) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21062)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Enable new code                                           |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands                                         |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Operator console                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. F LLA,REFRESH

2. STOP ACF2

3. START ACF2

).
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CA RS 2104 - PTF SO14888 Details

Service Details

SO14888 SO14888   M.C.S. ENTRIES  = ++PTF (SO14888)

PASSTICKET FAILURE WITH ADVANCED AUTHENTICATION MAINFRAME

PROBLEM DESCRIPTION:

Allow PassTicket logon for Advanced Authentication Mainframe users

when using the ENCRYPT and KEYLABEL fields on the PTKTDATA SSIGNON

record.

SYMPTOMS:

PassTicket logon fails for Advanced Authentication Mainframe users.

Attempts to use a PassTicket results in a RSA SecurID or RADIUS

authentication failure.

IMPACT:

Advanced Authentication Mainframe users are unable to log on using

a PassTicket.

CIRCUMVENTION:

Stop the Advanced Authentication Mainframe started task.

PRODUCT(S) AFFECTED:

CA ACF2 FOR Z/OS                                            Release 16.0

Related Problem:

ACF2MS 10472

Copyright (C) 2021 CA. All rights reserved. R00819-ACF160-SP1

DESC(PASSTICKET FAILURE WITH ADVANCED AUTHENTICATION MAINFRAME).

++VER (Z038)

FMID (CAX1G00)

PRE ( RO89360 RO91120 RO97777 SO01422 SO05388 SO13143 )

SUP ( MC87799 RO89763 RO94125 RO95721 RO99336 ST14888

TR89763 TR94125 TR95721 TR99336  )

++HOLD (SO14888) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21077)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Activate change without IPL                               |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands                                         |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Operator console                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. LLA Refresh

2. F ACF2,NEWMOD(ACF00SVA)

).
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Service Details

SO15042 SO15042   M.C.S. ENTRIES  = ++PTF (SO15042)

S0E0 ABEND AT SAFOECD6+E62 IN R_CACHESERV SERVICE

PROBLEM DESCRIPTION:

The R_cacheserv service may fail with an S0E0-28 ABEND in

load module SAFRT005 CSECT SAFOECD6+E62. The ABEND is due

to access register 1 getting corrupted.

SYMPTOMS:

CCSR010E SAFOECA6 S0E0 at xxxxxxxx LMOD SAFRT005 CSECT SAFOECD6 +000E62

CCSR021I OWNER = CA SAF R16.0

CCSR022I MODULE = SAFOECD6 FMID = CAX1G00 RMID = RO95218

CCSR061I PSW: 07046000 80000000 00000000 xxxxxxxx

CCSR062I ILC: 06 INTERRUPT CODE: 28

CCSR067I COMPLETION CODE S0E0 REASON CODE 00000028

CCSR064I DATA AT PSW xxxxxxxx : D73F1000 1000D207 1020D170

IMPACT:

The R_cacheserv call fails

CIRCUMVENTION:

None

Products Affected:

CA-ACF2 for z/OS

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Version 16.0

Related Problem:

ACF2MS 10479

Copyright (C) 2021 CA. All rights reserved. R00824-ACF160-SP1

DESC(S0E0 ABEND AT SAFOECD6+E62 IN R_CACHESERV SERVICE).

++VER (Z038)

FMID (CAX1G00)

PRE ( RO95218 )

SUP ( ST15042 )

++HOLD (SO15042) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21062)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Activate change without IPL                               |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands                                         |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Operator console                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************
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Service Details

1. LLA Refresh

2. Execute console command 'F ACF2,NEWMOD(SAFDSALC)'

3. Execute console command 'F ACF2,NEWMOD(SAFDSPAC)'

4. Execute console command 'F ACF2,NEWMOD(SAFRT005)'

).
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Service Details

SO15259 SO15259   M.C.S. ENTRIES  = ++PTF (SO15259)

ADD ENF71 SIGNAL WHEN LOGONID REACHES PASSLMT

PROBLEM DESCRIPTION:

Emit ENF71 signal on PASSLMT excession and

GSO PSWD CLEARVIO NOT RESETTING VIO COUNTERS FOR AAM/MFA

SYMPTOMS:

No ENF71 Signal emitted on PASSLMT excession

Password violation counters are not set back to 0 after a successful

logon using CA Advanced Authentication Mainframe or IBM MFA even though

the GSO PSWD record specifies CLEARVIO.

IMPACT:

Users may still be suspended for excess password violations even after

entering good logon credentials.

CIRCUMVENTION:

None

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Version 16.0

Related Problem:

ACF2MS 10483

Copyright (C) 2021 CA. All rights reserved. R00828-ACF160-SP1

DESC(ADD ENF71 SIGNAL WHEN LOGONID REACHES PASSLMT).

++VER (Z038)

FMID (CAX1G00)

PRE ( RO80625 RO84877 RO84952 RO89360 RO91120 RO92400

RO92884 RO95203 RO95460 RO95461 RO97094 RO97388

RO97777 RO97779 RO99159 RO99164 SO01422 SO01518

SO01559 SO01563 SO01728 SO03886 SO03889 SO05486

SO06686 SO07040 SO07042 SO09545 SO10329 SO11443

SO13143 SO14852  )

SUP ( AR97779 AS01563 AS03889 AS07042 AS11443 BS07042

OC87799 RC87799 RO91396 RO95192 RO97073 RO97763

SO00374 SO00474 SO01064 SO05045 SO05420 SO05787

SO07724 SO09547 SO10255 SO12328 SO13141 SO13142

SO14547 SO14762 ST00374 ST00474 ST01064 ST05045

ST05420 ST05787 ST07724 ST09547 ST10255 ST12086

ST12328 ST12985 ST12992 ST13059 ST13141 ST13142

ST14547 ST14762 ST15259 TR91396 TR95192 TR97073

TR97763 XC87799  )

++HOLD (SO15259) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21063)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Activate change without IPL                               |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands                                         |
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Service Details

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Operator console                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. F LLA,REFRESH

2. F ACF2,NEWMOD(ACF00SVA)

).
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Service Details

SO15442 SO15442   M.C.S. ENTRIES  = ++PTF (SO15442)

DISALLOW USER(*) AND ROLE(*) IN RULELONG COMPILER

PROBLEM DESCRIPTION:

The rule compiler changes made by SO07682 and SO07965 were not

implemented in the RULELONG rule compiler. This fix incorporates

the SO07682 and SO07965 changes into the RULELONG rule compiler.

SO07965 changed the rule compiler as follows:

It is not possible to create a LOGONID named '*', but it is possible

to code USER(*) on a Rule line. This is inconsistent.

USER() and USER(*) will now be considered syntax errors,

terminating the compile process.

SO07682 changed the rule compiler as follows:

It is not possible to create a ROLE named '*', but it is possible

to code ROLE(*) on a Rule line. This is inconsistent.

ROLE() and ROLE(*) will now be considered sytax errors,

terminating the compile process.

SYMPTOMS:

USER(*) or ROLE(*) accepted by the compiler with warning message:

ACF70057 IN ONE OR MORE RULES, ROLE OR USER CONTAINS A LITERAL ASTERISK

OR DASH CHARACTER

IMPACT:

ROLE(*) accepted with warning message, but will not match any roles.

USER(*) accepted with warning message, but will not match any users.

CIRCUMVENTION:

None

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Version 16.0

Related Problem:

ACF2MS 10488

Copyright (C) 2021 CA. All rights reserved. R00834-ACF160-SP1

DESC(DISALLOW USER(*) AND ROLE(*) IN RULELONG COMPILER).

++VER (Z038)

FMID (CAX1G00)

PRE ( RO96906 )

SUP ( ST15442 )

++HOLD (SO15442) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21063)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Enable new code                                           |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands                                         |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Operator console                                     |
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|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. LLA Refresh (if applicable)

).
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Service Details

SO15752 SO15752   M.C.S. ENTRIES  = ++PTF (SO15752)

INITACEE TIMEOUT NOT WORKING FOR MANAGED ACEES

PROBLEM DESCRIPTION:

The initACEE service is not correctly handling timeout

processing for managed ACEEs. When a managed ACEE is

created it should time out after 5 minutes (unless the

INTA_NO_TIMEOUT bit is specified). This fix modifies

initACEE processing to enforce the timeout of managed

ACEEs.

SYMPTOMS:

The symptoms depend on the calling program, but it is

likely that administrative changes to update a user's

security priveleges will not be reflected in the

applications that exploit managed ACEEs.

IMPACT:

Security administration may be hampered because products

using managed ACEEs do not reflect administrative changes.

CIRCUMVENTION:

None.

PRODUCTS AFFECTED:

CA ACF2 for z/OS                                            Release 16.0

Related Problem:

ACF2MS 10494

Copyright (C) 2021 CA. All rights reserved. R00842-ACF160-SP1

DESC(INITACEE TIMEOUT NOT WORKING FOR MANAGED ACEES).

++VER (Z038)

FMID (CAX1G00)

SUP ( ST15752 )

++HOLD (SO15752) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21063)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Enable new code                                           |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE |z/OS console commands                                      |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS console                                              |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. LLA Refresh
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2. Execute console command 'F ACF2,NEWMOD(SAFOEDRV)'

).
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SO15809 SO15809   M.C.S. ENTRIES  = ++PTF (SO15809)

ACFDA024 ERROR ON LDS START WITH MANY CERTAUTH CERTIFICATES

PROBLEM DESCRIPTION:

During initialization of LDS the startup failed with message

'ACFDA024 UNABLE TO ATTACH LDS NODE PROCESSOR SUBTASK'. The

problem happened after a client inserted a large number of

CERTAUTH CERTDATA records and changed the LDS KEYRING record

to specify the ALLCA option.

SYMPTOMS:

LDS initialization fails with message:

ACFDA024 UNABLE TO ATTACH LDS NODE PROCESSOR SUBTASK

IMPACT:

LDS is unavailable

CIRCUMVENTION:

Reduce the number of CERTAUTH certificates connected to the

LDS keyring and/or remove the ALLCA option from the keyring.

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Version 16.0

Related Problem:

ACF2MS 10499

Copyright (C) 2021 CA. All rights reserved. R00845-ACF160-SP1

DESC(ACFDA024 ERROR ON LDS START WITH MANY CERTAUTH CERTIFICATES).

++VER (Z038)

FMID (CAX1G00)

PRE ( SO12291 )

SUP ( RO92798 ST15809 TR92798 )

++HOLD (SO15809) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21076)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Enable new code                                           |

+----------+-----------------------------------------------------------+

|USERS     | LDS users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands                                         |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Operator console                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. LLA refresh

2. F ACF2,LDS(STOP)

3. F ACF2,LDS(START)

).
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SO15874 SO15874   M.C.S. ENTRIES  = ++PTF (SO15874)

ACCESS COMMAND: NO MSGS WHEN NO LIDS HAVE ROLE IN RULE

PROBLEM DESCRIPTION:

When executing the ACCESS subcommand and the matching dataset RULE names a

ROLE that does not exist, there are no messages returned to the user.

SYMPTOMS:

ACCESS results are unknown

IMPACT:

ACCESS results are unknown

CIRCUMVENTION:

None

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Version 16.0

Related Problem:

ACF2MS 10500

Copyright (C) 2021 CA. All rights reserved. R00847-ACF160-SP1

DESC(ACCESS COMMAND: NO MSGS WHEN NO LIDS HAVE ROLE IN RULE).

++VER (Z038)

FMID (CAX1G00)

SUP ( SO08613 SO12788 SO14649 SO14742 ST08613 ST12788

ST14649 ST14742 ST15874  )

++HOLD (SO15874) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21076)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Enable new code                                           |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | z/OS Console commands                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Console                                              |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. LLA REFRESH

2. Restart ACF2

).
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SO15993 SO15993   M.C.S. ENTRIES  = ++PTF (SO15993)

CICS: SUPPORT SIGNON W/MIXED-CASE PASSWORD AND UCTRAN(YES)

ENHANCEMENT DESCRIPTION

When the CA ACF2 option to use MIXED-CASE Passwords is active

(GSO PSWD record indicates PSWDMIXD), the ACFAEUSC sample Signon

program will now prompt for the user's password with the ASIS

operand, in order to bypass the terminal's UCTRAN

(Upper-case translate) setting.

The ACFM SD E panel will now also display the status of the option.

NOTE: that in order for this change to be effective, the ACFAEUSC program

----  must run in conversational mode. This is accomplished by modifying

the program such that the value of PCTL is x'80'.

See comments in ACFAEUSC source for additional information.

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Version 16.0

Related Problem:

ACF2MS 10505

Copyright (C) 2021 CA. All rights reserved. R00848-ACF160-SP1

DESC(CICS: SUPPORT SIGNON W/MIXED-CASE PASSWORD AND UCTRAN(YES)).

++VER (Z038)

FMID (CAX1G03)

PRE ( RO80671 RO80706 RO84878 RO85868 RO96890 RO97778

RO99138 SO04012 SO05487 SO06428 SO07184 SO09833  )

SUP ( RO89649 RO91578 RO93181 RO95608 RO96676 RO97057

ST04384 ST04451 ST05058 ST05392 ST15993 TR89649

TR91578 TR93181 TR95608 TR96676 TR97057 TR97507  )

++HOLD (SO15993) SYSTEM FMID(CAX1G03)

REASON (ACTION )   DATE (21076)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS CICS                                Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Make code change effective                                |

+----------+-----------------------------------------------------------+

|USERS     | CICS users that require UCTRAN(YES)                       |

|AFFECTED  | and use mixed-case passwords.                             |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | CICS configuration                                        |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | ACF2 CICS install environment                             |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. Determine if this change is applicable to the environment.

If the CICS UCTRAN settings are NO or TRANID this change is

not applicable.

2. IF this change is applicable, note that in order for it to be
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effective, the ACF2 CICS signon program (ACFAEUSC) must run in

conversational mode, which is not generally recommended.

3. To have ACFAEUSC run in conversational mode, ACFAEUSC source

must be modified such that the value of PCTL is x'80'.

4. Run CAX1JCL1(CXCSSGNC) or equivalent to re-assemble updated program.

5. Issue CEMT SET PROG(ACFAEUSC) NEWCOPY

).

++HOLD (SO15993) SYSTEM FMID(CAX1G03)

REASON (DYNACT )   DATE (21076)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS CICS                                Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Enable new code                                           |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Local ACF2 CICS Install environment                       |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | SMP/E                                                     |

|REQUIRED  | CICS Region and CEMT transaction                          |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. Re-APPLY any local modifications to ACFAEUSC

2. Run CAX1JCL1(CXCSSGNC) or equivalent to re-assemble updated program.

3. Restart CICS region(s).

).
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SO16058 SO16058   M.C.S. ENTRIES  = ++PTF (SO16058)

ERRONEOUS UID 0 ON SOME OMVS SECTRACE EVENTS

PROBLEM DESCRIPTION:

The OMVS SECTRACE may incorrectly display UID=0 on the

CAS2206I user information line. The problem happens when

the callable service being traced is one that does not

require a USP. The problem has been observed in the

R_PKIServ service but may also occur in other services.

The SECTRACE processing is being changed to display "N/A"

instead of "0" when no USP exists at the time the event

is traced.

SYMPTOMS:

Some OMVS SECTRACE events incorrectly report a UID of 0.

IMPACT:

Incorrect diagnostic information when tracing OMVS events.

CIRCUMVENTION:

If possible, use ACFRPTOM rather than the OMVS SECTRACE.

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Release 16.0

Related Problem:

ACF2MS 10451

Copyright (C) 2021 CA. All rights reserved. R00850-ACF160-SP1

DESC(ERRONEOUS UID 0 ON SOME OMVS SECTRACE EVENTS).

++VER (Z038)

FMID (CAX1G00)

PRE ( RO84555 RO84842 RO89039 RO92884 RO94599 RO95218

RO96914 RO99742 SO04047 SO11443 SO13143 SO13921  )

SUP ( RO96075 RO99493 SO00304 ST00304 ST16058 TR96075

TR99493  )

++HOLD (SO16058) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21076)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Activate change                                           |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands                                         |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Operator console                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. F LLA,REFRESH



CA ACF2 16.0 27
CA RS 2104 - PTF SO16058 Details

Service Details

2. F ACF2,NEWMOD(SAFOETRC)

3. F ACF2,NEWMOD(SAFO6TRC)

).
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SO16122 SO16122   M.C.S. ENTRIES  = ++PTF (SO16122)

SUPPORT RSASSA-PSS SIGNATURES ON DIGITAL CERTIFICATES

ENHANCEMENT DESCRIPTION:

Add support to identify and support certificates with the RSASSA-PSS

signatures required for TLS 1.3 support.

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Version 16.0

ENHANCEMENT DESCRIPTION:

PRODUCT(S) AFFECTED:

Related Problem:

ACF2MS 10375

Copyright (C) 2021 CA. All rights reserved. R00853-ACF160-SP1

DESC(SUPPORT RSASSA-PSS SIGNATURES ON DIGITAL CERTIFICATES).

++VER (Z038)

FMID (CAX1G00)

PRE ( RO80085 RO80309 RO80625 RO80946 RO84559 RO84877

RO86888 RO87013 RO89039 RO89442 RO89501 RO95082

RO95218 RO95350 RO95905 RO96905 RO96914 RO97779

RO99162 RO99742 SO03636 SO03889 SO04032 SO04047

SO04448 SO04551 SO05161 SO05219 SO05764 SO06033

SO06310 SO06579 SO06672 SO07898 SO08589 SO10329

SO13143 SO14042 SO14108  )

SUP ( AR89501 RO80415 RO83504 RO83834 RO87944 RO89116

RO93442 RO95168 RO95610 RO96003 SO01020 SO06747

SO08263 SO09398 SO11352 SO11690 SO13192 SO13754

ST01020 ST06747 ST08263 ST09398 ST11352 ST11690

ST13192 ST13754 ST14550 ST16122 TR80415 TR83504

TR83834 TR87944 TR89116 TR93442 TR95168 TR95575

TR95610 TR96003  )

++HOLD (SO16122) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21077)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Activate change without IPL                               |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands                                         |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Operator console                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. F LLA,REFRESH
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2. F ACF2,NEWMOD(ACF00SVA)

3. F ACF2,NEWMOD(SAFCRCSF)

4. F ACF2,NEWMOD(SAFCRGCT)

5. F ACF2,NEWMOD(SAFCRXTR)

6. F ACF2,NEWMOD(SAFCRX12)

7. F ACF2,NEWMOD(SAFCRGRQ)

8. F ACF2,NEWMOD(SAFOEDRV)

).
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SO16138 SO16138   M.C.S. ENTRIES  = ++PTF (SO16138)

F ACF2,REFRESH(ALL),TYPE(TAM) ABENDS SDC2 + S0C4 ON ELEVATE

PROBLEM DESCRIPTION:

After issuing F ACF2,REFRESH(ALL),TYPE(TAM), TAM/z ELEVATE commands get

a S0C4 abend in ACFOEGCT.

If a second F ACF2,REFRESH(ALL),TYPE(TAM) is done, it results in message

ACF79508 ERRORS DETECTED DURING TAM PROCESSING and SDC2 abends in LMOD

ACF79REF, CSECT ACF79STG. The SDC2 abend shows R15 conatins 003F

which means "Requested memory object could not be found"

Subsequent F ACF2,REFRESH(ALL),TYPE(TAM) commands may hang.

SHOW TAM commands may get a S0C4 abend in ACF63SHO.

When F ACF2,REFRESH(ALL),TYPE(TAM) is issued from the console more than

once, ACF2 comes down with message ACF8A920 ACFMAIN TASK ABENDING -

PLEASE RESTART and abends SDC2 in LMOD ACF8AMA0 CSECT ACF79MAO

Restarting ACF2 may fail with SC03 abend.

SYMPTOMS:

After issuing F ACF2,REFRESH(ALL),TYPE(TAM), TAM/z ELEVATE commands get

a S0C4 abend in ACFOEGCT.

If a second F ACF2,REFRESH(ALL),TYPE(TAM) is done, it results in message

ACF79508 ERRORS DETECTED DURING TAM PROCESSING and SDC2 abends in LMOD

ACF79REF, CSECT ACF79STG. The SDC2 abend shows R15 conatins 003F

which means "Requested memory object could not be found"

Subsequent F ACF2,REFRESH(ALL),TYPE(TAM) commands may hang.

SHOW TAM commands may get a S0C4 abend in ACF63SHO.

When F ACF2,REFRESH(ALL),TYPE(TAM) is issued from the console more than

once, ACF2 comes down with message ACF8A920 ACFMAIN TASK ABENDING -

PLEASE RESTART and abends SDC2 in LMOD ACF8AMA0 CSECT ACF79MAO

Restarting ACF2 may fail with SC03 abend.

IMPACT:

Unable to perform ELEVATE commands.

Unable to perform SHOW TAM commands.

Unable to perform F ACF2,REFRESH(ALL),TYPE(TAM) commands.

In some cases, ACF2 comes down and it cannot be restarted.

CIRCUMVENTION:

Perform TAM/z refresh commands separately:

F ACF2,REFRESH(CLASS),TYPE(TAM)

F ACF2,REFRESH(OPTIONS),TYPE(TAM)

F ACF2,REFRESH(SDESK),TYPE(TAM)

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Version 16.0

Related Problem:

ACF2MS 10462

Copyright (C) 2021 CA. All rights reserved. R00854-ACF160-SP1

DESC(F ACF2,REFRESH(ALL),TYPE(TAM) ABENDS SDC2 + S0C4 ON ELEVATE).

++VER (Z038)

FMID (CAX1G00)

PRE ( RO92884 RO99162 SO06579 SO11443 SO11631 )

SUP ( ST14575 ST16138 )

++HOLD (SO16138) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21060)

COMMENT (

+----------------------------------------------------------------------+
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|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Activate change without IPL                               |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands                                         |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Operator console                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. F LLA,REFRESH

).
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SO16139 SO16139   M.C.S. ENTRIES  = ++PTF (SO16139)

ADD TAMZ PRIVILEGE SUPPORT FOR GSO APPLDEF RECORDS

PROBLEM DESCRIPTION:

Users may not be able to work with records and rules defined

using GSO APPLDEF records even though they are elevated to

the needed privilege(s) via Trusted Access Manager for Z.

One example is DB2 resource rules.

SYMPTOMS:

Users may not be able to work with records and rules defined

using GSO APPLDEF records even though they are elevated to

the needed privilege(s) via Trusted Access Manager for Z.

One example is DB2 resource rules.

IMPACT:

Users may not be able to work with records and rules defined

using GSO APPLDEF records even though they are elevated to

the needed privilege(s) via Trusted Access Manager for Z.

CIRCUMVENTION:

None

PRODUCT(S) AFFECTED:

CA-ACF2-MVS                                                  Release 16.0

Related Problem:

ACF2MS 10476

Copyright (C) 2021 CA. All rights reserved. R00855-ACF160-SP1

DESC(ADD TAMZ PRIVILEGE SUPPORT FOR GSO APPLDEF RECORDS).

++VER (Z038)

FMID (CAX1G00)

SUP ( ST15000 ST16139 )

++HOLD (SO16139) SYSTEM FMID(CAX1G00)

REASON (DYNACT )   DATE (21077)

COMMENT (

+----------------------------------------------------------------------+

|     CA-ACF2-MVS                                     Version 16.0     |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Activate change without IPL                               |

+----------+-----------------------------------------------------------+

|USERS     | All users                                                 |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | Operator commands                                         |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | z/OS Operator console                                     |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

1. F LLA,REFRESH

2. F ACF2,NEWMOD(ACF00SVA)

).
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MCS          LU00295            STARTS ON PAGE 0002

MCS          LU00484            STARTS ON PAGE 0003

MCS          LU00536            STARTS ON PAGE 0004

MCS          LU00748            STARTS ON PAGE 0005

MCS          SO14478            STARTS ON PAGE 0006

MCS          SO14742            STARTS ON PAGE 0007

MCS          SO14888            STARTS ON PAGE 0009

MCS          SO15042            STARTS ON PAGE 0010

MCS          SO15259            STARTS ON PAGE 0011

MCS          SO15442            STARTS ON PAGE 0013

MCS          SO15752            STARTS ON PAGE 0014

MCS          SO15809            STARTS ON PAGE 0016

MCS          SO15874            STARTS ON PAGE 0017

MCS          SO15993            STARTS ON PAGE 0018

MCS          SO16058            STARTS ON PAGE 0020

MCS          SO16122            STARTS ON PAGE 0021

MCS          SO16138            STARTS ON PAGE 0024

MCS          SO16139            STARTS ON PAGE 0026
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Product Family Product Release

Security CA-ACF2-MVS 16.00.00

The CA RS 2104 Product/Component Count for this release is 1
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CA RS
Level Service FMID

CAR2104 SO16139 CAX1G00

SO16138 CAX1G00

SO16122 CAX1G00

SO16058 CAX1G00

SO15993 CAX1G03

SO15874 CAX1G00

SO15809 CAX1G00

SO15752 CAX1G00

SO15442 CAX1G00

SO15259 CAX1G00

SO15042 CAX1G00

SO14888 CAX1G00

SO14742 CAX1G00

SO14478 CAX1G00

LU00748 CAX1G00

LU00536 CAX1G02

LU00484 CAX1G00

LU00295 CAX1G00

CAR2103 SO16264 CAX1G00

SO14601 CAX1G00

CAR2102 SO16098 CAX1G00

SO15167 CAX1G00

CAR2101 SO15861 CAX1G01

SO15808 CAX1G01

SO15747 CAX1G01

SO14649 CAX1G00

SO14540 CAX1G00

SO13921 CAX1G00

CAR2012 SO15560 CAX1G00

SO15537 CAX1G00

SO15033 CAX1G00

SO14735 CAX1G00

CAR2011 SO14992 CAX1G00

SO14952 CAX1G00

SO14852 CAX1G00

SO14802 CAX1G00

SO14762 CAX1G00

SO14714 CAX1G03

SO14547 CAX1G00

SO14258 CAX1G00

CAR2010 SO14783 CAX1G00

SO14722 CAX1G00

SO14614 CAX1G00

SO14269 CAX1G00

SO14042 CAX1G00

CAR2009 SO14631 CAX1G00

SO14280 CAX1G00



CA ACF2 16.0 36
All CA RS Levels Service List

CA RS
Level Service FMID

SO14200 CAX1G00

SO14162 CAX1G00

SO14108 CAX1G00

SO14103 CAX1G00

SO14051 CAX1G00

SO13978 CAX1G00

SO13754 CAX1G00

SO13513 CAX1G00

SO13250 CAX1G00

SO13192 CAX1G00

SO13143 CAX1G00

SO13142 CAX1G00

SO12963 CAX1G00

SO12882 CAX1G00

SO12788 CAX1G00

SO12738 CAX1G02

SO12720 CAX1G00

SO12667 CAX1G00

SO12556 CAX1G00

SO12291 CAX1G00

SO12160 CAX1G00

SO12111 CAX1G00

SO11869 CAX1G00

SO11827 CAX1G00

SO11690 CAX1G00

SO11664 CAX1G00

SO11631 CAX1G00

CAR2008 SO14040 CAX1G03

SO13833 CAX1G03

SO13795 CAX1G00

SO13598 CAX1G00

SO13452 CAX1G00

SO13034 CAX1G00

SO12480 CAX1G00

CAR2007 SO13640 CAX1G00

SO13376 CAX1G03

SO13141 CAX1G00

SO12969 CAX1G00

SO12684 CAX1G00

SO11494 CAX1G00

SO11439 CAX1G00

SO09833 CAX1G03

CAR2006 SO13163 CAX1G00

SO12970 CAX1G04

SO12929 CAX1G03

CAR2005 SO12739 CAX1G04

SO12328 CAX1G00
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SO11887 CAX1G00

SO11344 CAX1G00

SO11277 CAX1G01

CAR2004 SO12295 CAX1G00

SO11647 CAX1G00

SO11443 CAX1G00

SO11189 CAX1G00

CAR2003 SO11903 CAX1G00

SO11856 CAX1G00

CAR2002 SO11661 CAX1G00

CAR2001 SO11356 CAX1G03

SO11352 CAX1G00

SO11262 CAX1G00

SO10846 CAX1G00

SO10599 CAX1G00

SO10544 CAX1G00

SO10542 CAX1G03

SO10463 CAX1G00

SO10355 CAX1G00

SO10334 CAX1G00

SO10329 CAX1G00

SO10295 CAX1G00

SO10255 CAX1G00

SO10216 CAX1G00

SO10186 CAX1G00

SO10184 CAX1G00

SO10183 CAX1G00

SO10166 CAX1G00

SO10096 CAX1G00

SO09277 CAX1G00

CAR1912 SO09961 CAX1G00

SO07541 CAX1G00

CAR1911 SO10567 CAX1G00

SO10412 CAX1G00

SO10293 CAX1G00

SO10246 CAX1G00

SO09810 CAX1G00

SO09696 CAX1G04

SO09369 CAX1G00

SO09271 CAX1G00

SO09246 CAX1G00

SO09112 CAX1G00

SO08932 CAX1G00

SO08727 CAX1G00

SO08396 CAX1G00

SO08334 CAX1G00

CAR1910 SO10113 CAX1G00
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SO10052 CAX1G00

SO09757 CAX1G00

SO09684 CAX1G00

SO09656 CAX1G01

SO09547 CAX1G00

SO09545 CAX1G00

SO09400 CAX1G03

SO09398 CAX1G00

SO09195 CAX1G00

SO08264 CAX1G00

CAR1909 SO09168 CAX1G00

SO09036 CAX1G00

CAR1908 SO09388 CAX1G00

SO09238 CAX1G00

SO09114 CAX1G00

SO08993 CAX1G03

SO08812 CAX1G04

SO08710 CAX1G00

SO08610 CAX1G00

SO08589 CAX1G00

CAR1907 SO08630 CAX1G00

SO08613 CAX1G00

SO08600 CAX1G00

SO08598 CAX1G00

CAR1906 SO08480 CAX1G03

SO08263 CAX1G00

SO08259 CAX1G00

SO08219 CAX1G00

SO08196 CAX1G00

SO08055 CAX1G00

SO07965 CAX1G00

SO07950 CAX1G00

SO07898 CAX1G00

CAR1905 SO08052 CAX1G00

SO07963 CAX1G04

SO07871 CAX1G00

SO07725 CAX1G03

SO07704 CAX1G00

SO07430 CAX1G00

CAR1904 SO07762 CAX1G00

SO07724 CAX1G00

SO07682 CAX1G00

SO07594 CAX1G00

SO07585 CAX1G00

SO07573 CAX1G03

SO07555 CAX1G00

SO07429 CAX1G00
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SO07365 CAX1G03

SO07326 CAX1G00

SO07290 CAX1G00

SO07184 CAX1G03

SO06428 CAX1G03

CAR1903 SO07427 CAX1G00

SO07424 CAX1G00

SO07165 CAX1G00

SO07136 CAX1G03

SO07057 CAX1G00

SO07037 CAX1G00

SO07032 CAX1G00

SO07002 CAX1G00

SO06996 CAX1G00

SO06912 CAX1G03

SO06747 CAX1G00

SO06681 CAX1G00

SO06672 CAX1G00

SO06633 CAX1G00

SO06357 CAX1G00

CAR1902 SO07042 CAX1G00

SO07040 CAX1G00

SO06670 CAX1G00

CAR1901 SO06691 CAX1G00

SO06686 CAX1G00

SO06666 CAX1G00

SO06605 CAX1G00

SO06603 CAX1G00

SO06579 CAX1G00

SO06563 CAX1G00

SO06531 CAX1G00

SO06363 CAX1G00

SO06310 CAX1G00

SO06234 CAX1G00

SO06214 CAX1G00

SO06033 CAX1G00

SO05978 CAX1G00

SO05795 CAX1G00

SO05772 CAX1G00

SO05771 CAX1G00

SO05763 CAX1G00

SO05723 CAX1G00

SO05647 CAX1G00

SO04012 CAX1G03

RO85622 CAX1G00

RO83832 CAX1G00

RO81740 CAX1G00
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RO81599 CAX1G00

RO80418 CAX1G00

CAR1812 SO06423 CAX1G00

SO06278 CAX1G03

SO06277 CAX1G00

SO06183 CAX1G00

SO06073 CAX1G03

SO05563 CAX1G00

SO05557 CAX1G03

SO05388 CAX1G00

CAR1811 SO06001 CAX1G00

SO05787 CAX1G00

SO05764 CAX1G00

SO05736 CAX1G00

SO05721 CAX1G00

SO05487 CAX1G03

SO05486 CAX1G00

SO05485 CAX1G00

SO05420 CAX1G00

SO05363 CAX1G00

SO05219 CAX1G00

SO05214 CAX1G00

SO05161 CAX1G00

SO04740 CAX1G00

SO04537 CAX1G00

SO03900 CAX1G00

CAR1810 SO05539 CAX1G00

SO05530 CAX1G00

SO05400 CAX1G01

SO05265 CAX1G00

CAR1809 SO05195 CAX1G00

SO05094 CAX1G00

SO05045 CAX1G00

SO05030 CAX1G02

SO04939 CAX1G00

SO04804 CAX1G00

SO04781 CAX1G00

SO04776 CAX1G00

SO04588 CAX1G00

SO04551 CAX1G00

SO04431 CAX1G00

CAR1808 SO04558 CAX1G00

SO04534 CAX1G00

SO04448 CAX1G00

SO04395 CAX1G00

SO04242 CAX1G01

SO04209 CAX1G00
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SO04001 CAX1G00

SO03907 CAX1G00

SO03889 CAX1G00

SO03681 CAX1G04

SO01109 CAX1G00

RO99418 CAX1G04

RO85623 CAX1G00

RO84836 CAX1G00

RO83835 CAX1G00

RO80735 CAX1G00

CAR1807 SO04159 CAX1G00

SO04153 CAX1G00

SO04077 CAX1G00

SO04064 CAX1G00

SO04047 CAX1G00

SO04032 CAX1G00

SO03891 CAX1G00

SO03886 CAX1G00

SO03885 CAX1G00

SO03867 CAX1G00

SO03743 CAX1G03

SO03742 CAX1G00

SO03663 CAX1G00

SO03636 CAX1G00

SO03632 CAX1G00

SO03574 CAX1G00

SO01732 CAX1G00

SO01703 CAX1G00

SO01634 CAX1G00

SO01066 CAX1G03

CAR1806 SO03630 CAX1G00

SO03591 CAX1G00

SO03573 CAX1G00

SO01806 CAX1G00

SO01736 CAX1G03

SO01729 CAX1G01

SO01728 CAX1G00

SO01691 CAX1G01

SO01588 CAX1G00

SO01571 CAX1G00

SO01563 CAX1G00

SO01560 CAX1G03

SO01559 CAX1G00

SO01518 CAX1G00

SO01422 CAX1G00

SO01377 CAX1G00

SO00930 CAX1G00
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CAR1805 SO01516 CAX1G00

SO01449 CAX1G00

SO01421 CAX1G03

SO01203 CAX1G00

SO01101 CAX1G00

CAR1804 SO01099 CAX1G00

SO01064 CAX1G00

SO01020 CAX1G00

SO00979 CAX1G01

SO00976 CAX1G00

SO00961 CAX1G01

SO00955 CAX1G00

SO00944 CAX1G00

SO00901 CAX1G03

SO00818 CAX1G03

SO00774 CAX1G00

SO00680 CAX1G00

SO00564 CAX1G00

SO00459 CAX1G01

SO00318 CAX1G00

SO00304 CAX1G00

SO00214 CAX1G00

SO00153 CAX1G00

SO00010 CAX1G00

RO99677 CAX1G00

RO99469 CAX1G00

CAR1803 SO00479 CAX1G00

SO00474 CAX1G00

SO00374 CAX1G00

SO00314 CAX1G00

SO00221 CAX1G03

SO00096 CAX1G03

RO99953 CAX1G03

RO99350 CAX1G00

RO99336 CAX1G00

RO98916 CAX1G01

CAR1802 SO00111 CAX1G00

RO99950 CAX1G00

RO99742 CAX1G00

RO99493 CAX1G00

RO99160 CAX1G00

CAR1801 RO99749 CAX1G03

RO99360 CAX1G00

RO99343 CAX1G00

RO99164 CAX1G00

RO99163 CAX1G00

RO99162 CAX1G00
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RO99159 CAX1G00

RO99147 CAX1G00

RO99138 CAX1G03

RO99049 CAX1G03

RO99035 CAX1G00

CAR1712 RO99008 CAX1G00

RO98915 CAX1G00

RO98635 CAX1G00

RO98520 CAX1G00

CAR1711 RO98637 CAX1G00

RO98633 CAX1G00

RO98598 CAX1G00

RO98548 CAX1G00

RO98419 CAX1G00

RO98340 CAX1G00

RO98324 CAX1G00

RO98208 CAX1G00

RO98081 CAX1G00

RO98008 CAX1G00

RO97933 CAX1G01

RO97921 CAX1G00

RO97911 CAX1G00

RO97896 CAX1G00

RO97857 CAX1G00

RO97842 CAX1G00

RO97810 CAX1G00

RO97781 CAX1G00

RO97780 CAX1G03

RO97779 CAX1G00

RO93853 CAX1G05

RO93852 CAX1G04

CAR1710 RO97939 CAX1G00

RO97830 CAX1G03

RO97778 CAX1G03

RO97777 CAX1G00

RO97763 CAX1G00

CAR1709 RO97666 CAX1G00

RO97509 CAX1G00

RO97388 CAX1G00

RO97374 CAX1G00

RO97246 CAX1G00

RO97234 CAX1G00

RO97148 CAX1G00

RO97142 CAX1G00

RO96914 CAX1G00

RO96906 CAX1G00

CAR1708 RO97183 CAX1G00



CA ACF2 16.0 44
All CA RS Levels Service List

CA RS
Level Service FMID

RO97140 CAX1G00

RO97123 CAX1G02

RO97122 CAX1G01

RO97101 CAX1G00

RO97094 CAX1G00

RO97073 CAX1G00

RO97057 CAX1G03

RO96917 CAX1G00

RO96905 CAX1G00

RO96890 CAX1G03

RO96880 CAX1G00

RO96870 CAX1G00

RO96854 CAX1G03

RO96794 CAX1G00

RO96729 CAX1G00

RO96676 CAX1G03

RO96443 CAX1G00

RO96422 CAX1G03

RO96075 CAX1G00

RO96003 CAX1G00

RO95963 CAX1G00

RO95859 CAX1G03

RO95851 CAX1G00

RO95721 CAX1G00

RO95562 CAX1G00

RO95461 CAX1G00

RO95460 CAX1G00

RO95220 CAX1G00

RO94330 CAX1G00

RO93635 CAX1G00

RO93566 CAX1G00

RO93513 CAX1G02

RO93512 CAX1G01

RO93511 CAX1G00

CAR1707 RO96464 CAX1G00

RO96074 CAX1G00

RO95905 CAX1G00

RO95735 CAX1G03

RO95642 CAX1G00

RO95610 CAX1G00

RO95144 CAX1G00

CAR1706 RO96114 CAX1G00

RO96113 CAX1G00

RO96094 CAX1G00

RO95936 CAX1G00

RO95586 CAX1G00

RO95350 CAX1G00
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RO93988 CAX1G00

CAR1705 RO95841 CAX1G00

RO95836 CAX1G00

RO95608 CAX1G03

RO95521 CAX1G00

RO95459 CAX1G00

RO95456 CAX1G00

RO95219 CAX1G03

RO95218 CAX1G00

RO95203 CAX1G00

RO95192 CAX1G00

RO95082 CAX1G00

RO94381 CAX1G04

RO93881 CAX1G00

RO93615 CAX1G00

RO93394 CAX1G00

RO92798 CAX1G00

CAR1704 RO95320 CAX1G03

RO95173 CAX1G00

RO95168 CAX1G00

RO95122 CAX1G00

RO95058 CAX1G00

RO94877 CAX1G00

RO94841 CAX1G00

RO94796 CAX1G00

RO94697 CAX1G00

RO94599 CAX1G00

RO94543 CAX1G00

RO94309 CAX1G00

RO93699 CAX1G00

RO93380 CAX1G03

RO91983 CAX1G00

CAR1703 RO94325 CAX1G00

RO94125 CAX1G00

RO93581 CAX1G00

CAR1702 RO93738 CAX1G00

RO93181 CAX1G03

CAR1701 RO93554 CAX1G00

RO93442 CAX1G00

RO93377 CAX1G00

RO93303 CAX1G00

RO93301 CAX1G00

RO93240 CAX1G00

RO92540 CAX1G00

RO92536 CAX1G00

CAR1612 RO93116 CAX1G00

RO93003 CAX1G00
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RO92884 CAX1G00

RO91980 CAX1G03

RO91338 CAX1G00

RO91271 CAX1G00

RO91194 CAX1G02

RO91069 CAX1G00

CAR1611 RO92541 CAX1G00

RO92424 CAX1G00

RO92400 CAX1G00

RO92311 CAX1G00

RO91913 CAX1G00

RO90077 CAX1G00

CAR1610 RO92184 CAX1G00

RO92080 CAX1G03

RO91962 CAX1G00

RO91939 CAX1G00

RO91578 CAX1G03

RO91396 CAX1G00

RO90020 CAX1G05

RO90019 CAX1G05

RO89873 CAX1G05

RO88622 CAX1G00

CAR1609 RO91401 CAX1G00

RO91270 CAX1G00

RO91169 CAX1G00

RO91121 CAX1G01

RO91120 CAX1G00

RO89763 CAX1G00

CAR1607 RO90749 CAX1G00

RO90415 CAX1G03

CAR1606 RO90049 CAX1G00

RO89700 CAX1G00

RO89501 CAX1G00

RO89393 CAX1G03

RO89101 CAX1G00

RO89039 CAX1G00

CAR1605 RO89649 CAX1G03

RO89603 CAX1G03

RO89602 CAX1G00

RO89442 CAX1G00

RO89397 CAX1G00

RO89396 CAX1G03

RO89360 CAX1G00

RO89274 CAX1G00

RO89222 CAX1G00

RO88971 CAX1G00

RO88719 CAX1G00
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RO88654 CAX1G00

RO88324 CAX1G00

RO88106 CAX1G00

RO87944 CAX1G00

RO87169 CAX1G04

RO86948 CAX1G00

CAR1604 RO89184 CAX1G03

RO89120 CAX1G00

RO89117 CAX1G00

RO89116 CAX1G00

RO88717 CAX1G00

RO88240 CAX1G00

RO87405 CAX1G00

RO87013 CAX1G00

RO86545 CAX1G00

CAR1603 RO88319 CAX1G03

RO87790 CAX1G00

RO86551 CAX1G00

RO86548 CAX1G00

RO86546 CAX1G00

CAR1602 RO87685 CAX1G00

RO87221 CAX1G00

RO86888 CAX1G00

RO86762 CAX1G00

RO86681 CAX1G00

RO86542 CAX1G00
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