
Compliance Event Manager 6.0 1
CA RS 2007 Service List

Service Description Type

SO12780 CORRECT CMDAUTH PROCESSING FOR CEME SUBSYSTEM COMMAND PTF

SO12941 DISABLE AUTOCOMPLETE FOR PASSWORDS IN THE CEM GUI. PTF

SO13117 STATUS COMMAND FAILURE PTF

SO13155 TSS AND RACF PERMISSIONS ARE SET ON A WRONG STATUS DSN NAME PTF

SO13656 PDS VIEW MODIFICATION PTF

The CA RS 2007 service count for this release is 5
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CA RS 2007 Service List for CCEM600

FMID Service Description Type

CCEM600 SO12780 CORRECT CMDAUTH PROCESSING FOR CEME SUBSYSTEM COMMAND PTF

SO12941 DISABLE AUTOCOMPLETE FOR PASSWORDS IN THE CEM GUI. PTF

SO13117 STATUS COMMAND FAILURE PTF

SO13155 TSS AND RACF PERMISSIONS ARE SET ON A WRONG STATUS DSN NAME PTF

SO13656 PDS VIEW MODIFICATION PTF

The CA RS 2007 service count for this FMID is 5
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Service Details

SO12780 SO12780   M.C.S. ENTRIES  = ++PTF (SO12780)

CORRECT CMDAUTH PROCESSING FOR CEME SUBSYSTEM COMMAND

PROBLEM DESCRIPTION:

Ensure that the CEME# subsystem command is protected by security definitions.

SYMPTOMS:

Operators can issue the command without security checks.

IMPACT:

Operators can issue the command without security checks.

CIRCUMVENTION:

None.

PRODUCT(S) AFFECTED:

CA Compliance Event Manager                                  Version 6.0

Related Problem:

CEVM   166

Copyright (C) 2020 CA. All rights reserved. R00141-CEM060-SP1

DESC(CORRECT CMDAUTH PROCESSING FOR CEME SUBSYSTEM COMMAND).

++VER (Z038)

FMID (CCEM600)

PRE ( RO94808 RO96796 RO97806 SO08567 SO11940 )

SUP ( ST12780 )

++HOLD (SO12780) SYSTEM FMID(CCEM600)

REASON (IPL    )   DATE (20149)

COMMENT (

+----------------------------------------------------------------------+

|     CA Compliance Event Manager                     Version 6.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Implement security protection for CEME# subsystem command |

+----------+-----------------------------------------------------------+

|USERS     | Users of Compliance Event Manager                         |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | SMP/E and Operator commands.                              |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | SMP/E and Operator commands.                              |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

After applying the APAR

A. If none of the installation, deployment, and

configuration steps have been completed, no special action is

needed.  You can proceed with those steps.

B. If an installation deployment was done:

1. You must deploy the updated SMPE target libraries to

your runtime dataset names.

2. If desired, make a backup copy of the runtime libraries.

3. Refer to the 'Deploy Product Maintenance' section in the

CA Compliance Event Manager documentation for assistance.
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Service Details

4. Proceed to step 'C' below.

C. IPL the system and start Compliance Event Manager components.

D. Write External Security Manager (ESM) permissions to allow

users to execute the CEME# Subsystem Operator Command. Refer

to the 'Disable or Enable the ESM as an Event Producer'

section in the CA Compliance Event Manager documentation for

assistance.

).
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Service Details

SO12941 SO12941   M.C.S. ENTRIES  = ++PTF (SO12941)

DISABLE AUTOCOMPLETE FOR PASSWORDS IN THE CEM GUI.

PROBLEM DESCRIPTION:

This maintenance addresses the following:

-Removal of the autocomplete attribute for the login field in the GUI.

-Update of the following Third-party components for vulnerabilities:

-jackson-databind (2.9.8)

-fasterxml-jackson-databind (2.9.8)

-fasterxml-jackson-databind (2.9.5)

SYMPTOMS:

-Login fields have autocomplete left on.

-Vulnerabilities in code.

IMPACT:

-Vulnerabilities left open via autocomplete

CIRCUMVENTION:

None.

PRODUCT(S) AFFECTED:

CA Compliance Event Manager                                  Version 6.0

Related Problem:

CEVM   168

Copyright (C) 2020 CA. All rights reserved. R00142-CEM060-SP1

DESC(DISABLE AUTOCOMPLETE FOR PASSWORDS IN THE CEM GUI.).

++VER (Z038)

FMID (CCEM600)

PRE ( RO93245 RO93955 RO95234 RO97117 RO97806 RO99364

SO01523 SO01579 SO07773 SO08567 SO09251 SO09872

SO10112 SO10140 SO10559 SO11702 SO11940  )

SUP ( RO99129 SO01341 SO01464 SO04400 SO04778 SO06184

SO09212 SO09475 SO09750 SO11588 ST01341 ST01464

ST04400 ST04778 ST06184 ST07311 ST08046 ST09212

ST09475 ST09750 ST11588 ST12941 TR99129  )

++HOLD (SO12941) SYSTEM FMID(CCEM600)

REASON (ACTION )   DATE (20176)

COMMENT (

+----------------------------------------------------------------------+

|     CA Compliance Event Manager                     Version 6.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | Both before Apply and after Apply                         |

+----------+-----------------------------------------------------------+

|PURPOSE   | Correct vulnerability in CEM UI.                          |

+----------+-----------------------------------------------------------+

|USERS     | All users.                                                |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | SMP/E                                                     |

|REQUIRED  | Product Installation.                                     |

|          | Product Deployment.                                       |

|          | USS Commands.                                             |

+----------+-----------------------------------------------------------+

|ACCESS    | Access to USS directory where CA Complaince Event         |

|REQUIRED  | Manager is installed.                                     |

+----------+-----------------------------------------------------------+
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**************************

* STEPS    TO    PERFORM *

**************************

Before applying the APAR

A. Shutdown the CEMETOM started task.

After applying the APAR

A. If none of the installation, deployment, customization and

configuration steps have been completed, no special action is

needed.  You can proceed with those steps.

B. If an installation deployment was done:

1. If desired, make a backup copy of the runtime libraries.

2. Deploy the updated SMPE target libraries to your runtime

dataset names.

3. Refer to the 'Deploy Product Maintenance' section in the

Compliance Event Manager documentation for assistance.

C. Restart the CEMETOM started task.

).

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(CEMETOMS,POST) .

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(CEMETOMS,POST) .
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Service Details

SO13117 SO13117   M.C.S. ENTRIES  = ++PTF (SO13117)

STATUS COMMAND FAILURE

PROBLEM DESCRIPTION:

A status command issued for a Compliance Event Manager listener may

fail while displaying the Policy Status.  The task continues to

process events.

SYMPTOMS:

Message CEM0240I CEM Listener STATUS Failure is issued.

IMPACT:

Complete status information is not available but the task continues

to function.

CIRCUMVENTION:

None.

PRODUCT(S) AFFECTED:

CA Compliance Event Manager                                  Version 6.0

Related Problem:

CEVM   169

Copyright (C) 2020 CA. All rights reserved. R00143-CEM060-SP1

DESC(STATUS COMMAND FAILURE).

++VER (Z038)

FMID (CCEM600)

PRE ( RO93955 RO96808 RO97117 RO97806 SO01579 SO01786

SO05780 SO08567 SO10112 SO10673 SO11339 SO11340

SO11940  )

SUP ( RO94299 RO94481 RO97563 RO99900 SO00971 SO01442

SO04214 SO04651 SO04968 SO05263 SO05403 SO06108

SO07336 SO07764 SO07933 SO08290 SO09259 SO09713

ST00971 ST01442 ST04214 ST04651 ST04968 ST05263

ST05403 ST06108 ST07336 ST07764 ST07933 ST08290

ST09259 ST09713 ST13117 TR94299 TR94481 TR96615

TR97563 TR99900  )

++HOLD (SO13117) SYSTEM FMID(CCEM600)

REASON (ACTION )   DATE (20176)

COMMENT (

+----------------------------------------------------------------------+

|     CA Compliance Event Manager                     Version 6.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Correct STATUS command failures.                          |

+----------+-----------------------------------------------------------+

|USERS     | All users.                                                |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | SMP/E                                                     |

|REQUIRED  | Product Installation                                      |

|          | Product Deployment                                        |

+----------+-----------------------------------------------------------+

|ACCESS    | Access to the CEM installation/deployment load            |

|REQUIRED  | libraries                                                 |

+----------+-----------------------------------------------------------+

**************************



Compliance Event Manager 6.0 8
CA RS 2007 - PTF SO13117 Details
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* STEPS    TO    PERFORM *

**************************

1. Restart any running listener tasks (Alert, Monitor, Logger, and

Warehouse).

).
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Service Details

SO13155 SO13155   M.C.S. ENTRIES  = ++PTF (SO13155)

TSS AND RACF PERMISSIONS ARE SET ON A WRONG STATUS DSN NAME

PROBLEM DESCRIPTION:

During installation of CEM, a permission is granted to the wrong

DSN.

SYMPTOMS:

It is possible that CEM can't access a file while doing an unload of

a database.

IMPACT:

The unload may have some missing dta or get an error.

CIRCUMVENTION:

Grant permission to the CEME_HLQ.CEME_MLQ.CEMD.STATUS file manually.

This might be needed on RACF or TOPSECRET systems.

PRODUCT(S) AFFECTED:

CA Compliance Event Manager                                  Version 6.0

Related Problem:

CEVM   170

Copyright (C) 2020 CA. All rights reserved. R00144-CEM060-SP1

DESC(TSS AND RACF PERMISSIONS ARE SET ON A WRONG STATUS DSN NAME).

++VER (Z038)

FMID (CCEM600)

PRE ( SO04429 SO07462 SO08023 )

SUP ( ST13155 )
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Service Details

SO13656 SO13656   M.C.S. ENTRIES  = ++PTF (SO13656)

PDS VIEW MODIFICATION

PROBLEM DESCRIPTION:

The CEMEQ1.CEMV_VIEWPDS view cannot be defined with Datacom AD 15.0

after SO12822 is applied.

SYMPTOMS:

The job to define the views (J02350DB) will fail with a -205 SQL code

or a S0C4 abend.

IMPACT:

The views needed for the CA Compliance Event Manager reports and

queries are not defined.

CIRCUMVENTION:

Comment out the following lines in the J02350DB job:

//           DD DISP=SHR,

// DSN=CEME_HLQ.CEME_MLQ.CUSTOM.SAMPLIB(CEMMVWPS)

This will allow the job to complete successfully but the

CEMEQ1.CEMV_VIEWPDS view will not be defined.

PRODUCT(S) AFFECTED:

CA Compliance Event Manager                                  Version 6.0

Related Problem:

CEVM   174

Copyright (C) 2020 CA. All rights reserved. R00147-CEM060-SP1

DESC(PDS VIEW MODIFICATION).

++VER (Z038)

FMID (CCEM600)

PRE ( RO95234 SO01579 )

SUP ( ST13656 )

++HOLD (SO13656) SYSTEM FMID(CCEM600)

REASON (ACTION )   DATE (20181)

COMMENT (

+----------------------------------------------------------------------+

|     CA Compliance Event Manager                     Version 6.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | After Apply                                               |

+----------+-----------------------------------------------------------+

|PURPOSE   | Update the CEMEQ1.CEMV_VIEWPDS view                       |

+----------+-----------------------------------------------------------+

|USERS     | CA Compliance Event Manager users with a Datacom          |

|AFFECTED  | repository.                                               |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | SQL, Job submission                                       |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

|ACCESS    | Access to the CA Compliance Event Manager repository      |

|REQUIRED  | to define views.                                          |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

After applying the APAR

A. If none of the installation, deployment, customization and

configuration steps have been completed, no special action is
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needed.  You can proceed with those steps.

B. If You are using DB2 for your CA Compliance Event Manager

repository, no special action is needed.

C. If an installation deployment was done:

1. If desired, make a backup copy of the runtime libraries.

2. Deploy the updated SMPE target libraries to your runtime

data set names.

3. Refer to the 'Deploy Product Maintenance' section in the

CA Compliance Event Manager documentation for assistance.

D. If the customization and configuration processes were done,

1. Edit the CEMMVWPS member in the CEMEHLQ.CEMEMLQ.CUSTOM.SAMPLIB

library:

Replace:

CAST(PDSCHGDATA AS VARCHAR(1024))

AS PDS_CHG_DATA                          ,

With:

SUBSTR(V3.LOBVAL,1,1024)

AS PDS_CHG_DATA                          ,

Replace:

ON         V1.EVTREFTBL = 'P'

AND        V1.EVTREFID = V2.PDSPARENTID

AND        V2.PDSPARENTTBL = 'H'

With:

ON         V1.EVTREFTBL = 'P'

AND        V1.EVTREFID = V2.PDSPARENTID

AND        V2.PDSPARENTTBL = 'H'

INNER JOIN CEMEQ1.PDSCHGDATA V3

ON SUBSTR(CAST(V2.PDSCHGDATA AS CHAR(40) WITHOUT CONVERSION),1,8)

= V3.SYSPLEX

AND SUBSTR(CAST(V2.PDSCHGDATA AS CHAR(40) WITHOUT CONVERSION),14,11)

= V3.LOBID

AND V3.SEGNBR = 1

E. Submit the J02350DB job in your CEMEHLQ.CEMEMLQ.CUSTOM.JOBLIB

library.  This will redefine all CA Compliance Event Manager views.

).

MCS          SO12780            STARTS ON PAGE 0002

MCS          SO12941            STARTS ON PAGE 0003

MCS          SO13117            STARTS ON PAGE 0005

MCS          SO13155            STARTS ON PAGE 0006

MCS          SO13656            STARTS ON PAGE 0007
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Product Family Product Release

Security CA COMPLIANCE EVENT MANAGER 06.00.00

The CA RS 2007 Product/Component Count for this release is 1
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All CA RS Levels Service List

CA RS
Level Service FMID

CAR2007 SO13656 CCEM600

SO13155 CCEM600

SO13117 CCEM600

SO12941 CCEM600

SO12780 CCEM600

CAR2005 SO12259 CCEM600

SO11940 CCEM600

SO11702 CCEM600

CAR2003 SO11845 CCEM600

SO11588 CCEM600

CAR2002 SO11340 CCEM600

SO11339 CCEM600

SO11336 CCEM600

SO10559 CCEM600

CAR2001 SO11330 CCEM600

SO11024 CCEM600

SO10977 CCEM600

SO10673 CCEM600

CAR1911 SO10140 CCEM600

SO10112 CCEM600

CAR1910 SO09872 CCEM600

SO09750 CCEM600

SO09686 CCEM600

SO09475 CCEM600

SO09433 CCEM600

SO09189 CCEM600

SO09098 CCEM600

SO07185 CCEM600

CAR1909 SO09713 CCEM600

CAR1908 SO09349 CCEM600

SO09259 CCEM600

SO09251 CCEM600

SO09212 CCEM600

SO09127 CCEM600

SO08987 CCEM600

SO08567 CCEM600

SO08290 CCEM600

CAR1907 SO08400 CCEM600

CAR1906 SO07933 CCEM600

SO07773 CCEM600

SO07764 CCEM600

SO07464 CCEM600

SO07336 CCEM600

CAR1905 SO08023 CCEM600

SO07962 CCEM600

CAR1904 SO07611 CCEM600

SO07462 CCEM600
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CA RS
Level Service FMID

SO07246 CCEM600

SO05455 CCEM600

CAR1903 SO06184 CCEM600

CAR1902 SO06689 CCEM600

SO06607 CCEM600

SO06260 CCEM600

SO06108 CCEM600

SO05927 CCEM600

SO05848 CCEM600

SO05262 CCEM600

SO04429 CCEM600

CAR1901 SO05780 CCEM600

SO05403 CCEM600

SO05263 CCEM600

CAR1812 SO04968 CCEM600

SO04778 CCEM600

SO04399 CCEM600

SO01860 CCEM600

RO99634 CCEM600

RO98690 CCEM600

CAR1811 SO04400 CCEM600

CAR1809 SO04998 CCEM600

SO04920 CCEM600

SO01867 CCEM600

CAR1808 SO04651 CCEM600

SO04214 CCEM600

CAR1807 SO01786 CCEM600

SO01579 CCEM600

SO01523 CCEM600

SO01464 CCEM600

SO01442 CCEM600

SO01341 CCEM600

SO00971 CCEM600

RO99900 CCEM600

CAR1805 RO96988 CCEM600

CAR1804 RO99364 CCEM600

CAR1803 RO99004 CCEM600

CAR1801 RO99129 CCEM600

RO97806 CCEM600

CAR1712 RO98165 CCEM600

RO97563 CCEM600

CAR1711 RO97117 CCEM600

CAR1710 RO96808 CCEM600

RO96796 CCEM600

RO95914 CCEM600

RO95318 CCEM600

RO95234 CCEM600
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CA RS
Level Service FMID

RO95120 CCEM600

RO94840 CCEM600

RO94808 CCEM600

RO94481 CCEM600

RO94299 CCEM600

RO93976 CCEM600

RO93955 CCEM600

RO93570 CCEM600

RO93245 CCEM600

RO93241 CCEM600


	CA RS 2007 - Listing - By PTF
	RELEASE=6.0
	Table 1


	CA RS 2007 - Listing - By FMID
	FMID=CCEM600
	Table 1


	CA RS 2007 - 6.0 Details - By PTF
	PTF=SO12780
	Table 1

	PTF=SO12941
	Table 1

	PTF=SO13117
	Table 1

	PTF=SO13155
	Table 1

	PTF=SO13656
	Table 1


	CA RS 2007 Listing Prod/Comp - By Family
	Products
	Table 1


	CA RS ALL - Listing - By CA RS Level
	Table 1


