CA Top Secret Security for z/OS 16.0
CA RS 2006 Service List

S012162 TAMZ CLASS TABLE ALLOCATED IN FETCH PROTECTED STORAGE PTF
S012931 PRIVATE STORAGE SHORTAGE CAUSES ABEND IN TSSKPORT+10FO PTF
5012940 ISSUING TSO COMMAND VIA Z/OSMF PRODUCES FAILURES PTF
5012947 S0C4 IN TSSOEADM+1EC AFTER FIX S010757 ** PRP **
5012965 SUPPORT JES3PLUS (TM) FROM PHOENIX SOFTWARE PTF
5012989 ALLOW USER-DEFINED FDT FIELDS TO BE ASSIGNED TO GROUP ACIDS PTF
S013014 TSS MODIFY (RPW(LIST)) FAILS WITH TSS9079E ** PRP **
S013099 GENCERT FAILS WITH TSS0470E WHEN SIGNER HAS LARGE SDN PTF
S013110 MAKEFSP FOR SYMLINK FUNCTION GETS RC 8/4/8 PTF
S013290 PROVIDE TSSSASEC SAMPLE FOR Z/OSMF SECURITY CONFIG ASSISTANT PTF

The CA RS 2006 service count for this release is 10



CA Top Secret Security for z/OS
CA RS 2006 Service List for CAKOGO00

CAKOGOO SO012162 TAMZ CLASS TABLE ALLOCATED IN FETCH PROTECTED STORAGE
5012931 PRIVATE STORAGE SHORTAGE CAUSES ABEND IN TSSKPORT+10FO PTF
5012940 ISSUING TSO COMMAND VIA Z/OSMF PRODUCES FAILURES PTF
5012947 S0C4 IN TSSOEADM+1EC AFTER FIX S010757 ** PRP **
5012965 SUPPORT JES3PLUS (TM) FROM PHOENIX SOFTWARE PTF
5012989 ALLOW USER-DEFINED FDT FIELDS TO BE ASSIGNED TO GROUP ACIDS PTF
S013014 TSS MODIFY (RPW(LIST)) FAILS WITH TSS9079E ** PRP **
S013099 GENCERT FAILS WITH TSS0470E WHEN SIGNER HAS LARGE SDN PTF
S013110 MAKEFSP FOR SYMLINK FUNCTION GETS RC 8/4/8 PTF
S013290 PROVIDE TSSSASEC SAMPLE FOR Z/OSMF SECURITY CONFIG ASSISTANT PTF

The CA RS 2006 service count for this FMID is 10



CA Top Secret Security for z/0OS 16.0
CA RS 2006 - PTF SO12162 Details

Service
5012162

Details
S012162 M.C.S. ENTRIES = ++PTF (S012162)

TAMZ CLASS TABLE ALLOCATED IN FETCH PROTECTED STORAGE

PROBLEM DESCRIPTION:

The TAMz class table is allocated in fetch protected storage. Some
applications may get a S0C4 abend when accessing the table. The table
needs to be allocated in non-fetch protected storage.

SYMPTOMS :

S0C4 abend when accessing the TAMz class table.

IMPACT:

Application abends with S0C4.

CIRCUMVENTION:

None

PRODUCT (S) AFFECTED:

CA Top Secret for z/0S Version 16.0
CA Trusted Access Manager for Z Version 1.1

Related Problem:
TSSMVS 10359
Copyright (C) 2020 CA. All rights reserved. R00887-TSS160-SP1

DESC (TAMZ CLASS TABLE ALLOCATED IN FETCH PROTECTED STORAGE) .
++VER (Z038)

FMID (CAKOGOO)

PRE ( R099320 R099512 S000816 S004066 S006391 )

SUP ( ST12162 )

++HOLD (S012162) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (20121)

COMMENT (

o - +
| CA Top Secret for z/0S Version 16.0 |
Fmmm————— o +
| SEQUENCE | After Apply |
Fmmm————— o +
| PURPOSE | Allocate TAMz class table in non-fetch protected storage |
Fmmm————— o +
| USERS | A1l |
|AFFECTED | |
Fmmm————— o +

| KNOWLEDGE | 1. Console commands

|REQUIRED | 2. Top Secret administration

Fmmm————— o +
| ACCESS | 1. Console commands

|REQUIRED | 2. Top Secret administrative authority

Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkhkhkkkkkkkx*x

* STEPS TO PERFORM *
khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkx*x

1. LLA REFRESH e.g.; F LLA,REFRESH
2. TSS REINIT e.g.; S TSS,,,REINIT
) -




CA Top Secret Security for z/0OS 16.0
CA RS 2006 - PTF S0O12931 Details

Service
5012931

Details
S012931 M.C.S. ENTRIES = ++PTF (S012931)

PRIVATE STORAGE SHORTAGE CAUSES ABEND IN TSSKPORT+10FO

PROBLEM DESCRIPTION:

Due to a private area storage shortage within TCPIP, CA Top Secret is unable
to obtain storage for its security block during a RACROUTE REQUEST=EXTRACT,
TYPE=ENVRXTR. An abend S0C4 occurs in TSSKPORT+10FO0 when the zero address is
referenced.

SYMPTOMS :

TITLE=CCSRO10E TSSRSVCS S0C4 at *location* LMOD TSSKERNL CSECT TSSKPORT
+0010FO0.

IMPACT:

CA Top Secret is unable to create an environment for security events in the
address space that is short-on-storage.

CIRCUMVENTION:

Recycle the address space that had the storage shortage problems.

PRODUCT (S) AFFECTED:

CA Top Secret for z/0S Release 16.0

Related Problem:

TSSMVS 10373

Copyright (C) 2020 CA. All rights reserved. R00914-TSS160-SP1

DESC (PRIVATE STORAGE SHORTAGE CAUSES ABEND IN TSSKPORT+10FO) .
++VER (Z038)

FMID (CAKOGOO)

PRE ( RO84794 R095981 R099645 S000713 S001489 )

SUP ( ST12931 )

++HOLD (S012931) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (20120)

COMMENT (

et Tttt L e +
| CA Top Secret for z/0S Version 16.0 |
Fmmm————— B ittt et +
| SEQUENCE | After Apply |
Fmmm————— B ittt et +
| PURPOSE | Handle short-on-storage condition

Fmmm————— B ittt et +
| USERS | All users. |
|AFFECTED | |
Fmmm————— B ittt et +

| KNOWLEDGE | 1. Console commands

|REQUIRED | 2. Top Secret administration

Fmmm————— B ittt et +
| ACCESS | 1. Console authority

|REQUIRED | 2. TSS administrative authority

Fmmm————— B ittt et +

khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkkhkkkkkkkx%x

* STEPS TO PERFORM *
khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkhkhkkkkkkkx*x

LLA Refresh and REINIT Top Secret
F LLA,REFRESH

S TSS,,,REINIT

) -




CA Top Secret Security for z/0OS 16.0
CA RS 2006 - PTF S012940 Details

Service
5012940

Details
S012940 M.C.S. ENTRIES = ++PTF (S012940)

ISSUING TSO COMMAND VIA Z/OSMF PRODUCES FAILURES

PROBLEM DESCRIPTION:

During the use of z/OSMF, TSO commands are falling in the following
situation:

If an individual issues a TSO command to create a TSO address space,

the command fails with RC=-94.

If an application attempts to use TSO/E address space services, under Common
Event Adapter (CEA), to create a TSO address space, the attempt fails with
CEASESSIONQUERYFAILED.

SYMPTOMS :

z/0SMF - Start TSO() fails with RC=-94 when issuing a TSO command.
Applications that use the CEA TSO/E address space services (such as
CEATsoRequest) to create a TSO address space fails.

IMPACT:

One cannot issue the TSO command via z/OSMF to create a TSO address space.
CEA cannot create a TSO address space.

CIRCUMVENTION:

None.

PRODUCT (S) AFFECTED:

CA Top Secret for z/0S Release 16.0
Related Problem:

TSSMVS 10378

Copyright (C) 2020 CA. All rights reserved. R00915-TSS160-SP1

DESC (ISSUING TSO COMMAND VIA Z/OSMF PRODUCES FAILURES) .
++VER (Z038)

FMID (CAKOGOO)

PRE ( RO83104 R084794 R086945 R087918 R088603 R088796
R089203 R0O89334 R089888 R089889 R090317 R091603
R092696 R092771 R094971 R095793 R096696 R097892
R098297 R098395 R098795 R098804 R099091 R099167
R099320 R099484 R099512 R099645 S000168 S000713
S001265 S001489 S001630 S001968 S004066 S004391
S004444 S004966 S004996 S005250 S005264 S005615
S006391 S006599 S006616 S006832 S006966 S007485
S007990 S008020 S008490 S010311 S010482 S010485
5011410 SO12161 S012296 S012318 )

SUP ( AR87918 AR88603 AR89334 AR90069 AR98297 BR88603
BR89334 R087875 R088651 R089210 R090069 R090784
R091469 R092584 R094168 R095692 R096857 R097390
R097567 R0O97899 R099939 S000254 S000773 S001509
S001513 S001741 S001743 S003993 S004540 S005801
S005970 S007052 S007314 S007652 S008053 S008399
S008736 S011140 S012436 ST00032 ST00254 ST00773
ST00906 ST01223 ST01273 ST01316 ST01354 ST01365
ST01371 ST01375 ST01509 ST01513 ST01741 ST01743
ST01968 ST03679 ST03828 ST03830 ST03993 ST04540
ST04670 ST05226 ST05801 ST05970 ST07052 ST07314
ST07408 ST07562 ST07568 ST07628 ST07652 ST07836
ST08053 ST08390 ST08399 ST08736 ST10940 ST11140
ST11378 ST11633 ST11950 ST12436 ST12905 ST12940
TR86962 TR87875 TR87890 TR87917 TR88651 TR88994




CA Top Secret Security for z/0OS 16.0
CA RS 2006 - PTF S012940 Details

Service

TR89004
TR89888
TR90784
TR96855
TR98715

TR89180
TR89889
TR91469
TR96857
TR98795

TR89203
TR89997
TR92584
TR97390
TR99939

++HOLD (S012940) SYSTEM

REASON (DYNACT ) DATE

COMMENT

| SEQUENC
PR
| PURPOSE
PR
| USERS

| AFFECTE
PR
| KNOWLED
| REQUIRE
PR
| ACCESS
| REQUIRE

fm———_—

(

Secret for

TR89210
TR90069
TR94168
TR97567
TR99976

Details

TR89665 TR89691
TR90317 TR90753
TR95423 TR95692
TR97899 TR98062

)

FMID (CAKOGOO)

(20126)

Version 16.0

B e T e e +

E | After Apply

B e T e e +

| Issuing TSO commands via ZOSMF RC=-94

B e T e e +

| Client ISSUING TSO command via ZOSMF

D |

B e T e e +

GE | 1.
D | 2.

Console commands

Top Secret administration

B e T e e +

| 1.
D | 2.

Console authority

TSS administrative authority

B e T e e +

Ahkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkkhkkkkkkkxx

* STEPS

TO

1. SMP APPLY
2. LLA REFRESH
3. Restart CA Top Secret with TSS,,,REINIT

PERFORM *

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkx*x




CA Top Secret Security for z/0OS 16.0
CA RS 2006 - PTF S012947 Details

Service
5012947

Details
S012947 M.C.S. ENTRIES = ++PTF (S012947)

S0C4 IN TSSOEADM+1EC AFTER FIX S010757

PROBLEM DESCRIPTION:

This fix corrects two separate issues:

1) After fix S010757, at startup of a CEM TMON STC, an S0C4 abend will occur
in TSSOEADM+1EC. This is the result of an R admin command such as a
TSS MODIFY (STATUS (SYSPLEX)) when there are no SYSPLEXs defined in the
CA Top Secret control options.

2) R_admin command 'TSS LIST(acid) DATA(MFA)' fails to return any data.
This only affects clients that are using Multi Factor Authentication.
SYMPTOMS :

CCSRO10E SAFOEADM S0C4 at XXXXXXXX LMOD TSSOEADM CSECT TSSOEADM +0001EC
R_admin command 'TSS LIST(acid) DATA(MFA)' fails to return data.
IMPACT:

CEM STC abends at startup but continues to process normally.

Users of R admin will not be able to report correctly on MFA data.
CIRCUMVENTION:

None.

PRODUCT (S) AFFECTED:

CA Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 10357

Copyright (C) 2020 CA. All rights reserved. R00916-TSS160-SP1

DESC (S0C4 IN TSSOEADM+1EC AFTER FIX S010757).

++VER (Z038)

FMID (CAKOGOO)

PRE ( RO84794 R092696 R095026 R095454 R097892 R099320
R099844 S000816 S001069 S001882 S004082 S004371
S004851 S006391 S006621 S006929 S008923 S010685
S010757 S012923 )

SUP ( AS10757 R081160 RO87515 R090626 S011311 S012408
ST10387 ST10609 ST11311 ST12117 ST12408 ST12793
ST12947 TR81160 TR87515 TR90626 )

++HOLD (S012947) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (20122)

COMMENT (

et Tttt L e +
| CA Top Secret for z/0S Version 16.0 |
Fmmm————— B ittt et +

| SEQUENCE | After Apply |

Fmmm————— B ittt et +
| PURPOSE | Load module into LLA and activate

Fmmm————— B ittt et +
| USERS | All |
|AFFECTED | |
Fmmm————— B ittt et +

| KNOWLEDGE | 1. Console commands

|REQUIRED | 2. Top Secret administration

Fmmm————— B ittt et +
| ACCESS | 1. Console authority

|REQUIRED | 2. TSS administrative authority

Fmmm————— B ittt et +




CA Top Secret Security for z/0OS 16.0
CA RS 2006 - PTF S012947 Details

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxx

* STEPS TO PERFORM *

khkkhkkhkhkhkhkkhkhkhkkhkhkkhkkhkhkkhkkhkhkkkhkkhkkkx
1. LLA REFRESH and restart CA Top Secret with TSS,,,REINIT
).




CA Top Secret Security for z/0OS 16.0
CA RS 2006 - PTF SO12965 Details

Service
5012965

Details
S012965 M.C.S. ENTRIES = ++PTF (S012965)

SUPPORT JES3PLUS (TM) FROM PHOENIX SOFTWARE

PROBLEM DESCRIPTION:

With JES3plus from Phoenix Software, the CA Top Secret address space abends
with a SO0C4 in TSSFSB+B84 at startup.

SYMPTOMS :

CCSRO10E TSSMNGR S0C4 at xxxxxxxx LMOD TSSMVS1l CSECT TSSFSB +000B84
IMPACT:

Cannot bring up JES3plus from Phoenix Software.

CIRCUMVENTION:

IPL with IBM's JES3.

PRODUCT (S) AFFECTED: CA-TOP SECRET-MVS Release 16.0
Related Problem:

TSSMVS 10363

Copyright (C) 2020 CA. All rights reserved. R00917-TSS160-SP1

DESC (SUPPORT JES3PLUS (TM) FROM PHOENIX SOFTWARE) .
++VER (Z038)

FMID (CAKOGOO)

PRE ( RO82138 R083104 R083426 R084470 R084794 R085843
R0O88796 R092696 R092920 R096977 R098232 R098297
R098358 R098716 R099320 S000816 S001267 S004024
S005264 S006391 S006782 S006816 S007547 S008182
5011904 )

SUP ( AS04024 AS05230 R085987 S004627 S005230 S006140
S007199 ST04627 ST05230 ST06140 ST07199 ST12382
ST12681 ST12965 TR85970 TR85973 TR85987 )

++HOLD (S012965) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (20136)

COMMENT (

B e e et e e +
| CA Top Secret for z/0S Version 16.0 |
o e +
| SEQUENCE | After Apply |
o e +
| PURPOSE | Load module into LLA and activate

o e +
| USERS | All |
|AFFECTED | |
o e +

| KNOWLEDGE | 1. Console commands

|REQUIRED | 2. Top Secret administration

Fmmm————— o +
| ACCESS | 1. Console authority

|REQUIRED | 2. TSS administrative authority

Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkkhkkkkkkkx*x

* STEPS TO PERFORM *

khkkhkkhkhkhkhkkhkhkhkkhkhkhkkhkkhkhkkkhkhkkkkhkkkx

1. LLA REFRESH and restart CA Top Secret with TSS,,,REINIT
) -




CA Top Secret Security for z/0OS 16.0
CA RS 2006 - PTF S012989 Details

Service
5012989

Details
S012989 M.C.S. ENTRIES = ++PTF (S012989)

ALLOW USER-DEFINED FDT FIELDS TO BE ASSIGNED TO GROUP ACIDS

ENHANCEMENT DESCRIPTION:

Normally FDT fields cannot be assigned to GROUP type ACIDs because the field
contents will not be returned from RACROUTE REQUEST=EXTRACT calls. Some
clients have requested the ability to assign user-defined fields to GROUP
acids for reporting purposes. In that case the field content is only visible
in TSS LIST output.

This maintenance will allow all user-defined fields to be assigned to GROUP
type acids.

PRODUCT (S) AFFECTED:

CA Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 10374

Copyright (C) 2020 CA. All rights reserved. R00919-TSS160-SP1

DESC (ALLOW USER-DEFINED FDT FIELDS TO BE ASSIGNED TO GROUP ACIDS) .
++VER (Z038)

FMID (CAKOGOO)

PRE ( RO84794 R086945 R092696 R094913 R095454 R096977
R097114 R097892 R098297 R098716 R099167 R099320
R099512 R099690 S000816 S001069 S001630 S001788
S004066 S005264 S006391 S006621 S006929 S007542
S007913 S008923 S010685 S011904 S012318 )

SUP ( AR93059 AR94686 AS07542 AS08923 R079659 R085956
R090186 R091707 R093059 R094686 R095244 R098365
R099952 S001085 S005401 S007748 S007855 S007931
S008205 S010845 S011941 ST01085 ST05401 ST06618
ST06968 ST06989 ST07654 ST07739 ST07748 ST07850
ST07855 ST07931 ST08205 ST08910 ST09038 ST10111
ST10845 ST11936 ST11941 ST12989 TR79659 TR85956
TR90186 TR91707 TR93059 TR94686 TR95191 TR95244
TR98365 TR99952 )

++HOLD (S012989) SYSTEM FMID (CAKOGOO)

REASON (DOC ) DATE (20133)

COMMENT (

o - +
| CA Top Secret for z/0S Version 16.0 |
o - +
khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkhkkkhkkhkkhkhkkxkx

* PUBLICATION *

khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkhrkhkkkkhkkhkkhkhkhxxkx

The TSS ADD command will now also allow for the specification of
user-defined fields to GROUP type acids. This specification is
only valid for site documentation as the field data will not be
extractable through any RACROUTE calls.

) -

++HOLD (S012989) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (20133)

COMMENT (

| CA Top Secret for z/0S Version 16.0 |

Fmmm————— o +

10



CA Top Secret Security for z/OS 16.0
CA RS 2006 - PTF SO12989 Details

Service

Details
| SEQUENCE | After Apply |
Fmmm————— o +
| PURPOSE | Activate changes without IPL
Fmmm————— o +
| USERS | All wishing to add user-defined fields to GROUP type |
|AFFECTED | acids. |
Fmmm————— o +
| KNOWLEDGE | TSS administrative commands
|REQUIRED | z/0S Operator Commands
Fmmm————— o +
| ACCESS | TSS administrative command authority
|REQUIRED | z/0S Operator command authority
Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxkx

* STEPS

TO

PERFORM *

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkhkkkkxx

LLA REFRESH and restart CA Top Secret

) -

11



CA Top Secret Security for z/0OS 16.0
CA RS 2006 - PTF SO13014 Details

Service
5013014

Details
S013014 M.C.S. ENTRIES = ++PTF (S013014)

TSS MODIFY (RPW(LIST)) FAILS WITH TSS9079E

PROBLEM DESCRIPTION:

After applying fix S011001, issuing a TSS MODIFY (RPW(LIST)) fails.
SYMPTOMS :

TSS9079E INVALID DATA

TSS9076I CURRENT OPTION IS <(LIST)>

TSS0301I MODIFY FUNCTION FAILED, RETURN CODE = 8

IMPACT:

The command issuer cannot see what is in the Restricted Password List.
CIRCUMVENTION:

Look in your 'SYSx.PARMLIB (TSSPRMxx)' for RPW(ADD,XXXX) entries,

where XXXX specifies the password added to the list.

PRODUCT (S) AFFECTED:

CA Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 10379

Copyright (C) 2020 CA. All rights reserved. R00922-TSS160-SP1

DESC (TSS MODIFY (RPW(LIST)) FAILS WITH TSS9079E) .
++VER (Z038)

FMID (CAKOGOO)

PRE ( RO80995 R082138 R083157 R084470 R084794 R085843
R0O86945 R0O87918 R088415 R088932 R089334 R092696
R093298 R095026 R096977 R098232 R098297 R098716
R099320 S000140 S001069 S005264 S006599 S006816
5008182 S008881 S011904 S012760 )

SUP ( AS08182 AS12760 R0O89682 R095424 S004576 S011001
S011907 S012129 ST04345 ST04530 ST04576 ST05681
ST06421 ST06648 ST06701 ST10585 ST11001 ST11676
ST11907 ST12129 ST13013 ST13014 TR84431 TR89682
TR95424 )

++HOLD (S013014) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (20134)

COMMENT (
- +
| CA Top Secret for z/0S Version 16.0 |
o e +
| SEQUENCE | After Apply |
o e +
| PURPOSE | Load module into LLA and activate

o e +
| USERS | A1l |
|AFFECTED | |
o e +

| KNOWLEDGE | 1. Console commands

|REQUIRED | 2. Top Secret administration

Fmmm————— o +
| ACCESS | 1. Console authority

|REQUIRED | 2. TSS administrative authority

Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxkx

* STEPS TO PERFORM *

12



CA Top Secret Security for z/0OS 16.0
CA RS 2006 - PTF SO13014 Details

khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkhkhkkkkkkkx*x

1. LLA REFRESH and restart CA Top Secret with TSS,,,REINIT
).

13



CA Top Secret Security for z/0OS 16.0
CA RS 2006 - PTF SO13099 Details

Service
5013099

Details
S013099 M.C.S. ENTRIES = ++PTF (S013099)

GENCERT FAILS WITH TSS0470E WHEN SIGNER HAS LARGE SDN

PROBLEM DESCRIPTION:

TSS GENCERT with SIGNWITH fails with TSS0470E CERTIFICATE NOT FOUND FOR
SPECIFIED SIGNWITH when the size of the certificate and Subject
Distinguished Name (SDN) is greater than 3614.

SYMPTOMS :

TSS0470E CERTIFICATE NOT FOUND FOR SPECIFIED SIGNWITH

IMPACT:

GENCERT command fails.

CIRCUMVENTION:

None.

PRODUCT (S) AFFECTED:

CA Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 10381

Copyright (C) 2020 CA. All rights reserved. R00926-TSS160-SP1

DESC (GENCERT FAILS WITH TSS0470E WHEN SIGNER HAS LARGE SDN) .
++VER (Z038)

FMID (CAKOGOO)

SUP ( ST13099 )

++HOLD (S013099) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (20150)

COMMENT (

o - +
| CA Top Secret for z/0S Version 16.0 |
Fmmm————— o +
| SEQUENCE | After Apply |
Fmmm————— o +
| PURPOSE | Correct GENCERT error

Fmmm————— o +
| USERS | All |
|AFFECTED | |
Fmmm————— o +

| KNOWLEDGE | 1. Console commands

|REQUIRED | 2. Top Secret administration

Fmmm————— o +
| ACCESS | 1. Console authority

|REQUIRED | 2. TSS administrative authority

Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkhkhkkkkkkkxx

* STEPS TO PERFORM *

khkkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkhkhkkkkkkkx*x
Apply apar, refresh LLA, restart TSS.
) -

14



CA Top Secret Security for z/0OS 16.0
CA RS 2006 - PTF SO13110 Details

Service
5013110

Details
S013110 M.C.S. ENTRIES = ++PTF (S013110)

MAKEFSP FOR SYMLINK FUNCTION GETS RC 8/4/8

PROBLEM DESCRIPTION:

The makeFSP callable service fails with return codes 8/4/8 when
processing a symlink function when the parent directory

has an access control list (ACL).

SYMPTOMS :

A setfacl command fails with:

In: FSUM6245 link to target "xxx" failed: EDC5111I

Permission denied.

TSSOERPT report shows a makeFSP event with function

symlink and codes 8/4/8.

IMPACT:

The invoker of makeFSP callable service is unable to create a symbolic
link when the parent directory has an ACL.

CIRCUMVENTION:

None

PRODUCT (S) AFFECTED:

CA Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 10382

Copyright (C) 2020 CA. All rights reserved. R00927-TSS160-SP1

DESC (MAKEFSP FOR SYMLINK FUNCTION GETS RC 8/4/8).
++VER (Z038)

FMID (CAKOGOO)

PRE ( R095981 )

SUP ( R0O80142 ST13110 TR80142 )

++HOLD (S013110) SYSTEM FMID (CAKOGOO)

REASON (DYNACT ) DATE (20142)

COMMENT (

o +
| CA Top Secret for z/0S Version 16.0 |
ittt e +
| SEQUENCE | After Apply |
ittt e +
| PURPOSE | Activate change without IPL

ittt e +
| USERS | All users with ACLs

|AFFECTED | |
ittt e +

| KNOWLEDGE | Operator commands |

|REQUIRED | |
Fmmm————— o +
| ACCESS | z/0S Operator console

|REQUIRED | |
Fmmm————— o +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkkkxkx

* STEPS TO PERFORM *
khkkhkkhkhkhkhkkhkhkhkkhkhkhkkhkkhkhkkhkkhkhkkkhkkhkkkx

1. LLA Refresh

2. Execute console command 'F TSS,REFRESH (SAFOEDRV) '
) -
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CA Top Secret Security for z/0OS 16.0
CA RS 2006 - PTF SO13290 Details

Service
5013290

Details
S013290 M.C.S. ENTRIES = ++PTF (S013290)

PROVIDE TSSSASEC SAMPLE FOR Z/OSMF SECURITY CONFIG ASSISTANT

ENHANCEMENT DESCRIPTION:

This enhancement provides the new CAKOJCLO member TSSSASEC. It contains the
model CA Top Secret security definitions for authorizing a user ACID to a
variety of SERVER (BBG.SECCLASS.XXXXXXXX) resources required to use the
z/0SMF Security Configuration Assistant.

PRODUCT (S) AFFECTED:

CA Top Secret for z/0S Version 16.0
Related Problem:

TSSMVS 10386

Copyright (C) 2020 CA. All rights reserved. R00933-TSS160-SP1

DESC (PROVIDE TSSSASEC SAMPLE FOR Z/OSMF SECURITY CONFIG ASSISTANT) .
++VER (Z038)

FMID (CAKOGOO)

SUP ( ST13290 )

++HOLD (S013290) SYSTEM FMID (CAKOGOO)

REASON (DOC ) DATE (20143)

COMMENT (

et Tttt L e +
| CA Top Secret for z/0S Version 16.0 |
et Tttt L e +

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhrkhkhkkkhkkhkkhkkkxkx

* PUBLICATION *

khkkkhkkhkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkkhkkhkhkkxxkx

This enhancement provides the new CAKOJCLO member TSSSASEC. It
contains the model CA Top Secret security definitions for authorizing
a user ACID to a variety of SERVER (BBG.SECCLASS.XXXXXXXX) resources
required to use the z/0OSMF Security Configuration Assistant.

) -

MCS SO012162 STARTS ON PAGE 0002
MCS 5012931 STARTS ON PAGE 0003
MCS 5012940 STARTS ON PAGE 0004
MCS 5012947 STARTS ON PAGE 0006
MCS 5012965 STARTS ON PAGE 0007
MCS 5012989 STARTS ON PAGE 0009
MCS S013014 STARTS ON PAGE 0010
MCS S013099 STARTS ON PAGE 0012
MCS S013110 STARTS ON PAGE 0013

MCS S013290 STARTS ON PAGE 0014
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CA RS 2006 Product/Component Listing

Security CA TOP SECRET FOR Z/0S 16.00.00

The CA RS 2006 Product/Component Count for this release is 1



CA Top Secret Security for z/OS 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

CAR2006 S013290 CAKOGOO
S013110 CAKOGOO
S013099 CAKOGOO
S013014 CAKOGOO
5012989 CAKOGOO
S012965 CAKOGOO
5012947 CAKOGOO
5012940 CAKOGOO
S012931 CAKOGOO
S012162 CAKOGOO

CAR2005 S012923 CAKOGOO
S012760 CAKOGOO
S012752 CAKOGOO
S012533 CAKOGOO
S012531 CAKOGOO
S012436 CAKOGOO
S012319 CAKOGOO
5012318 CAKOGOO
S012038 CAKOGOO
S008772 CAKOGO1

CAR2004 S012408 CAKOGOO
S012296 CAKOGOO
SO012161 CAKOGOO
5012129 CAKOGOO
5012118 CAKOGOO
S012039 CAKOGOO
S011952 CAKOGO2

CAR2003 S011984 CAKOGOO
S011958 CAKOGOO
S011941 CAKOGOO
S011937 CAKOGOO
S011907 CAKOGOO
S011904 CAKOGOO
5011889 CAKOGOO
S011310 CAKOGOO
S010757 CAKOGOO

CAR2002 S011656 CAKOGOO
S011504 CAKOGOO
5011478 CAKOGOO
S011429 CAKOGOO
S011410 CAKOGOO
S011357 CAKOGOO
S011115 CAKOGO1
S010700 CAKOGO1

CAR2001 S011311 CAKOGOO
S011307 CAKOGOO
S011233 CAKOGOO



CA Top Secret Security for z/OS 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

S011151 CAKOGOO
S011146 CAKOGOO
S011140 CAKOGOO
5011041 CAKOGOO
S011001 CAKOGOO
S010778 CAKOGOO
5010486 CAKOGO1
5010485 CAKOGOO
CAR1912 S010968 CAKOGOO
S010967 CAKOGOO
S010890 CAKOGOO
5010845 CAKOGOO
S010823 CAKOGOO
S010745 CAKOGOO
S010685 CAKOGOO
S010635 CAKOGOO
5010483 CAKOGO1
5010482 CAKOGOO
S006017 CAKOGO1
CAR1911 S010461 CAKOGOO
S010383 CAKOGOO
S010311 CAKOGOO
S009909 CAKOGO1
S009529 CAKOGOO
5008881 CAKOGOO
S008053 CAKOGOO
CAR1910 S009774 CAKOGOO
5009286 CAKOGOO
CAR1909 S009829 CAKOGOO
S009635 CAKOGOO
S009634 CAKOGOO
S008125 CAKOGOO
S006782 CAKOGOO
CAR1908 S009073 CAKOGOO
S008996 CAKOGO1
S008736 CAKOGOO
S008650 CAKOGOO
S008611 CAKOGOO
S008343 CAKOGOO
CAR1907 S008923 CAKOGOO
S008909 CAKOGOO
S008791 CAKOGOO
S008601 CAKOGOO
S008490 CAKOGOO
S008205 CAKOGOO
CAR1906 S008399 CAKOGOO
S008306 CAKOGOO



CA Top Secret Security for z/OS 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

5008271 CAKOGOO
5008245 CAKOGOO
S008200 CAKOGOO
5008188 CAKOGOO
5008182 CAKOGOO
S008164 CAKOGO1
S008054 CAKOGOO
CAR1905 S008150 CAKOGO1
S008092 CAKOGOO
S008024 CAKOGOO
S008020 CAKOGOO
S007990 CAKOGOO
S007966 CAKOGOO
S007938 CAKOGOO
S007931 CAKOGOO
S007913 CAKOGOO
S007855 CAKOGOO
S007479 CAKOGO1
S007478 CAKOGOO
S007360 CAKOGOO
CAR1904 S007748 CAKOGOO
S007738 CAKOGOO
S007652 CAKOGOO
S007587 CAKOGOO
S007582 CAKOGOO
S007581 CAKOGOO
S007547 CAKOGOO
S007542 CAKOGOO
S007497 CAKOGOO
S007485 CAKOGOO
S007199 CAKOGOO
S007161 CAKOGOO
S007159 CAKOGO1
S007137 CAKOGOO
S006964 CAKOGOO
S006888 CAKOGOO
CAR1903 S007314 CAKOGOO
S007261 CAKOGOO
S007052 CAKOGOO
S006816 CAKOGOO
S006813 CAKOGOO
CAR1902 S007044 CAKOGOO
S006966 CAKOGOO
S006929 CAKOGOO
S006885 CAKOGO1
S006832 CAKOGOO
S006830 CAKOGOO



CA Top Secret Security for z/OS 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

S006775 CAKOGOO
S006741 CAKOGOO
S006640 CAKOGOO
S006140 CAKOGOO
S005824 CAKOGOO
S005769 CAKOGOO
5005224 CAKOGOO
S000395 CAKOGOO
S000226 CAKOGOO
CAR1901 S006621 CAKOGOO
S006616 CAKOGOO
S006599 CAKOGOO
S006548 CAKOGOO
S006175 CAKOGOO
S005546 CAKOGO1
S005545 CAKOGOO
R0O85987 CAKOGOO
R083213 CAKOGOO
R082305 CAKOGOO
R0O81855 CAKOGOO
R0O81160 CAKOGOO
R0O79885 CAKOGOO
CAR1812 S006391 CAKOGOO
S006348 CAKOGOO
S005970 CAKOGOO
S005587 CAKOGO1
S005586 CAKOGOO
CAR1811 S005859 CAKOGOO
S005801 CAKOGOO
S005724 CAKOGOO
S005697 CAKOGOO
S005615 CAKOGOO
S005608 CAKOGOO
S005421 CAKOGOO
S005414 CAKOGOO
S005401 CAKOGOO
S005128 CAKOGO1
S003835 CAKOGOO
R098948 CAKOGOO
R0O85956 CAKOGOO
R0O85935 CAKOGOO
R082900 CAKOGOO
R0O79659 CAKOGOO
CAR1810 S005559 CAKOGOO
S005489 CAKOGOO
S005395 CAKOGO2
S005394 CAKOGOO



CA Top Secret Security for z/OS 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

S005264 CAKOGOO
S005255 CAKOGOO
S005250 CAKOGOO
S005230 CAKOGOO
S005207 CAKOGOO
S004851 CAKOGOO
S004682 CAKOGOO
S000278 CAKOGO1
R098341 CAKOGOO
CAR1809 S005160 CAKOGOO
S005062 CAKOGOO
S005028 CAKOGOO
S004996 CAKOGOO
S004966 CAKOGOO
S004964 CAKOGOO
S004936 CAKOGOO
5004881 CAKOGOO
S004576 CAKOGOO
S004240 CAKOGOO
S004144 CAKOGOO
CAR1808 S004627 CAKOGOO
S004540 CAKOGOO
S004444 CAKOGOO
S004391 CAKOGOO
S004371 CAKOGOO
S004368 CAKOGOO
5004082 CAKOGOO
S004066 CAKOGOO
S003961 CAKOGOO
S003829 CAKOGOO
S003685 CAKOGOO
S003659 CAKOGOO
S001945 CAKOGOO
S001126 CAKOGOO
S000242 CAKOGOO
CAR1807 S004109 CAKOGOO
S004024 CAKOGOO
S003993 CAKOGOO
S003864 CAKOGOO
S003858 CAKOGOO
S003596 CAKOGOO
5001788 CAKOGOO
S001743 CAKOGOO
S001525 CAKOGOO
CAR1806 S003648 CAKOGOO
S001968 CAKOGOO
5001882 CAKOGOO



CA Top Secret Security for z/OS 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

S001741 CAKOGOO
S001735 CAKOGOO
S001689 CAKOGOO
S001631 CAKOGOO
S001630 CAKOGOO
S001570 CAKOGOO
CAR1805 S001513 CAKOGOO
S001509 CAKOGOO
5001489 CAKOGOO
S001355 CAKOGOO
5001285 CAKOGOO
5001267 CAKOGOO
S001265 CAKOGOO
S001198 CAKOGOO
S001008 CAKOGOO
S000861 CAKOGOO
S000468 CAKOGOO
S000279 CAKOGOO
R099747 CAKOGOO
R098984 CAKOGOO
CAR1804 S001123 CAKOGOO
5001085 CAKOGOO
S001069 CAKOGOO
S000973 CAKOGO1
S000934 CAKOGOO
S000816 CAKOGOO
S000773 CAKOGOO
S000713 CAKOGOO
S000316 CAKOGOO
CAR1803 S000387 CAKOGOO
S000365 CAKOGOO
S000262 CAKOGOO
S000254 CAKOGOO
S000250 CAKOGOO
S000249 CAKOGOO
S000170 CAKOGOO
S000140 CAKOGOO
S000139 CAKOGOO
S000092 CAKOGOO
S000039 CAKOGO1
R099952 CAKOGOO
R099844 CAKOGOO
R099694 CAKOGOO
R099650 CAKOGOO
R098925 CAKOGOO
R098826 CAKOGOO
CAR1802 S000169 CAKOGO1



CA Top Secret Security for z/OS 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

S000168 CAKOGOO
S000132 CAKOGOO
S000082 CAKOGOO
S000049 CAKOGOO
R099939 CAKOGOO
R099736 CAKOGO1
R099645 CAKOGOO
R099610 CAKOGOO
R099576 CAKOGOO
R099396 CAKOGOO
R098940 CAKOGOO
R098773 CAKOGOO
R098733 CAKOGOO
R098492 CAKOGO1
R0O97905 CAKOGOO
CAR1801 R099690 CAKOGOO
R099512 CAKOGOO
R099484 CAKOGOO
R099394 CAKOGOO
R099320 CAKOGOO
R099095 CAKOGOO
R099091 CAKOGOO
R0O99005 CAKOGOO
R098361 CAKOGOO
R097776 CAKOGOO
CAR1712 R099287 CAKOGOO
R099167 CAKOGOO
R098943 CAKOGOO
R098852 CAKOGOO
R098804 CAKOGOO
R098757 CAKOGOO
R098395 CAKOGOO
R098011 CAKOGOO
R094537 CAKOGOO
CAR1711 R098795 CAKOGOO
R098734 CAKOGO3
R098716 CAKOGOO
R098634 CAKOGO3
R098458 CAKOGOO
R098455 CAKOGOO
R098437 CAKOGO2
R098394 CAKOGOO
R098390 CAKOGOO
R098389 CAKOGOO
R098365 CAKOGOO
R098358 CAKOGOO
R098297 CAKOGOO



CA Top Secret Security for z/OS 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

R097411 CAKOGOO
R094019 CAKOGO2
R094018 CAKOGOO
CAR1710 R098232 CAKOGOO
R098051 CAKOGOO
R097899 CAKOGOO
R097892 CAKOGOO
R097832 CAKOGOO
R097814 CAKOGOO
R097809 CAKOGOO
R097746 CAKOGOO
R097567 CAKOGOO
R097504 CAKOGO2
R097390 CAKOGOO
R097372 CAKOGO1
R097371 CAKOGOO
R091062 CAKOGOO
CAR1709 R097317 CAKOGOO
R097257 CAKOGOO
R097114 CAKOGOO
R0O97009 CAKOGOO
CAR1708 R097041 CAKOGOO
R096998 CAKOGOO
R096977 CAKOGOO
R096857 CAKOGOO
R096670 CAKOGOO
R096542 CAKOGOO
R096225 CAKOGOO
R096135 CAKOGO1
R095752 CAKOGOO
R094449 CAKOGOO
R094015 CAKOGOO
R091735 CAKOGOO
R091733 CAKOGO1
CAR1707 R096696 CAKOGOO
R096321 CAKOGOO
R096125 CAKOGOO
R096103 CAKOGOO
R096081 CAKOGOO
CAR1706 R096001 CAKOGOO
R095981 CAKOGOO
R095938 CAKOGOO
R095857 CAKOGOO
R095818 CAKOGOO
R0O95793 CAKOGOO
R095454 CAKOGOO
R095428 CAKOGOO



CA Top Secret Security for z/OS 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

R095424 CAKOGOO
R092920 CAKOGOO
CAR1705 R095692 CAKOGOO
R095291 CAKOGOO
R095244 CAKOGOO
R095201 CAKOGOO
R0O95061 CAKOGOO
R0O88301 CAKOGOO
CAR1704 R095026 CAKOGOO
R094971 CAKOGOO
R094913 CAKOGOO
R094909 CAKOGOO
R094718 CAKOGOO
R094686 CAKOGOO
R094168 CAKOGOO
R093932 CAKOGOO
CAR1703 R094517 CAKOGOO
R094383 CAKOGOO
R094298 CAKOGOO
R094101 CAKOGOO
R093840 CAKOGOO
CAR1702 R093979 CAKOGOO
R093757 CAKOGOO
R093744 CAKOGOO
R093398 CAKOGOO
CAR1701 R093171 CAKOGOO
R092888 CAKOGOO
R092584 CAKOGOO
CAR1612 R093298 CAKOGOO
R0O93059 CAKOGOO
R092967 CAKOGOO
R092772 CAKOGO1
R092771 CAKOGOO
R092742 CAKOGOO
R092581 CAKOGOO
R092412 CAKOGOO
R092198 CAKOGO1
R092092 CAKOGOO
R092039 CAKOGOO
CAR1611 R092854 CAKOGOO
R092811 CAKOGOO
R092809 CAKOGOO
R092808 CAKOGOO
R092696 CAKOGOO
R092675 CAKOGOO
R092619 CAKOGOO
R092560 CAKOGOO



CA Top Secret Security for z/OS 16.0
All CA RS Levels Service List

CARS
Level | Service | FMID

R092502 CAKOGOO
R091873 CAKOGOO
R091186 CAKOGOO
R0O88880 CAKOGOO
CAR1610 R091454 CAKOGOO
R091447 CAKOGOO
CAR1609 R091707 CAKOGOO
R091702 CAKOGOO
R091603 CAKOGOO
R091469 CAKOGOO
R091248 CAKOGOO
R091172 CAKOGOO
R090979 CAKOGO1
R090633 CAKOGOO
CAR1608 R091002 CAKOGOO
R0O90784 CAKOGOO
R090627 CAKOGOO
R090626 CAKOGOO
R090186 CAKOGOO
R0O89750 CAKOGOO
R0O88433 CAKOGO1
R0O86556 CAKOGOO
CAR1607 R090358 CAKOGOO
R0O90317 CAKOGOO
R090165 CAKOGOO
R0O89936 CAKOGOO
R089828 CAKOGOO
CAR1606 R090184 CAKOGO1
R0O90069 CAKOGOO
R0O89965 CAKOGOO
R0O89889 CAKOGOO
R089888 CAKOGOO
R0O89682 CAKOGOO
R0O89668 CAKOGOO
R089233 CAKOGOO
CAR1605 R089361 CAKOGOO
R0O89334 CAKOGOO
R089210 CAKOGOO
R089203 CAKOGOO
CAR1604 R088969 CAKOGO2
R0O88968 CAKOGOO
R0O88932 CAKOGOO
R0O88848 CAKOGOO
R0O88796 CAKOGOO
R0O88651 CAKOGOO
R0O88603 CAKOGOO
R0O88551 CAKOGOO



CA Top Secret Security for z/0OS 16.0
All CA RS Levels Service List

CA RS
Level Service | FMID

R0O88473 CAKOGOO
R0O88415 CAKOGOO
R0O87918 CAKOGOO
R0O87883 CAKOGOO
RO87515 CAKOGOO
CAR1603 R088130 CAKOGOO
RO87961 CAKOGO1
RO87881 CAKOGOO
RO87875 CAKOGOO
R0O87826 CAKOGOO
CAR1602 RO087827 CAKOGOO
RO87738 CAKOGOO
RO87735 CAKOGOO
R0O86945 CAKOGOO
R0O86559 CAKOGOO
R0O86552 CAKOGOO
R086294 CAKOGOO
R0O85890 CAKOGOO
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