CA MOI S390X (Z/LINUX) 2.0
CA RS 2005 Service List

5012746 RESTRICTING ROOT ACCESS PTF

S012747 RESTRICTING ROOT ACCESS PTF

The CA RS 2005 service count for this release is 2



CA MOI S390X (Z/LINUX)
CA RS 2005 Service List for CFGE200

CFGE200 5012746 RESTRICTING ROOT ACCESS PT

The CA RS 2005 service count for this FMID is 1



CA MOI S390X (Z/LINUX)
CA RS 2005 Service List for CFGE201

CFGE201 5012747 RESTRICTING ROOT ACCESS PT

The CA RS 2005 service count for this FMID is 1



CA MOI S390X (Z/LINUX) 2.0
CA RS 2005 - PTF S0O12746 Details

Service
5012746

Details
S012746  M.C.S. ENTRIES = ++PTF (S012746)

RESTRICTING ROOT ACCESS

PROBLEM DESCRIPTION:

The root user currently has uncontrolled access to the appliance.
Based on ARB recommendation, root user should not have direct
access to the moi appliance using SSH.

ENHANCEMENT DESCRIPTION:

This change will remove the root user access to SSH into the
appliance as well as giving the admin user sudo access
PRODUCT (S) AFFECTED:

Z2L Mainframe Operational Intelligence

Related Problem:

Z2L 102

Copyright (C) 2020 CA. All rights reserved. R00029-Z2L020-SP1

DESC (RESTRICTING ROOT ACCESS) .
++VER (Z038)

FMID (CFGE200)

PRE ( R099140 )

SUP ( ST12744 ST12746 )

++IF FMID(CFGE201) REQ(S012747 )
++IF FMID (CFGE202) REQ(S012748 )




CA MOI S390X (Z/LINUX) 2.0
CA RS 2005 - PTF S0O12747 Details

Service
5012747

Details
S012747 M.C.S. ENTRIES = ++PTF (S012747)

RESTRICTING ROOT ACCESS

PROBLEM DESCRIPTION:

The root user currently has uncontrolled access to the appliance.
Based on ARB recommendation, root user should not have direct
access to the moi appliance using SSH.

ENHANCEMENT DESCRIPTION:

This change will remove the root user access to SSH into the
appliance as well as giving the admin user sudo access
PRODUCT (S) AFFECTED:

Z2L Mainframe Operational Intelligence

Related Problem:

Z2L 102

Copyright (C) 2020 CA. All rights reserved. R00029-Z2L020-SP1

DESC (RESTRICTING ROOT ACCESS) .

++VER (Z038)

FMID (CFGE201)

PRE ( RO98717 R099141 S000517 S006135 )

SUP ( RO97855 ST03807 ST05968 ST12747 TR97855 )
++IF FMID (CFGE202) REQ(S012748 )

++IF FMID (CFGE200) REQ(S012746 )

BINARY

LINK('../apps.s390x.iso")

PARM (PATHMODE (0,7,7,5))

MCS S012746 STARTS ON PAGE 0002
MCS S012747 STARTS ON PAGE 0002




CA MOI S390X (Z/LINUX) 2.0 6
CA RS 2005 Product/Component Listing

Systems Management MF OPERATIONAL INTELLIGENCE PLATFORM (BASE) 02.00.00

The CA RS 2005 Product/Component Count for this release is 1



CA MOI S390X (Z/LINUX) 2.0
All CA RS Levels Service List

CA RS
Level Service | FMID

CAR2005 S012747 CFGE201
S012746 CFGE200
CAR2002 S011709 CFGE200
CAR1911 S010464 CFGE200
CAR1908 S009250 CFGE200
CAR1906 S008524 CFGE200
S007343 CFGE200
CAR1904 S006991 CFGE200
CAR1903 S007514 CFGE200
CAR1812 S006135 CFGE201
S006134 CFGE200
CAR1807 S004142 CFGE200
S001908 CFGE200
CAR1803 S000516 CFGE200
R099141 CFGE201
R099140 CFGE200
R098717 CFGE201
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