Compliance Event Manager 6.0
CA RS 1911 Service List

S010112 SMF EVENT ENHANCEMENT PTF
S010140 CA COWPLI ANCE EVENT MANAGER TOMCAT 9.0 VULNERABI LI TY UPGRADE PTF

The CA RS 1911 service count for this release is 2



Compliance Event Manager
CA RS 1911 Service List for CCEM600

FHID

CCEMB00 SO10112  SMF EVENT ENHANCENENT PTF
SO10140  CA COMPLI ANCE EVENT MANAGER TOMCAT 9.0 VULNERABI LI TY UPGRADE PTF

The CA RS 1911 service count for this FMDis 2



Compliance Event Manager 6.0
CA RS 1911 - PTF S0O10112 Details

Service
SO10112

Details
SO10112 M C. S. ENTRIES = ++PTF (SOL0112)

SMF EVENT ENHANCEMENT

ENHANCEMENT DESCRI PTI ON:

Thi s mai ntenance adds the follow ng features:

- Enhance the USS File System SMF events - Ability to filter on nount node
- Addition of TCPIP Connection SMF events.

- Ability to Copy Repository Configurations in the GU

- Credential Type Test Condition for Sign On Events

- Caching for searches run in the GU

- Upgraded Third-Party Software Conponent - |odash 4.17.4
PRODUCT(S) AFFECTED:

CA Conpl i ance Event Manager

Rel at ed Probl em

CEVM 142

Copyright (C 2019 CA. Al rights reserved. R00117- CEMD60- SP1

DESC( SMF EVENT ENHANCEMENT) .

++VER (Z038)

FM D ( CCEMB0O)

PRE ( RO93955 R094299 ROD4481 RO95234 ROO6808 RO97117
ROO7563 RO97806 RC99004 ROP9364 ROI9900 SCD0971
SOD1341 SC01442 SC01464 SCD1523 SC01579 SC01786
SOD4214 SC04400 SC04651 SCD4778 SC04968 SC05263
SOD5403 SC05780 SC06108 SC06184 SC07336 SCO7764
SOD7773 SC07933 SC08290 SCD8567 SC09212 SC09251
SOD9259 SC09475 SC09713 SC09750 SC09872 SOLOL40 )
SUP ( ST07311 ST10112 TR96615 )

++HOLD (SOL0112) SYSTEM FM D( CCEMG00)

REASON (ACTION )  DATE (19296)

COMMVENT (

o +
| CA Conpl i ance Event Manager Version 6.0 |
Fomm e e ot m e e e e e e e e e e e e e e e e e e e e e e e e e e mmmee——aoo +
| SEQUENCE | Both before Apply and after Apply |
Fomm e e ot m e e e e e e e e e e e e e e e e e e e e e e e e e e mmmee——aoo +
| PURPOSE | Enhancenent to add SMF events. |
Fomm e e ot m e e e e e e e e e e e e e e e e e e e e e e e e e e mmmee——aoo +
| USERS | Conpliance Event Manager users needing to capture USS |
| AFFECTED | Filesystemor TCPIP events. |
Fomm e e ot m e e e e e e e e e e e e e e e e e e e e e e e e e e mmmee——aoo +

| KNOALEDGE | SMP/ E |
| REQUI RED | Systens Progranm ng |

| ACCESS | CA Conpliance Event Manager Installation Libraries. |
| REQUI RED | |

kkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkkk*x

* STEPS TO PERFORM *

kkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkhkkkkkkkkk*x

Bef ore appl yi ng the APAR

A. Shutdown the CEMETOM started task.

After applying the APAR

A. If none of the installation, deploynent, custom zation and
configuration steps have been conpleted, no special action is
needed. You can proceed with those steps.

B. If an installation depl oyment was done:

1. If desired, make a backup copy of the runtinme libraries.

2. Deploy the updated SMPE target libraries to your runtine
dat aset names.

3. Refer to the 'Deploy Product Mintenance' section in the
Conpl i ance Event Manager docunentation for assistance.

C. Restart the CEMETOM started task

D. Issue the following console conmand to rel oad the ECAOOU36 nodul e:




Compliance Event Manager 6.0
CA RS 1911 - PTF S0O10112 Details

Service

Details
F CEMERTR, RELOAD ECA00UB6
where CEMERTR is the name of your CEMrouter task.
E. Restart the CEMIistener tasks.
*NOTE* If you are using credential type test condition enhancenent,
this requires the foll ow ng PTFs depending on the ESM runni ng:
ACF2: S001563
Top Secret: S009286
).
PARM PATHMODE( O, 7, 7, 5))
SHSCRI PT( CEMETOVS, POST)




Compliance Event Manager 6.0
CA RS 1911 - PTF S010140 Details

Service
S010140

Details
S010140 M C. S. ENTRIES = ++PTF (S0L0140)

CA COWVPLI ANCE EVENT MANAGER TOMCAT 9.0 VULNERABI LI TY UPGRADE

PROBLEM DESCRI PTI ON:

Thi s mai nt enance upgrades the CA Conpliance Event Manager Tontat to version
9.0, as well as other third party conponents. Updated conponents are:
Tontat 9.0.14

j ackson-dat abind 2.9.8

j ackson-annotation 2.9.8

SYMPTOVES:

N A

| MPACT:

Vul nerabilities in toncat and ot her conponents.

Cl RCUMVENTI ON:

N A

PRODUCT( S) AFFECTED:

CA Conpl i ance Event Manager Version 6.0
Rel at ed Probl em

CEVM 146

Copyright (C) 2019 CA. Al rights reserved. R00118- CEMD60- SP1

DESC( CA COVPLI ANCE EVENT MANAGER TOMCAT 9.0 VULNERABI LI TY UPGRADE).
++VER (Z038)

FM D ( CCEMB0O)

PRE ( RO93245 R093955 RO93976 RO95234 RO97117 RO99129

RO09364 SC01341 SCD1464 SC01523 SC01579 SCD4400

SOD4778 SC06184 SC07773 SC08567 SC09872 )

SUP ( ST10140 )

++HOLD (' SOL0140) SYSTEM FM D( CCEMB00)

REASON (DYNACT )  DATE (19277)

COMMVENT (

o +
| CA Conpl i ance Event Manager Version 6.0 |
Fomm e e ot m e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem—aoo +
| SEQUENCE | Both before Apply and after Apply |
Fomm e e ot m e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem—aoo +
| PURPOSE | Update CEM third party conponent nodul es. |
Fomm e e ot m e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem—aoo +
| USERS | Al users |
| AFFECTED | |
Fomm e e ot m e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem—aoo +

| KNOALEDGE | SMP/ E |
| REQUIRED | Product Installation. |
| | Product Depl oynent. |

| ACCESS | Access to the CEMinstallation/depl oynent | oad |
| REQURED | libraries. |

kkhkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkkk*x

* STEPS TO PERFORM *

kkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkkk*x

Bef ore appl yi ng the APAR

A. Shut down the CEMETOM started task.

After applying the APAR

A. If none of the installation, deploynent, custom zation and
configuration steps have been conpleted, no special action is
needed. You can proceed with those steps.

B. If an installation depl oyment was done:

1. If desired, make a backup copy of the runtinme libraries.

2. Deploy the updated SMPE target libraries to your runtine
dat aset names.

3. Refer to the 'Depl oy Product Mintenance' section in the
Conpl i ance Event Manager docunentation for assistance.

C. Restart the CEMETOM started task




Compliance Event Manager 6.0
CA RS 1911 - PTF S010140 Details

Service

Details
*NOTE* Wth this maintenance, the default depl oynent method of the CEM
web application files has been nodified. Previously synbolic
links were used to link the target SMP USS directory files to
the tontat/webapps directory. Now instead of |everaging synbolic
links, the maintenance going forward will copy the needed files
fromthe SMP directory to the webapps directory. |If your
depl oyrment process invol ves creating synmbolic links, you wll
need to account for this.
).
PARM PATHMODE( O, 7, 7, 5) )
SHSCRI PT( CEMETOMS, PCST)
PARM PATHMODE( O, 7, 7, 5) )
SHSCRI PT( CEMETOMS, PCST)
TEXT
LINK('../cemetons')
PARM PATHMODE( O, 7, 5, 5) , SHAREAS) .
MCS S010112 STARTS ON PAGE 0002
MCS S010140 STARTS ON PAGE 0003




Compliance Event Manager 6.0 7
CA RS 1911 Product/Component Listing

Security CA COWPLI ANCE EVENT MANAGER 06. 00. 00

The CA RS 1911 Product/ Conponent Count for this release is 1



Compliance Event Manager 6.0
All CA RS Levels Service List

TR | service| o
Level | Service | FMID
CAR1911 SO010140 CCEMB00
S010112 CCEMs00
CAR1910 SQ09872 CCEMb00
S009750 CCEMs00
S009686 CCEM500
S009475 CCEM00
S009433 CCEMs00
S009189 CCEMs00
S009098 CCEMs00
S007185 CCEMs00
CAR1909 S0Q09713 CCEMb00
CAR1908 S009349 CCEMb00
S009259 CCEMs00
S009251 CCEMs00
S009212 CCEMs00
S009127 CCEM500
S008987 CCEMs00
S008567 CCEMs00
S008290 CCEMs00
CAR1907 S0Q08400 CCEMb00
CAR1906 SOQ07933 CCEMb00
SQ07773 CCEM600
SO07764 CCEM600
SO07464 CCEM500
SO07336 CCEMs00
CAR1905 S008023 CCEMb00
SO07962 CCEMs00
CAR1904 SQ07611 CCEMb00
SO07462 CCEM600
SO07246 CCEM500
S005455 CCEMs00
CAR1903 S006184 CCEMb00
CAR1902 S006689 CCEMb00
S006607 CCEM500
S006260 CCEM500
S006108 CCEM500
S005927 CCEMs500
S005848 CCEMs00
S005262 CCEM500
S004429 CCEMs00
CAR1901 SOQ05780 CCEMb00
S005403 CCEMs00
S005263 CCEM500
CAR1812 S0Q04968 CCEMb00
S0Q04778 CCEM600
S004399 CCEMs00
S001860 CCEMs500
R™9634 CCEM500
RO98690 CCEM500
CAR1811 S0Q04400 CCEMb00
CAR1809 S004998 CCEMb00
S004920 CCEMs00
S001867 CCEM500
CAR1808 SQ04651 CCEMb00
S004214 CCEMs00



Compliance Event Manager 6.0
All CA RS Levels Service List

TRT | sevice | o |
Level | Service | FMID
CAR1807 S0Q01786 CCEMb00
S001579 CCEMs00
S001523 CCEMs00
S001464 CCEM500
S001442 CCEM600
S001341 CCEMs00
S000971 CCEMs00
RO99900 CCEM500
CAR1805 R(096988 CCEM00
CAR1804 R(M99364 CCEM00
CAR1803 R(O99004 CCEMb00
CAR1801 R(O99129 CCEMb00
RO97806 CCEMb00
CAR1712 RO98165 CCEMb00
RO7563 CCEM00
CAR1711 RO97117 CCEMB00
CAR1710 RO96808 CCEMb00
RO6796 CCEM600
RO5914 CCEM500
RO95318 CCEM500
RM5234 CCEM500
RO5120 CCEM500
RO94840 CCEM500
R(94808 CCEM00
R94481 CCEM500
RM4299 CCEM500
RO3976 CCEM00
RO3955 CCEM600
RO3570 CCEM500
RO93245 CCEM500
RO3241 CCEM500
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