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CA RS 1911 Service List

Service Description Type

SO10112 SMF EVENT ENHANCEMENT PTF

SO10140 CA COMPLIANCE EVENT MANAGER TOMCAT 9.0 VULNERABILITY UPGRADE PTF

The CA RS 1911 service count for this release is 2
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CA RS 1911 Service List for CCEM600

FMID Service Description Type

CCEM600 SO10112 SMF EVENT ENHANCEMENT PTF

SO10140 CA COMPLIANCE EVENT MANAGER TOMCAT 9.0 VULNERABILITY UPGRADE PTF

The CA RS 1911 service count for this FMID is 2
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CA RS 1911 - PTF SO10112 Details

Service Details
SO10112 SO10112   M.C.S. ENTRIES  = ++PTF (SO10112)

SMF EVENT ENHANCEMENT

ENHANCEMENT DESCRIPTION:

This maintenance adds the following features:

- Enhance the USS File System SMF events - Ability to filter on mount mode

- Addition of TCPIP Connection SMF events.

- Ability to Copy Repository Configurations in the GUI

- Credential Type Test Condition for Sign On Events

- Caching for searches run in the GUI

- Upgraded Third-Party Software Component - lodash 4.17.4

PRODUCT(S) AFFECTED:

CA Compliance Event Manager

Related Problem:

CEVM   142

Copyright (C) 2019 CA. All rights reserved. R00117-CEM060-SP1

DESC(SMF EVENT ENHANCEMENT).

++VER (Z038)

FMID (CCEM600)

PRE ( RO93955 RO94299 RO94481 RO95234 RO96808 RO97117

RO97563 RO97806 RO99004 RO99364 RO99900 SO00971

SO01341 SO01442 SO01464 SO01523 SO01579 SO01786

SO04214 SO04400 SO04651 SO04778 SO04968 SO05263

SO05403 SO05780 SO06108 SO06184 SO07336 SO07764

SO07773 SO07933 SO08290 SO08567 SO09212 SO09251

SO09259 SO09475 SO09713 SO09750 SO09872 SO10140  )

SUP ( ST07311 ST10112 TR96615 )

++HOLD (SO10112) SYSTEM FMID(CCEM600)

REASON (ACTION )   DATE (19296)

COMMENT (

+----------------------------------------------------------------------+

|     CA Compliance Event Manager                     Version 6.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | Both before Apply and after Apply                         |

+----------+-----------------------------------------------------------+

|PURPOSE   | Enhancement to add SMF events.                            |

+----------+-----------------------------------------------------------+

|USERS     | Compliance Event Manager users needing to capture USS     |

|AFFECTED  | Filesystem or TCPIP events.                               |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | SMP/E                                                     |

|REQUIRED  | Systems Programming                                       |

+----------+-----------------------------------------------------------+

|ACCESS    | CA Compliance Event Manager Installation Libraries.       |

|REQUIRED  |                                                           |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

Before applying the APAR

A. Shutdown the CEMETOM started task.

After applying the APAR

A. If none of the installation, deployment, customization and

configuration steps have been completed, no special action is

needed. You can proceed with those steps.

B. If an installation deployment was done:

1. If desired, make a backup copy of the runtime libraries.

2. Deploy the updated SMPE target libraries to your runtime

dataset names.

3. Refer to the 'Deploy Product Maintenance' section in the

Compliance Event Manager documentation for assistance.

C. Restart the CEMETOM started task

D. Issue the following console command to reload the ECA00U86 module:
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Service Details
F CEMERTR,RELOAD ECA00U86

where CEMERTR is the name of your CEM router task.

E. Restart the CEM listener tasks.

*NOTE* If you are using credential type test condition enhancement,

this requires the following PTFs depending on the ESM running:

ACF2: SO01563

Top Secret: SO09286

).

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(CEMETOMS,POST) .
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CA RS 1911 - PTF SO10140 Details

Service Details
SO10140 SO10140   M.C.S. ENTRIES  = ++PTF (SO10140)

CA COMPLIANCE EVENT MANAGER TOMCAT 9.0 VULNERABILITY UPGRADE

PROBLEM DESCRIPTION:

This maintenance upgrades the CA Compliance Event Manager Tomcat to version

9.0, as well as other third party components. Updated components are:

Tomcat 9.0.14

jackson-databind 2.9.8

jackson-annotation 2.9.8

SYMPTOMS:

N/A

IMPACT:

Vulnerabilities in tomcat and other components.

CIRCUMVENTION:

N/A

PRODUCT(S) AFFECTED:

CA Compliance Event Manager                                  Version 6.0

Related Problem:

CEVM   146

Copyright (C) 2019 CA. All rights reserved. R00118-CEM060-SP1

DESC(CA COMPLIANCE EVENT MANAGER TOMCAT 9.0 VULNERABILITY UPGRADE).

++VER (Z038)

FMID (CCEM600)

PRE ( RO93245 RO93955 RO93976 RO95234 RO97117 RO99129

RO99364 SO01341 SO01464 SO01523 SO01579 SO04400

SO04778 SO06184 SO07773 SO08567 SO09872  )

SUP ( ST10140 )

++HOLD (SO10140) SYSTEM FMID(CCEM600)

REASON (DYNACT )   DATE (19277)

COMMENT (

+----------------------------------------------------------------------+

|     CA Compliance Event Manager                     Version 6.0      |

+----------+-----------------------------------------------------------+

|SEQUENCE  | Both before Apply and after Apply                         |

+----------+-----------------------------------------------------------+

|PURPOSE   | Update CEM third party component modules.                 |

+----------+-----------------------------------------------------------+

|USERS     | All users.                                                |

|AFFECTED  |                                                           |

+----------+-----------------------------------------------------------+

|KNOWLEDGE | SMP/E                                                     |

|REQUIRED  | Product Installation.                                     |

|          | Product Deployment.                                       |

+----------+-----------------------------------------------------------+

|ACCESS    | Access to the CEM installation/deployment load            |

|REQUIRED  | libraries.                                                |

+----------+-----------------------------------------------------------+

**************************

* STEPS    TO    PERFORM *

**************************

Before applying the APAR

A. Shut down the CEMETOM started task.

After applying the APAR

A. If none of the installation, deployment, customization and

configuration steps have been completed, no special action is

needed.  You can proceed with those steps.

B. If an installation deployment was done:

1. If desired, make a backup copy of the runtime libraries.

2. Deploy the updated SMPE target libraries to your runtime

dataset names.

3. Refer to the 'Deploy Product Maintenance' section in the

Compliance Event Manager documentation for assistance.

C. Restart the CEMETOM started task
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*NOTE* With this maintenance, the default deployment method of the CEM

web application files has been modified. Previously symbolic

links were used to link the target SMP USS directory files to

the tomcat/webapps directory. Now instead of leveraging symbolic

links, the maintenance going forward will copy the needed files

from the SMP directory to the webapps directory. If your

deployment process involves creating symbolic links, you will

need to account for this.

).

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(CEMETOMS,POST) .

PARM(PATHMODE(0,7,7,5))

SHSCRIPT(CEMETOMS,POST) .

TEXT

LINK('../cemetoms')

PARM(PATHMODE(0,7,5,5),SHAREAS) .

MCS          SO10112            STARTS ON PAGE 0002

MCS          SO10140            STARTS ON PAGE 0003
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CA RS 1911 Product/Component Listing

Product Family Product Release

Security CA COMPLIANCE EVENT MANAGER 06.00.00

The CA RS 1911 Product/Component Count for this release is 1
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All CA RS Levels Service List

CA RS
Level Service FMID

CAR1911 SO10140 CCEM600

SO10112 CCEM600

CAR1910 SO09872 CCEM600

SO09750 CCEM600

SO09686 CCEM600

SO09475 CCEM600

SO09433 CCEM600

SO09189 CCEM600

SO09098 CCEM600

SO07185 CCEM600

CAR1909 SO09713 CCEM600

CAR1908 SO09349 CCEM600

SO09259 CCEM600

SO09251 CCEM600

SO09212 CCEM600

SO09127 CCEM600

SO08987 CCEM600

SO08567 CCEM600

SO08290 CCEM600

CAR1907 SO08400 CCEM600

CAR1906 SO07933 CCEM600

SO07773 CCEM600

SO07764 CCEM600

SO07464 CCEM600

SO07336 CCEM600

CAR1905 SO08023 CCEM600

SO07962 CCEM600

CAR1904 SO07611 CCEM600

SO07462 CCEM600

SO07246 CCEM600

SO05455 CCEM600

CAR1903 SO06184 CCEM600

CAR1902 SO06689 CCEM600

SO06607 CCEM600

SO06260 CCEM600

SO06108 CCEM600

SO05927 CCEM600

SO05848 CCEM600

SO05262 CCEM600

SO04429 CCEM600

CAR1901 SO05780 CCEM600

SO05403 CCEM600

SO05263 CCEM600

CAR1812 SO04968 CCEM600

SO04778 CCEM600

SO04399 CCEM600

SO01860 CCEM600

RO99634 CCEM600

RO98690 CCEM600

CAR1811 SO04400 CCEM600

CAR1809 SO04998 CCEM600

SO04920 CCEM600

SO01867 CCEM600

CAR1808 SO04651 CCEM600

SO04214 CCEM600
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CA RS
Level Service FMID

CAR1807 SO01786 CCEM600

SO01579 CCEM600

SO01523 CCEM600

SO01464 CCEM600

SO01442 CCEM600

SO01341 CCEM600

SO00971 CCEM600

RO99900 CCEM600

CAR1805 RO96988 CCEM600

CAR1804 RO99364 CCEM600

CAR1803 RO99004 CCEM600

CAR1801 RO99129 CCEM600

RO97806 CCEM600

CAR1712 RO98165 CCEM600

RO97563 CCEM600

CAR1711 RO97117 CCEM600

CAR1710 RO96808 CCEM600

RO96796 CCEM600

RO95914 CCEM600

RO95318 CCEM600

RO95234 CCEM600

RO95120 CCEM600

RO94840 CCEM600

RO94808 CCEM600

RO94481 CCEM600

RO94299 CCEM600

RO93976 CCEM600

RO93955 CCEM600

RO93570 CCEM600

RO93245 CCEM600

RO93241 CCEM600
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